
 

Accelerating Access Control 
and Inventory Tracking 

Innovative UHF Technologies Drive Efficiency, Convenience and 
Security 
Businesses today are demanding new access control and inventory tracking solutions to improve security, 
enhance convenience and increase efficiency. When it comes to these systems, companies want more 
information and capabilities, but current high frequency (HF) technologies are not keeping pace. However, 
innovations in ultra-high frequency (UHF) technology are now giving organizations new choices and the 
potential to revolutionize these processes throughout the enterprise.  

While this is exciting news for businesses in many industries, it’s important to remember that not all UHF 
technologies are created equal. Finding the right system is more than selecting a revolutionary technology—
it’s about choosing the solution that fits best with an organization’s needs and goals. 

Limits of High Frequency 

As the pace of business increases, organizations find that they need new and innovative ways to make 
access control decisions at greater distances, move larger numbers of people in and out of facilities in shorter 
times, and enable hands-free access control. In addition, businesses demand increased efficiency not only in 
access control, but in areas such as inventory control and tracking.  
 
For example, knowing where products and components are within the warehouse system and being able to 
track them through every point in the supply chain is crucial to cost control. To meet these demands, many 
organizations are looking beyond HF technology. Today, UHF has evolved to deliver consistent long range 
access control and tracking to enable truly innovative industry solutions.  
 

Rebirth of UHF 

From its origins in retail inventory tracking, UHF is often referred to as RFID (radio frequency identification). 
The higher frequencies of UHF allow for longer distances than existing HF technologies. However, UHF has 
traditionally been a costly technology, requiring a controller and several antennas to control an area. Not 
anymore.  
 
Recent advances in UHF technology have made long-distance access control, tracking and electronic product 
codes (EPC) more economical, easier to install and more compatible with a wider variety of form factors. This 
means UHF offers the possibility of revolutionizing access control and asset tracking across a number of 
industries. With its long-range capability extending to a distance of several meters, UHF opens new 
possibilities in the areas of hands-free access control and tracking. 
 
With this drastic increase in range, UHF technologies can have a lasting impact on the access control 
landscape. Through long-range, hands-free access, organizations can extend the scope of access control to 
boost user satisfaction, improve security and increase convenience for employees and customers. With 
people and products no longer having to be in close proximity to the reader, new access control and asset 
tracking opportunities are enabled.  
 
In addition, with this new technology, readers no longer need to be exposed to accommodate close proximity 
identification. This improves the aesthetic appeal and design of secure facilities and further shields devices 
from tampering. 
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Enabling New Forms and Functions 
 
While UHF technology works well with traditional form factors like cards and fobs, UHF’s long-range 
capabilities open up new possibilities for form factors. This includes hangtags for vehicle rear-view mirrors, 
windshield tags that adhere directly to vehicle windows, and tags that bolt on to the exterior of vehicles. These 
and other form factors promise to make vehicle access control more convenient than ever.  
 
For industrial use, tags that can be screwed to shipping pallets or installed into storage containers give 
organizations the ability to track their inventory never before possible. These same tags can be inserted into 
returnable shipping containers to prevent loss of cargo and lower the costs associated with lost inventory and 
other equipment.  
 
For security issues such as individual access control, UHF supports traditional ID 1 form factor cards, as well 
as new applications such as wristbands. Coupled with the long-range performance of UHF, these new uses 
offer organizations the ability to create innovative applications that improve convenience and enable better 
decision making. 
 

Improving Access and Security across Industries 

Organizations across a wide variety of industries are under constant pressure to gain efficiency, lower costs 
and improve quality—all while maintaining appropriate security for employees and company property. UHF 
technology helps meet these business goals for companies with a wide range of access control requirements. 
 
Parking and Gate Access 
Managing the flow of vehicles and people to and from parking facilities can be difficult with current technology. 
At parking garages, the short range of proximity cards means that each vehicle must stop and present a card 
to the reader. For parking garages and gates that need to monitor not only vehicles, but the entries and exits 
of individual people, a carpool becomes a time-consuming inconvenience as each person must present their 
card to the reader or gate security one at a time. At the start or end of a shift, getting people in or out of a 
facility can be frustrating for both employees and security staff. 
 
UHF technology helps bring efficiency and convenience back to parking garages and gates. UHF readers can 
identify vehicle tags using hangtags or windshield tags from greater distances, and can also read the personal 
identity tags of all individuals in a vehicle at once. In addition, access control decisions can be made before a 
vehicle reaches the gate, improving the flow of people and vehicles throughout the facility. 
 
Healthcare 
In healthcare settings, cleanliness is vital to maintaining a sterile environment for surgical suites and clean 
rooms. Yet, traditional access control methods often require staff to present a credential to a reader by hand, 
which can lead to contamination. Because of its long-range capabilities, UHF technology enables truly hands-
free access to areas to help maintain the sterile environments required in healthcare. 
Patients and staff can also be tracked and identified, providing more information about personnel locations 
and allowing for patient independence in assisted living or mental health facilities without compromising the 
ability to monitor them. 
 
UHF also offers innovative tracking solutions for pharmaceuticals and controlled substances as they move 
throughout a facility. According to Healthcare Purchasing News, while HF technology is used today for drug 
identification and tracking, because of its short range (under six inches), it is not an ideal technology for 
inventory and supply chain management applications, which are better suited to UHF.1 UHF can track drug 
shipments from their arrival at the hospital, to their delivery to a pharmacy, and their distribution to patients, 
improving quality control and helping to prevent the loss of controlled substances.  
 

                                                
1 Aspenns, Glenn. Supply Chain’s retail allure of RFID, RTLS. Healthcare Purchasing News. February, 2014. 
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Transportation 
While automated toll collection is nothing new, most automated toll systems require the vehicle to slow down 
when approaching the toll booth so that the transponder can be read. With UHF’s extended range, 
transponders can be read from farther away, allowing vehicles to continue at normal speeds for toll collection. 
With vehicles able to move at faster speeds, toll lines become shorter and more efficient. 
 
For transportation authorities, passenger counting and identification is vital for ensuring that only authorized 
persons can board buses to and from a secure campus. Traditionally, counting and identifying passengers as 
they board was a time-consuming, manual process which hampered convenience and lowered efficiency. 
Ironically, this actually increased the risk of unauthorized persons gaining access to secure areas. Using UHF 
tags for passenger identification can help identify individual passengers boarding company buses, reducing 
the risk of unauthorized access while maintaining efficient boarding processes. 
 
Distribution Centers 
For tracking products and components as they move through distribution centers, EPCs have long been used, 
but have been limited in range. With UHF, organizations can use the long-range capabilities to gain even 
more control over their supply chains. According to Logistics Management, with RFID, an electronic record of 
a product’s journey through the supply chain—and its pedigree—can be created and maintained to verify 
authenticity, combat counterfeiting, and ensure consumer safety.2 
 
Not only can inventory be tracked as it moves throughout a facility, but the movements of vehicles, trailers, 
and containers can be tracked using tags that affix to vehicles and containers. Organizations can ensure that 
the right products are loaded into the right containers, and the right containers end up on the right trailers and 
those trailers are attached to the right vehicle before they leave the facility, reducing the cost of incorrect 
shipments.  
 
Secure Facilities 
Many organizations that deal with sensitive technology are required to adhere to regulatory requirements to 
monitor foreign nationals within a facility. With the limitations of traditional access control technology, that 
often means stationing an escort with the person at all times, even in areas like restrooms, lobbies, and 
cafeterias where sensitive information is not stored. Because UHF technology can enable real-time 
monitoring of movement, low-risk activities such as restroom visits may be possible without an escort. 
 
At military facilities, UHF technology can be used to track sensitive assets such as munitions as they are 
stored, moved and distributed around the base. The personnel responsible for the transport and handling of 
sensitive assets can also be tracked, ensuring that they follow proper protocol for the movement and 
distribution of those assets. 
 
Animal and Livestock Tracking 
Keeping track of animals and livestock on ranches spread across hundreds or thousands of acres is no easy 
task. UHF technology can help address the challenge of tracking animals using unique form factors like tags 
that clip to an animal’s ear. The speed and range of UHF allows livestock herds to be inventoried more 
quickly and accurately than ever, and eliminates searching for lost animals. 
 

Enhancing UHF with Secure Access Control 

From the examples above, it’s clear that UHF technology enables a myriad of innovative solutions for access 
control and inventory tracking for organizations in multiple industries spread around the globe. With UHF, 
organizations can get a comprehensive, real-time view of their supply chain to improve convenience, 
efficiency and decision making. Companies can meet increasing business demands without sacrificing 
security. In addition, there are several ways that UHF systems can be enhanced to provide even more 
dynamic and adaptable secure access control solutions. 
 

                                                
2 Napolitano, Maida. Warehouse/DC Management: RFID settles in. Logistics Management. April 1, 2013.  
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Today, UHF technologies can be enhanced to provide a highly secure UHF solution, protecting access control 
data, cashless payments, biometrics, PC logon and many other applications. Improved security provides the 
flexibility to adapt to future requirements, such as adding new applications to an ID card.  
 
The emergence of new technologies such as Open Supervised Device Protocol (OSDP) or Secure Channel 
Protocol (SCP) can further enhance UHF security. By replacing legacy, unsecured technology organizations 
can now provide secure communications from the card through controller. OSDP also provides operational 
benefits such as enabling users to reconfigure readers and query readers from a central system, reducing 
costs and improving reader servicing.  
 
By providing continuous monitoring of readers and alerts for readers that support tamper detection, OSDP 
prevents “man-in-the-middle” attacks. OSDP also reduces installation costs when compared to legacy 
solutions, and will drive new opportunities for innovation in such areas as adding advanced display 
capabilities to readers. 
 
Creating Secure UHF Solutions for Tomorrow’s Challenges 

As organizations grow and the security needs change, systems that can manage dynamic sophisticated 
security environments while maintaining interoperability and user convenience are critical. With the many 
applications that UHF technology enables, companies should look for a UHF solution that fulfills their needs. 
Some of these needs may include the following:  
 

• Secure UHF technology solution – not all solutions provide security for the transmission of data 
• End-to-end security from card to reader and reader to controller 
• Support for mixed credential populations if a multi-use application such as door, parking and gate 

control is desired 
 
 
About HID Global 
HID Global is the trusted source for innovative products, services, solutions, and know-how related to the 
creation, management, and use of secure identities for millions of customers around the world. The 
company’s served markets include physical and logical access control, including strong authentication and 
credential management; card printing and personalization; visitor management systems; highly secure 
government and citizen ID; and identification RFID technologies used in animal ID and industry and logistics 
applications. The company’s primary brands include ActivID®, EasyLobby®, FARGO®, IdenTrust®, 
LaserCard®, Lumidigm®, and HID®. Headquartered in Austin, Texas, HID Global has over 2,200 employees 
worldwide and operates international offices that support more than 100 countries. HID Global® is an ASSA 
ABLOY Group brand. For more information, visit www.hidglobal.com. 
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