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     PRODUCTS

2.01 MANUFACTURERS

A. Access control credentials, credential readers, stand alone network door controllers or stand alone network controller/readers shall be as manufactured by HID Corporation, 9292 Jeronimo Road, Irvine, CA 92618 (800-237-7769).
B. Substitutions:  No substitutions allowed.

2.02 STAND ALONE ACCESS CONTROL NETWORK DOOR CONTROLLERS OR NETWORK CONTROLLER/READERS
A. Single door, stand alone network door controller
1. Provide stand alone network door controller(s) as shown on the project plans.  The network door controller shall provide access control processing, web-based user interface and power for a single door, including reader, lock, door status, request-to-exit device and auxiliary sounder.
2. The stand alone network door controller shall accept Wiegand output card readers and card formats up to 128 bits in length. 

3. The stand alone network door controller shall provide a complete, fully featured access control hardware and firmware infrastructure with an intuitive embedded user interface and will require NO additional software.

4. The stand alone network door controller shall communicate with a network client using an embedded web user interface over Ethernet or Internet; The embedded user interface shall be accessible via Microsoft® Internet Explorer® versions 6, 7 and 8 as well as Mozilla Firefox versions 2 and 3.  The browsers will require NO additional ActiveX controls, Java Client, or other browser add-on applications.
5. The stand alone network door controller embedded user interface shall present, and give the user control of, access door commands including door lock/unlock, lock pulse, alarm acknowledge, door status, alarms and recent events from all screens contained in the user interface.
6. The stand alone network door controller embedded user interface shall be capable of managing a minimum of 1000 cardholders/credentials.
7. The stand along network door controller embedded user interface shall provide a means to perform credential batch entry that allows the operator to quickly add a range of consecutively-numbered credentials.
8. The stand alone network door controller embedded user interface shall be capable of managing a minimum of 8 schedules and 3 intervals each day of the week including holidays.

9. The stand alone network door controller shall be capable of supporting a “first person” or “snow day” schedule option that prohibits the door unlock schedule from opening without valid badge read.
10. The stand alone network door controller shall be capable of supporting PIN credentials and HID keypad readers.  The embedded user interface shall provide entry paths for credentials have been added.
11. The stand alone network door controller shall be capable of relaxing PIN entry requirements by using a  “PIN suppression schedule” feature.
12. The stand alone network door controller embedded user interface shall provide standardized report generation of: People, Cards/PINs, Events, Schedules, Special Days and export data as an XML file.
13. The stand alone network door controller embedded user interface shall provide an easy to use backup and restore function which will allow for all system data to be backed up to a connected PC. The same utility shall allow the user to restore all system data from a connected PC.

14. The stand alone network door controller embedded user interface shall be capable of displaying in the following languages: English, French, German, Spanish (International), Russian, Portuguese (Brazilian), Italian, Chinese (Simplified), Japanese, Korean and Hindi.

15. The stand alone network door controller shall provide full distributed processing of all access control functions.  The unit shall provide fully functional stand-alone operation when not actively managed or monitored through the embedded user interface; performing all access decisions and event logging.  Upon connection with the web client, the stand alone network door controller or network controller/reader shall display all buffered off-line transactions (minimum of 5,000) through the embedded user interface.

16. The stand alone network door controller shall incorporate a 32-bit 100 MHz RISC processor running the Linux operating system.  The unit shall be capable of remote upgrade (via Windows® DLL, or the direct-communication OPIN® API) to a host controller configuration for integration to host-based access control applications.
17. The stand alone network door controller shall not be a proprietary product of a manufacturer of host access control software applications, and must have the ability to migrate to an alternative manufacturer’s host access control software application by remote reconfiguration or firmware upgrade and without intervention from the original controller manufacturer.
18. The stand alone network door controller shall provide configuration operations through the embedded user interface. The configuration operations shall include: Network settings, Door parameters, Date and Time and Installer Information.
19. The stand alone network door control shall provide an “Installer lockout” option that removes some setup privileges for “user” relative to the “admin” logon.
20. The stand alone network door controller shall provide on-board Flash memory to allow program updates to be downloaded directly via the network.  The network door controller shall provide the following minimum memory:
a. 8 MB on-board Flash memory

b. 32 MB SDRAM

c. 256k SRAM

21. The stand alone network door controller shall provide the following certifications:
a. UL 294 Listed Access Control System Units *
b. CSA 205 (Canada)

c. FCC Class A Verification

d. EMC for Canada, EU (CE Mark), Australia (C-Tick Mark), New Zealand, Japan

e. EN 50130-4 Access Control Systems Immunity for the EU (CE Mark)
22. The stand alone network door controller shall meet the following physical specifications:
a. (Dimensions: 3.3” W x 4.8” H x 1.5” D (83.8 mm x 121.9 mm x 36.3 mm)
b. Weight:  6.8 oz (.195 kg)

c. Cover Material – UL94 Polycarbonate

d. Power Requirements – 250-1000 mA @ 12 VDC provided either through :
1. 12 – 16 VDC linear Power Supply
2. 802.3af compliant Power Over Ethernet (POE) device
e. Temperature – 32° to 122° F (0° to 50° C)

f. Humidity – 5% to 95% relative, non-condensing

g. Visual Indicators

1. System Activity LED

2. Network Activity LED

h. Communication ports and connectors:
1. RJ-45 connector for Ethernet TCP/IP (10/100baseT)
2. Wiegand/Clock-and-Data reader data port

3. RS-232 port for optional modem or serial communications after upgrade to host controller configuration 

4. Door position input with programmable End of Line supervisory capability up to 6K Ohm.
5. Request to exit (REX) input with programmable End of Line supervisory capability up to 6K Ohm.
6. Non-latching alarm annunciation output relay

a. Unpowered (Dry) contact rated 2A @ 30VDC

b. Powered (Wet) contact rated for up to 700 mA @ 12VDC 
Note: The 700 mA is shared between two relays

7. 12VDC Power input

8. Tamper input (Can have a built-in additional external tamper)
9. AC Power Fail input (Can be configured for general purpose use, after upgrade to host controller configuration)
10. Battery fail input (Can be configured for general purpose use after upgrade to host controller configuration)
i. Cable Distances:

1. TCP/IP – 328 feet (100m) using CAT 5 cable

2. Wiegand – 500 feet using 9-conductor stranded, overall shield 22 AWG cable (Alpha 1299C)

3. Input circuits – 500 feet using 2-conductor shielded 22AWG cable (Alpha 1292C) or 18AWG cable (Alpha 2421C)
4. Output circuits – 500 feet using 2-conductor 22AWG cable (Alpha 1172C) or 18AWG cable (Alpha 1897C)
5. RS-232 – 50 feet using 9-conductor stranded 22AWG cable (Alpha 1299C or Alpha 58119)
23. The stand alone network door controller shall be warranted against defects in materials and workmanship for 18 months.
24. The stand alone network door controller shall be an HID p/n 83000B EdgePlus Solo ES400.
B. Single door, stand alone network controller/reader:
1. Provide stand alone network controller/reader(s) as shown on the project plans.  The network controller/reader shall provide access control processing, web-based user interface and power for a single door, including lock, door status, request-to-exit device And auxiliary sounder.

2. The stand alone network controller/reader shall be of single piece design with integrated card reader as follows:
a. iCLASS 13.56 MHz contactless smart card reader. 
1. The reader shall encrypt all RF data transmission between the smart card and reader using industry standard encryption techniques and advanced key management. 
2. The reader shall be compatible with ISO 15693 – read only; 2k bit (256 Byte), 16k bit (2k Byte) and 32k bit (4k Byte); ISO 14443A – read only; MIFARE and DESFire (serial number). ISO 14443B – read only; 2k bit (256 Byte) and 16k bit (2K Byte). US Government PIV. FeliCa IDm
b. multiCLASS 13.56 MHz contactless and 125kHz Proximity card reader. 
1. The reader shall support all HID Proximity formats, including Corporate 1000. 
2. The reader shall encrypt all 13.56MHz RF data transmission between the smart card and reader using industry standard encryption techniques and advanced key management. 
3. The reader shall be compatible with ISO 15693 – read only; 2k bit (256 Byte), 16k bit (2k Byte) and 32k bit (4k Byte); ISO 14443A – read only; MIFARE and DESFire (serial number). ISO 14443B – read only; 2k bit (256 Byte) and 16k bit (2K Byte). US Government PIV. FeliCa IDm

3. The stand alone network controller/reader shall provide a complete, fully featured access control hardware and firmware infrastructure with an intuitive embedded user interface and will require NO additional software.

4. The stand alone network controller/reader shall communicate with a network client using an embedded web user interface over Ethernet or Internet; The embedded user interface shall be accessible via Microsoft Internet Explorer 6.0 or higher and Mozilla Firefox 2.0 and will require NO additional ActiveX controls, Java Client, or other browser add-on applications.
5. The stand alone network door controller/reader embedded user interface shall present, and give the user control of, access door commands including door lock/unlock, lock pulse, alarm acknowledge, door status, alarms and recent events from all screens contained in the user interface.
6. The stand alone network door controller/reader embedded user interface shall be capable of managing a minimum of 1000 cardholders/credentials.
7. The stand alone network door controller/reader embedded user interface shall be capable of managing a minimum of 8 schedules and 3 intervals each day of the week including holidays.

8. The stand alone network door controller/reader embedded user interface shall provide standardized report generation of: People, Cards/PINs, Events, Schedules, Special Days and export data as an XML file.

9. The stand along network door controller/reader shall be capable of triggering configurable alerts that drive relays or send http messages based on IO rules.  The embedded user interface shall provide dashboard icons relating to alerts that have been added.
10. The stand alone network door controller/reader embedded user interface shall provide an easy to use backup and restore function which will allow for all system data to be backed up to a connected PC. The same utility shall allow the user to restore all system data from a connected PC.

11. The stand alone network controller/reader embedded user interface shall be capable of displaying in the following languages: English, French, German, Spanish (International), Russian, Portuguese (Brazilian), Italian, Chinese (Simplified), Japanese, Korean, Hindi, Turkish and Dutch.

12. The stand alone network controller/reader shall provide full distributed processing of all access control functions.  The unit shall provide fully functional stand-alone operation when not actively managed or monitored through the embedded user interface; performing all access decisions and event logging.  Upon connection with the web client, the stand alone network door controller or network controller/reader shall display all buffered off-line transactions (minimum of 5,000) through the embedded user interface.

13. The stand alone network controller/reader shall incorporate a 32-bit 100 MHz RISC processor running the Linux operating system.  The unit shall be capable of remote upgrade (via Windows® DLL, or the direct-communication OPIN® API) to a host controller/reader configuration for integration to host-based access control applications.
14. The stand alone network controller/reader shall not be a proprietary product of a manufacturer of host access control software applications, and must have the ability to migrate to an alternative manufacturer’s host access control software application by remote reconfiguration or firmware upgrade and without intervention from the original controller manufacturer.

15. The stand alone network controller/reader shall provide configuration operations through the embedded user interface. The configuration operations shall include: Network settings, Door parameters, Date and Time and Installer Information.
16. The stand alone network controller/reader shall provide on-board Flash memory to allow program updates to be downloaded directly via the network.  The network door controller or network controller/reader shall provide the following minimum memory:

a. 8 MB on-board Flash memory

b. 32 MB SDRAM

c. 256k SRAM

17. The stand alone network controller/reader shall provide the following certifications:

a. UL 294 Listed Access Control System Units **
b. CSA 205 (Canada)

c. FCC Class A Verification

d. EMC for Canada, EU (CE Mark), Australia (C-Tick Mark), New Zealand, Japan

e. EN 50130-4 Access Control Systems Immunity for the EU (CE Mark)
18. The stand alone network controller/reader shall meet the following physical specifications:

a. Dimensions: 3.3” W x 4.8” H x 2.3” D (83.8 mm x 121.9 mm x 57.9 mm)  
b. Weight:  Controller/reader - 14.7 oz (.400 kg)  

c. Cover Material:   UL94 Polycarbonate

d. Power Requirements:   250-1000 mA @ 12 VDC provided either through :

1. 12 – 16 VDC linear Power Supply

2. 802.3af compliant Power Over Ethernet (POE) device

e. Temperature:   32° to 122° F (0° to 50° C)

f. Humidity:   5% to 95% relative, non-condensing

g. Visual Indicators

1. System Activity LED

2. Network Activity LED

3. Red/Green LED’s indicating access grant/deny

h. Communication ports and connectors:

1. RJ-45 connector for Ethernet TCP/IP (10/100baseT)

2. RS-232 port for optional modem or serial communications after upgrade to host controller configuration
3. Door position input with programmable End of Line supervisory capability up to 6K Ohm.

4. Request to exit (REX) input with programmable End of Line supervisory capability up to 6K Ohm.

5. Non-latching configurable door lock output relay

a. Unpowered (Dry) contact rated 2A @ 30VDC

b. Powered (Wet) contact rated for up to 600mA @ 12VDC Note: The 600 mA is shared between two relays
6. 12VDC Power input

7. Tamper input (Can have a built-in additional external tamper)

8. AC Power Fail input (Can be configured for general purpose use after upgrade to host controller configuration)

9. Battery fail input (Can be configured for general purpose use after upgrade to host controller configuration)

i. Cable Distances:

1. TCP/IP – 328 feet (100m) using CAT 5 cable

2. Input circuits – 500 feet using 2-conductor shielded 22AWG cable (Alpha 1292C) or 18AWG cable (Alpha 2421C)

3. Output circuits – 500 feet using 2-conductor 22AWG cable (Alpha 1172C) or 18AWG cable (Alpha 1897C)

4. RS-232 – 50 feet using 9-conductor stranded 22AWG cable (Alpha 1299C or Alpha 58119)

19. The stand alone network controller/reader shall be warranted against defects in materials and workmanship for 18 months.
20. The stand alone network controller/reader shall be an HID p/n 83120B EdgeReader Solo ESR40 or p/n 83125B EdgeReader Solo ESRP40.
(*)EdgePlus® Solo 83000B has UL294 listing when installed with all Listed HID Global models: iCLASS, Indala Prox, HID Prox, bioCLASS, SmartID, SmartTRANS and Mag Stripe (with and without keypad), up to 128-bit formats.
(**) Use the EdgeReader 83120B and 83125B in UL installations where exposure is controlled to only authorized persons.

