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Strong Authentication is now practical for ALL. naviGO™ Server by HID Global is a cost-effective
solution that simplifies deployment of strong authentication and manages the lifecycle of strong
authentication user credentials including Crescendo™ smart cards (with digital certificates), iCLASS®
smart cards, Prox cards and Knowledge Based Authentication (KBA).

Built on Microsoft® .NET, naviGO Server is the first credential management solution that is practical
for both large and small organizations. No longer are organizations required to become experts

in encryption and complicated security technology to effectively provide strong authentication to
network infrastructure. Just as you do not expect your employees to become locksmiths to open a
door, they should not need to become security experts to authenticate to computer systems.

naviGO Server is uniquely designed with organizational workflows in mind. The solution enables
your organization to set logical workflows that fully automate the deployment and lifecycle events
involving strong authentication. Secure employee self-service capabilities including KBA, PIN setup
and reset help reduce costs, administrative burden and complexity routinely experienced in strong
authentication deployments.

D Uniquely tailored for Microsoft environments and easily integrated into Microsoft Active
Directory, ADAM (Active Directory Application Mode), SQL, Internet Information Services (IIS),
Certificate Services and other core Microsoft infrastructure.

D Easily configure what action will take place when the smart card is removed from the reader: Lock
the Workstation, Log Off the current User or do nothing.

D Emergency Access feature enables users to access critical data when their primary credential is
not available.

D Supports HID’s Crescendo on the Desktop™ Solution
* Crescendo C200 and C700 cards
* OMNIKEY® readers 3021, 3121

D Supports HID’s iCLASS on the Desktop™ Solution
* iCLASS cards
* OMNIKEY 5321 and 6321 reader lines

D Supports HID’s Prox on the Desktop™ Solution
* HID Prox cards
* OMNIKEY 5325 reader line

D Supports RF Ideas Air ID Writer® and pcProx® readers

D Supports PC/SC compliant contact smart card readers
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Features

HID naviGO™ Server enables an organization to use the
same contact or contactless credential used for entering
the facility, to now log-on to their PC and access folders
and files on the network.

HID naviGO allows card holders to perform their own
enrollment and manage their PIN and knowledge-based
authentication through a self-service browser-based
application.

86404
System Requirements
* Microsoft® Windows® Server 2003 R2 Enterprise Edition or Windows® Server 2008

* .NET Framework 2.0

* Microsoft Windows® Installer 2.0 or higher

* Microsoft SQL Server 2005

* Microsoft Internet Information Services (lIS) 6.0

* Microsoft Certificate Services (optional component)

Security Compliance

Simplify compliance with corporate and federal
security and privacy policies providing compliance
administrators with full audit trail visibility

about the issuance and usage of advanced
authentication devices.

Central Administration

Central administration of credentials provides
for rapid provisioning and de-provisioning of
credentials. Self service workflows mean reduced
help desk calls, earlier employee acceptance and
better compliance.

* Minimum Microsoft® configuration for selected Microsoft® Windows® Server

* Enterprise Edition
* Minimum 50 MB of free HDD space

* Microsoft® Windows® 2000 (SP4 Crescendo Only), Windows® XP (SP1, SP2 or SP3), Vista SPI
* Minimum Microsoft® configuration for selected Microsoft® Windows® Operating Systems

* 60 MB of available hard disk space for naviGO Client

* 90 MB of available hard disk space for Microsoft .NET Framework 2.0
* Internet Explorer 6.0 or higher with |28-bit encryption
* Installation via MSI package requires Windows® Installer 2.0 or higher

Supported Languages

English, Spanish, Brazilian (Portuguese), French, German, Italian, Russian, Japanese, Chinese (Simplified) and
Korean.

Supported Standards

iCLASS® and Crescendo® smart cards and readers
ISO 14443 A/B and 15693 for HID iCLASS
MS Mini Driver - WHQL Certification for XP and Vista (Crescendo Only)
MS CAPI (Crescendo Only)
PKCS #1 | (Crescendo 700 Only)
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