Biometric Solutions
for Healthcare

Simplify Access Control, Curb
Fraud and Improve Care with
Fast, Accurate Identification
In healthcare, operational efficiency isn’t just about saving money. It’s about avoiding dangerous
medical errors, safeguarding confidential data and providing better care throughout the patient journey.
As healthcare providers work to streamline the systems they rely on for patient identification, employee
access control, visitor management and chain of custody tracking, they are increasingly turning to a
single transformative technology: biometrics.
Why? Because biometrics addresses these issues using something we always have with us: our
fingerprints or faces. Passwords are easy to forget; ID cards can be misplaced or stolen. But biometric
markers are unique to each individual. They provide the highest level of identity assurance, and
they can’t be lost or forgotten.
Biometric technology is gaining traction in healthcare due to its speed, accuracy and ease-of-use.
It’s also helping healthcare providers address some of the industry’s most pressing problems.

Top Issues Healthcare Faces Today
Today’s health providers face a daunting array of challenges as they
seek to build secure, resilient and customer-centric environments.
These challenges include:

Ensuring
patient privacy and
protecting medical
data

Accurately
identifying patients

-B R O C H U R E

Managing
controlled
substances

Curbing
medical fraud

Strengthening
access control

Reducing billing
inaccuracies

Improving patient
care and safety

Complying
with industry
regulations

Improving
workflow
efficiency

5 Key Biometric
Healthcare Applications
Employee
access control

Positive patient
identification

Visitor
management

Get a more convenient solution for
restricting access to sensitive areas
and authenticating employees at
workstations, no passwords needed.

Accurately identify patients
across different locations.

Reduce paper logs and strengthen
security with a system that makes
it easy to understand exactly
who’s coming and going.

Chain of custody
compliance

Healthcare transaction
authentication

Ensure compliance with the
strictly regulated process of
electronic prescribing for
controlled substances.

Prevent insurance fraud, identity theft,
card sharing and phantom claims,
while creating an audit trail of check-in
and check-out times by confirming
patient identities.

Why Biometrics?
Biometric technologies like facial and fingerprint recognition are poised to reinvent health IT
by making workflows more convenient, accurate and secure. Health providers can now:
G E T I R R E F U TA B L E P R O O F O F P R E S E N C E

STREAMLINE WORKFLOW EFFICIENCY

Instantly answer the question of who
accessed which systems and resources
— and accurately identify patients across
multiple systems and facilities.

By increasing accuracy and tying identification
to something people always have with them,
biometric technologies can reduce expensive
errors and boost broader workflow efficiency.

IDENTIFY PEOPLE IN SECONDS

REDUCE IDENTITY FRAUD

There’s nothing to remember and nothing to
carry. Biometric matching takes a fraction of
a second and demands very little of people’s
time and attention.

By extending security to systems that contain
personal and sensitive data, biometrics
increases the privacy for those individuals and
reduces the risk of identity theft.

MINIMIZE HUMAN INTERVENTION

Biometric identification is automated,
frictionless and sterile, ensuring accuracy
even when people are wearing surgical masks.

HID Biometric Solutions
for Healthcare
HID Global’s biometric solutions help providers take full advantage of the technology’s
potential, streamlining workflows and creating safe, efficient environments.

Fingerprint Biometrics
HID offers a wide variety of form factors, fingerprint capture technologies, security features,
certifications and materials, based on the requirements of the application. Whether it’s for staff
access to confidential medical records or prescriptions, positive patient identification or secure
transaction authentication, our product lineup ensures that we have a solution to meet the requirement.

HID DigitalPersonal® Optical
Fingerprint Readers
The HID DigitalPersona fingerprint reader is a compact optical reader that
maximizes space and is perfect for desktop individual users, as well as multiple
users in shared environments. The HID DigitalPersona optical fingerprint
reader is designed to satisfy the high-volume requirements of large-scale users
— ideal for the healthcare environment.

HID EikonTouch® Capacitive Silicon
Fingerprint Readers
The HID EikonTouch capacitive silicon fingerprint reader is FIPS 201 PIV
certified, offering enhanced usability and durability that is ideally suited for
high traffic environments, particularly useful for multi-user applications in
healthcare. It offers LED feedback above the finger placement area for intuitive
fingerprint enrolment, capture and verification.

HID Lumidigm® Multispectral
Fingerprint Readers
The HID patented Multispectral Imaging (MSI) technology captures surface and
subsurface biometric data, reducing false rejections and ensuring even users
with the most difficult fingerprints (wet, dry, oily, aged, damaged, dirty) are
granted access quickly on the first try. Our unique MSI technology offers the
strongest liveness and presentation attack detection to reject fake fingerprints.
That’s the multispectral advantage you get from HID.

Fingerprint OEM Modules
In addition to the fingerprint readers, we also offer an extensive line of
fingerprint OEM modules based on the same optical, capacitive silicon and
multispectral imaging technologies. Across the world, millions of our fingerprint
OEM modules are integrated into laptops, tablets, handheld devices, physical
access control systems, self-service kiosks and drug dispensing equipment —
providing reliable biometric identification and security.

Facial Recognition
To create the best, we work with the best — Paravision® — a global leader in computer vision and
machine learning.
Our facial recognition solution incorporates Paravision’s top-performing matching algorithms,
which have consistently ranked high in the National Institute of Standards and Technology (NIST)
Face Recognition Vendor Tests (FRVT) reports. The matching algorithm has been trained using
an extensive, ethically sourced dataset with billions of images across a wide number of racial
characteristics to ensure sufficient diversity of data against matching bias.
In addition, our 2D/3D camera hardware incorporates
patented Multispectral Imaging (MSI) technology with
advanced presentation attack detection (PAD) algorithm,
enabling an industry-leading facial recognition solution
that meets the ISO30107-1 standard. This unique
combination delivers the most reliable passive liveness
detection to prevent against a wide range of spoofs
from paper printouts to high resolution videos to
advanced 3D masks.
HID’s facial recognition offerings are modular and easy
to customize. They can be integrated without expensive
upgrades or system migrations, enabling healthcare
providers to quickly identify patients and staff, even while
wearing surgical masks.

Why HID for Biometrics?
HID’s biometric solutions are among the world’s most trusted, providing reliable identity-based
security. Here’s what sets these powerful technologies apart.
PROVEN ACCURACY

Our facial recognition matching algorithm
is ranked as the most accurate in the world
by the National Institute of Standards and
Technology (NIST), thanks to Paravision’s
advanced AI and machine learning
technologies.
HID fingerprint scanners, meanwhile, limit
misidentification to approximately one out of
a billion. No-one can pretend to be someone
else to steal their identity or defraud them.
U N PA R A L L E L E D S P E E D

STRONG SECURITY AND PRIVACY

With the simple touch of a finger — or
presentation of a face — identification
happens in less than a second, streamlining
critical workflows without compromising
convenience.

All HID Global’s biometric solutions are
designed using the Secure Software
Development Lifecycle (SSDL) methodology
to ensure they can be securely integrated into
your infrastructure. The SSDL process also
gives developers insight into potential security
gaps and threats before they occur.

U N M ATC H E D P R E S E NTAT I O N AT TAC K
D E T E C T I O N ( PA D )

Our passive liveness detection technologies
prevent spoof attacks like attempting to pass
a fake fingerprint, 3D mask, printed picture or
digital image as a live person.
HIGH PERFORMANCE IN
CHALLENGING ENVIRONMENTS

With a multi-modal 2D/3D camera, our facial
recognition solution works in total darkness,
direct sunlight, backlit and gradient conditions.
Our patented MSI fingerprint readers offers
enhanced usability and durability that are
ideal for high-traffic usage and can accurately
identify fingers that are wet, dry, oily, aged,
damaged or dirty.

In addition, our technology is developed using
Privacy by Design — ethical data collection
with user opt-in/opt-out and EULA guidance
that’s fully compliant with today’s privacy
regulations such as GDPR.
COMPLETE CUSTOMIZABILITY

We offer a broad range of biometric
technologies and modalities. From hardware
and SDKs to fully integrated solutions, we have
the right technology to meet your requirements
now — and in the future.

Get the highest level of identity assurance.
Visit our website to learn more.
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