
Modern office buildings are built upon a web of disparate systems — 
physical access (doors and locks), IT and printer networks, meeting room 
management, food and beverage vending — that employees, visitors 
and vendors continually interact with, experiencing varying degrees 
of satisfaction. But when these systems are able tap into a common 
understanding of who you are and what benefits you can be granted — your 
Trusted Identity — the experience is elevated. In a Connected Workplace, 
these integrated systems surpass expectations to understand, assist with, 
and even predict what you intend to do.

Experiencing the 
Connected Workplace: 
Seamless, Secure and 
Predictive

-E X E C U T I V E  B R I E F



O P T I M I Z E D  P H Y S I C A L  A C C E S S  C O N T R O L

The building identifies individuals and grants access to the areas of the building they are 
authorized to enter— from the elevator granting access to the right floors, to unlocking a private 
office, to approved-access meeting rooms and common spaces. Areas that require stricter 
access control can add a layer of biometric verification, if needed.

F R I C T I O N L E S S  P E O P L E  F L O W

When disparate systems are connected by a shared capability of authenticating individuals, the 
effect is a smooth and seamless transition for employees and visitors alike as they proceed from 
the parking garage to the elevator, from to the office to the conference room — accessing each 
point along the way with the same credential.

S E A M L E S S  U S E R  A U T H E N T I C A T I O N

In a Connected Workplace, users gain access to the company network and secure cloud 
applications, like Office 365, with the same identity credential they used to enter the facility. 
Multi-factor authentication that requires an additional identifier, like a PIN or biometric data, can 
be added for an additional layer of security.

T I M E  &  A T T E N D A N C E

The same credential employees use to open the building door can automatically record entry 
time and exit time through an integrated time and attendance (workforce management) system. 
Their Trusted Identity can be used to establish proof-of-presence — providing managers with key 
insights to the question, “Where are my employees really spending their time?”

The Connected 
Workplace Offers:

In a genuine Connected Workplace, your employer 
verifies your identity once and issues you a Trusted 
Identity in the form of a smart card/ ID badge or a 
secure app on your mobile phone or wearable device 
(like a smart watch or token). You are then free to 
seamlessly access all necessary systems with your 
chosen Trusted Identity.

For extremely secure areas or applications, an 
additional layer of security can be implemented to 
verify another aspect of your identity. This multi-factor 
authentication consists of at least two of the following: 
something you have (card/token/device), something 
you know (PIN/ password), or something you are 
(biometrics, like fingerprints or face).

What is a  
“Trusted Identity?”



P R E D I C T I V E  A N A LY T I C S

Data captured in the Connected Workplace offers 
many ways to cut operational costs while meeting 
employee demands for a customized and productive 
workplace. These insights can be used for everything 
from streamlining maintenance needs across building 
operations to automating services, such as brewing 
coffee at peak use times of the day.

F L E X I B I L I T Y  F O R  T H E  A G I L E  W O R K F O R C E

Open floor plans utilizing hot desks and smart lockers 
have replaced traditional offices as many organizations 
strive to optimize their real estate costs and employee 
work options. Access to both, granted through the same 
identity credential used to enter the building, gives them 
the freedom to perform daily tasks and collaborate with 
colleagues anywhere — without sacrificing the benefits 
of an individualized workstation.

S E C U R E  P R I N T

The Connected Workplace includes centrally-managed, identity-aware printers that offer users 
the convenience of being able to securely print to any device they choose. Identity-aware printers 
contain embedded readers and upgraded firmware that allow printing only when the user 
presents a properly authenticated credential, and fulfill most regulatory compliance directives.

Cashless Cafeteria & Vending. The Connected Workplace offers the convenience of purchasing 
meals and refreshments through a secure, closed-loop payment system — eliminating the need 
for cash or easily-misplaced credit cards.

M O D E R N  M E E T I N G  R O O M  M A N A G E M E N T

An identity-aware meeting room combines a smart door 
lock with a smart door display to simplify the reservation 
process. Access can be issued or revoked remotely, 
streamlining the process for visitors. An authenticated 
personalized credential also grants access to audio 
visual and conferencing services.

C E N T R A L I Z E D  M A N A G E M E N T

Single-credential simplicity means that an identity’s 
access to all these spaces can be managed centrally, 
reducing cost and improving efficiency. In addition, 
centralized management allows for an immediate 
response to threats and attacks. 



A Day in the Life of a Connected Workplace  
(Using a Trusted Identity, i.e. your mobile phone)

A Day in the Life of a Traditional Workplace 
(No Trusted Identity)

Open parking garage gate with your mobile phone. vs Take paper ticket to enter parking garage. Try to 
find somewhere to put it where it won’t get lost.

Use same Trusted Identity to open office  
building door.

vs Stop at front desk to show ID badge and wait for 
attendant to open door for you.

Use your smart phone to unlock the security 
turnstiles, and present it at the elevator for access 
to your floor.

vs Join the group of people aggregated at the lobby 
elevator bank. Finally squeeze yourself into one 
and wait as it stops five times before reaching  
your floor.

Swing by your smart locker, using your mobile 
phone again to open it and grab your laptop and 
favorite mug.
Drop your bag and laptop at your favorite 
workstation with the killer window view. Tap phone 
to log onto company intranet and to sign into 
phone extension so that all incoming calls will be 
correctly routed there.

vs Make it to your desk and try to sign onto the 
network. Receive notice that your password has 
expired and needs to be changed. Try to come up 
with something secure that you
haven’t used before. Jot new password down on 
a post-it note and stick it to your monitor because 
you don’t trust yourself to remember it.

Decide you’d like some coffee and head to break 
room where you find a fresh pot (automatically 
brewed during peak consumption hours, thanks to 
the clever use of predictive analytics).

vs Head to the break room for a cup of coffee, only to 
discover an empty pot. Wait for a new pot to brew.

Remember that you need to print some 
confidential documents to show a visiting VIP  
later. Stop by a network printer and use your  
phone to authenticate your identity and initiate 
secure printing.

vs Try to print confidential documents but can’t 
remember your unique secure PIN code. Tell 
yourself that you will do this later, after you find 
time to call IT.

Lunch time! Head to cafeteria and pay for items 
with your phone.

vs Get to cafeteria and realize that your wallet is back 
at your desk. Sympathetic coworker covers your 
meal and you make a mental note to pay them 
back later.

Arrive at a meeting to discover that there are a 
few more invitees than planned. Noticing a larger 
conference room nearby with a smart display 
indicating it is available, you tap your phone to 
open the scheduling interface and rebook meeting 
at the new room.

vs Arrive at a meeting with more people than 
planned and move next door to what seems like an 
available, larger room. Halfway through meeting, 
get kicked out by another group (who had booked 
that room) and squeeze back into original room.

Receive text alert informing you that a visitor 
you’ve been expected has entered the building. 
Walk to elevator bank on your floor to greet them.

vs Miss call from front desk informing you that a 
visitor has arrived. Call front desk back but it just 
rings. Head downstairs to meet them in the lobby.

This Connected Workplace is not a futuristic dream but already a reality — and most often built 
upon existing infrastructure. The right service provider is capable of synchronizing disparate 
identity components and technologies into a unified, intelligent solution.

As a leader in powering trusted identities, HID Global’s Extended Access Technologies embeds 
trust into the world’s digital devices using innovative authentication technologies that seamlessly 
balance security and convenience.

“Since we’re  working with some of the most passionate entrepreneurs and 
successful start-ups, security is paramount. HID Global, being a leader in security 
solutions, instills us and our clients with confidence. We are already exploring 
deeper integration of HID’s technologies to further enhance our campus in areas 
such as network printing and locker storage.”

— Édouard Phélip, Chief Financial Officer of Deskopolitan
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• Streamlines the employee experience from parking to printing to meetings

• Dramatically reduces the time normally spent re-establishing identities, creating a more 
positive and productive work environment

• Ability to integrate legacy systems, thereby preserving the original return on investment, while 

better protecting your people, data and assets

Millions of people around the world use HID products and services to navigate their 
everyday lives, and over 2 billion things are connected through HID technology. We work with 
governments, educational institutions, hospitals, financial institutions, industrial businesses and 
some of the most innovative companies on the planet to develop their own customized trusted 
identity solutions.

To learn more about powering an identity-aware business environment,  
visit hidglobal.com/extended-access-technologies.
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