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Introduction
Our 2020 state of physical access control report
found that 51% of respondents believed their
current system either met or exceeded their
requirements. Just two years later, this figure has
dropped to 41%.1
During this two year period, a global pandemic
has led to significant change in fundamental
organisational practices beyond what could
have reasonably been predicted three years ago.
Though commentators have argued that many
trends have simply been accelerated by COVID
and its consequent restrictions, the pace of
change has no doubt created challenges (and
opportunities) for businesses that many were
simply not prepared for.
With a renewed focus on hygiene and safety
practices, led by the World Health Organisation,
and millions of people suddenly switching to
remote working, the changing requirements of
access control systems for security, facilities and
IT teams to navigate has been more dramatic
than ever before. The crossover of convenience
and security has moved ever-closer, but new
working practices – many of which remain
despite signs of a return to ‘normality’ – have
also added prominence to building efficiencies
and contactless solutions.
Industry analysts from Omdia estimate that
the global market for physical access control
equipment was worth $5.66 billion in 2020, with
growth predicted at 7.3% (CAGR) to $8.07 billion
in 2025.2 While revenue declined in 2019 to
2020 due to the pandemic and a global supply
chain shortage for chipsets, demand has since
returned, alongside these new trends.3
Clearly then, since 2020’s IFSEC Global Physical
Access Control report, there is much to explore.
With a significantly larger dataset to analyse
this year, due to over 1000 responses from
across EMEA, North America and Asia Pacific,
we will consider the current state of the market,
the technology being used, and trends that

those involved in the procurement, installation,
specification and operation of physical access
control are witnessing and foresee in the years
to come.
The report, in collaboration with and sponsored
by HID Global, will take the form of a global,
overarching perspective on the responses,
though we will attempt to highlight regional
disparities where appropriate. Comments from
experts at HID are interspersed throughout, to
provide additional clarification, analysis and
insight on the results.

Report written by

James Moore
Editor, IFSEC Global

In the pages that follow, we aim to gauge the
current state of physical access control systems,
and what the demands and challenges are
for those utilising them on a daily basis. Do
they believe significant upgrades are required?
And what do they desire from their solution to
support operational practices?
We will also assess the trends and opportunities
ahead. Has the pandemic led to significant change
in the technology used and requirements of endusers? Or has it simply accelerated trends that
analysts have long seen coming? Topics such as
user convenience, contactless solutions, mobile
access, interoperability and occupancy monitoring
are all explored as the results of our survey are
unravelled.
For clarity, it should be noted that some
questions gave participants the opportunity to
choose more than one option where deemed
appropriate – for example, ‘What are the top
three drivers to upgrade your physical access
control solution? – meaning that several
responses will total over 100%.
As always, we would like to extend our thanks
to all those who provided us with the responses
required to put this report together. Your insight
remains invaluable for IFSEC Global to continue
to produce material which we hope is of benefit
and interest to the entire industry supply chain.

	It should be noted that this year’s dataset is substantially larger than that of 2020’s report, which could also have influenced this result, but it remains a
significant difference. IFSEC Global, The State of Physical Access Control in EMEA Businesses – 2020 Report,
https://www.ifsecglobal.com/resources/state-of-physical-access-control-2020-report/
2
	Omdia, Access Control Database – 2021 Analysis, https://omdia.tech.informa.com/OM018018/Access-Control-Database--2021-Analysis
3
	It should be noted the global chipset shortage has not yet subsided. For more information, see: IFSEC Global, The global microchip shortage: How is it
impacting the security and fire industry?
https://www.ifsecglobal.com/global/the-global-microchip-shortage-how-is-it-impacting-the-fire-and-security-industry/
1
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About HID Global
HID Global powers the trusted identities of the
world’s people, places and things. The business
makes it possible for people to transact safely,
work productively and travel freely. Its trusted
identity solutions give people convenient access
to physical and digital places and connect
things that can be identified, verified and tracked
digitally.
Millions of people around the world use
HID products and services to navigate their
everyday lives, and over two billion things are
connected through HID technology. It works with
governments, educational institutions, hospitals,
financial services, industrial businesses and
some of the most innovative companies on the
planet.
Headquartered in Austin, United States, HID
Global has over 3,000 employees worldwide
and operates international offices that support
more than 100 countries. HID Global is an
ASSA ABLOY Group brand.

About the respondents
The report that follows is based on one survey
made up of 24 questions, disseminated on a
global scale between February and March 2022,
with particular emphasis on the UK and EMEA,
North America and the Asia Pacific regions. In
total, we received just over 1000 responses,
providing a substantial data set to assess the
current state of physical access control and
trends in the industry going forwards.
Breaking down these locations a little further,
29% of respondents were from the EMEA region,
56% from North America, and 15% from Asia
Pacific. The UK makes up just under a third of the
EMEA responses, while a translated survey was
sent to China, which equates to 61% of the Asia
Pacific answers.
A wide range of job roles were covered,
highlighting the growing complexity of those
involved in the decision-making process of
physical security systems and devices. Endusers were the most well represented of
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those surveyed (three in four), with the survey
specifically directed towards those who are
responsible for the procurement, day-to-day
operation and use of physical access control
systems within their businesses. 21% of
respondents answered they were physical
security managers, 19% IT managers/directors,
7% facility managers/directors, and 6%
information security managers/directors, while
another 16% answered C-suite.

Location of users

1

6a

An array of industries are also represented,
with significant numbers based in the software,
technology or
6acommunications field (17%),
7
education sector (17%), government (11%),
manufacturing/industrial (10%), professional
1
services (10%), banking, finance or insurance
(7%) and healthcare (6%). Many others were
included, such as retail, food & beverage, utilities
& energy, hospitality & entertainment, and
transportation.

15a

15a

6b

15a

4

3

Size of businesses

The remainder of responses came from security
consultants (11%), integrators/installers (7%),
and an additional 9% answered ‘other’ – which
2
1 engineers, ‘access control
included several
specialists’, project managers and safety &
security managers. 4% answered ‘no role in
security’, and were consequently removed from
the survey findings.

We also asked the size of business the
respondent represented, with smaller businesses
6a
of fewer than 100 employees making up 28%
of the overall data set. A third answered their
organisation had between 100-999 employees,
while 39% were based in larger organisations of
over 1,000 employees.4

■ (29%) EMEA
■ (56%) North America
■ (15%) Asia
2 Pacific

3

10
2

14b
7

■ (28%) Fewer
7 than

10

100 employees
■ (33%) Between4
100-999 employees
■ (39%) Over 1,000
employees

14b

6b

Job titles of
respondents

14a

■ (21%) Physical security
managers 3
■ (19%) IT managers/
directors
■ (16%) C-suite
■ (11%) Security
consultants
■ (7%) Facility
15b
managers/directors
■ (6%) Information
10
security managers/
directors
■ (7%) Integrators/

4

14a

installers
■ (9%) Other
■ (4%) No role in security

6b

14b

15b

	Breaking this down a little further, 25% answered between 1000-9,999 employees, and 14% worked in organisations with over 10,000 employees.
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The current state of Physical
Access Control technology
Traditional credentials remain in use
To better understand the present state of the
physical access control systems that are deployed
in the market, we asked respondents which
technology their organisation currently supports.
Several options were provided, covering older
legacy systems, such as 125-kHz low-frequency
proximity cards and magnetic stripes, through to
newer technology including iCLASS, mobile IDs,
MIFARE DESFire EV3 and Seos.
While magnetic stripe cards and 125-kHz lowfrequency credentials were once considered a
major improvement on manual locks and keys,
electronic access control technology has evolved
dramatically since first introduced in the 1980s
and 1990s. Older credentials are unencrypted and
much easier to duplicate, whereas more modern
options such as Seos® and MIFARE DESFire EV3
credentials feature many security features such
as encryption and mutual authentication and are
therefore inherently more secure.5
Despite this, almost a third of respondents to this
question (32%) stated they are using 125 kHz
low-frequency prox, and 35% of systems also
support magnetic stripe technology. It should be
noted that in the Asia-Pacific region, magnetic
stripe technology was used noticeably less than
elsewhere (around 15%).

Technology such as first generation MIFARE
Classic and iCLASS is being used by 18% and 26%
of organisations respectively.
Of those newer credentials currently in use,
MIFARE DESFire EV1/2/3 is supported by 15% of
organisations, while 10% are utilising Seos (either
physical or mobile) credentials – a significant
growth compared to our 2020 report, where 4%
were using Seos. In addition, QR codes – which
have witnessed a resurgence in public use to help
track COVID-related transmissions – are being
used by 28% of respondents. Visitor management
system providers were notably quick to relay
the benefits of issuing QR codes as credentials
during the pandemic, where they can be remotely
issued and revoked, and sent directly to a visitor’s
specified device without needing a physical
touchpoint for check in.
Ann Brookes, Product Marketing Manager –
Credentials and Biometric Solutions, HID Global,
explains: “You can copy a legacy card at KeyMe
stations in stores across the US without the need
to invest time and money on learning how to do it
yourself.
More secure and established credential
technologies such as Seos and DESFire EV3 are
based on peer-reviewed global security standards.
It is an important consideration in terms of a

What credential technology is currently being supported?
■ (32%) 125kHz low-frequency prox

4

5

■ (35%) Magnetic stripe
■ (26%) iCLASS
■ (28%) QR code
■ (18%) MIFARE Classic
■ (15%) MIFARE DESFire EV1/EV2/EV3
■ (10%) Seos

	For further information on access control technology, see: HID Global, ‘EBOOK: A brief history of access control credentials’,
https://www.ifsecglobal.com/resources/ebook-a-brief-history-of-access-control-credentials/

14a
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of companies, and 49% are using parking/gate
control.

facility’s overall security that this vulnerability is
closed to ensure breaches in physical security
don’t lead to breaches in IT security too.
Card and reader security is often overlooked in
technology refresh scheduling, but the dramatic
increase in legacy system vulnerability should
really move this item up in an organisation’s
security priorities, proactively rather than
reactively.”
It appears that a significant number of
organisations are still relying on older, and possibly
outdated technology. Some consideration should
be undertaken for the prospect that many larger
businesses will use more than one credential
throughout their facilities, while others will have
a transition path in place or will have adopted
multi-tech readers. Regardless, it should come
as little surprise to know that older tech that isn’t
regularly updated is likely to feature vulnerabilities.
Hackers are able to clone older technology much
more easily with algorithms that have been longexposed, and as we will find out later on, cyber
security breaches are now considered one of the
most impactful threats that relate to users’ overall
access control systems.

5

What technology is being utilised in
the market?
There is little doubt that access control technology
has evolved significantly in the last 10-15 years.
While electronic systems with ID cards and
Bluetooth devices have been in the market
for some time, the progression of mobile and
biometric technology, QR codes and automatic
licence plate recognition systems mean end-users
now have myriad options to choose from, for
whatever may suit them, their employees and their
business requirements best.
It is of little surprise that ID badges remain in
widespread use – 60% of organisations use
them for access control purposes – as they do
provide a ready-made touchless solution. Time
and attendance systems, where employees can
check in and out of work for payroll and other
administrative functions are being used by 50%
6

Though newer technology, such as biometrics and
mobile IDs, is being used by fewer organisations,
there is now significant uptake in the marketplace.
32% of respondents said they were actively
using mobile IDs, while 30% are actively using
biometrics technology – whether that be
fingerprint, facial or iris recognition. Interestingly,
uptake of biometrics was significantly higher
in the Asia-Pacific region (63%). Perhaps this
is unsurprising given that China and India lead

9

What access control technology is being actively
used in the market?
■ (60%) Identification
(ID badge)
■ (32%) Mobile identities
■ (55%) Logical access
■ (50%) Time & attendance
■ (28%) Security guard
tour applications

■ (30%) Biometrics
■ (34%) Secure print
management
■ (25%) Licence plate
recognition
■ (22%) Closed loop
payment

the way in the number of smartphone users
compared to other countries, and biometrics
technology has been in widespread use for several
years.6
The numbers of those using newer technology
only seems set to rise, as well. Aside from those
already using biometrics, an additional 17% of
respondents cited they were planning to upgrade
to biometric access control or were already in the
process of doing so, while another 19% said the
same about mobile technology. Omdia believes
the biometric market continues to be dominated
by facial recognition readers, as error rates for

	Statista, Number of smartphone users by leading countries as of May 2021,
https://www.statista.com/statistics/748053/worldwide-top-countries-smartphone-users/ Computer Weekly, Mobile biometrics set to be
game-changer in APAC, https://www.computerweekly.com/opinion/Mobile-biometrics-set-to-be-game-changer-in-APAC
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advanced readers have reduced alongside a
decline in average sales price, with an average
annual growth rate projected at 27.1% over the
next five years.7
Other technologies currently deployed and
being actively used in the market include secure
print management (34%), security guard tour
applications (28%), licence plate recognition (25%)
and closed loop payment verification (22%).
Unsurprisingly, over half (55%) of organisations
are now using logical access (secure computer/
network login for access to cloud and web
resources) – a figure which is likely to have risen
significantly during the pandemic as security
and IT teams needed to ensure employees could
access the necessary systems remotely, without
compromising security. An issue that was picked
up on early in the first wave of lockdowns, many
companies had to implement significant changes
to their operating procedures to accommodate
remote working, to prevent data leakage and cyber
security vulnerabilities.8

In addition, you’d expect the physical components
such as readers and controllers to last a fairly
significant amount of time, while software
– especially IP-based tech that is remotely
connected to the provider via the cloud – can be
updated more frequently with regular patches to
improve performance and fix any cyber security
vulnerabilities.

Are users satisfied with their
systems? And where are the
challenges?
Though a relatively low number, 12% of
respondents cited that their current system does
not meet requirements. This may be for several
reasons – from older or proprietary technology
not allowing for more advanced and integrated
solutions, to security concerns or a system that is
inconvenient for users or administrators – yet it
remains a fairly significant proportion, up from 8%
in our 2020 findings.9

Age of systems
To follow this, we asked what age respondents’
physical access control systems were. While
older credential technology continues to be used,
the actual age of organisations’ physical access
control systems is relatively new. Averaging out
across all components (readers, credentials,
controllers and software), 42% of respondents
cited their systems to be less than three years old.
26% were between 3-6 years, and only 19% were
older than six years.
There was little discrepancy between the age of
components, although ‘software’ is generally a
little newer than other components. On average,
46% answered that their physical access control
software was less than three years old, and
only 15% had software older than six years –
potentially driven by growing demand for Access
Control as a Service (ACaaS) solutions.

	Omdia, Access Control Database – 2021 Analysis, https://omdia.tech.informa.com/OM018018/Access-Control-Database--2021-Analysis
	Steven Bishop for IFSEC Global, Data and security considerations for remote working,
https://www.ifsecglobal.com/cyber-security/data-and-security-considerations-for-remote-working/
9
	IFSEC Global, The State of Physical Access Control in EMEA Businesses – 2020 Report,
https://www.ifsecglobal.com/resources/state-of-physical-access-control-2020-report/
7
8
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2022

1

2020

6a

15a

2
3

1
2

3

4

4

How effectively do current PACS systems meet
organisational requirements (2022)

6a
7

■ (12%) Does not meet requirements

■ (47%) Satisfies
essential requirements
10
7
10 all requirements
14a
■ (33%) Meets
%
■ (3 ) Exceeds current requirements
■ (5%) Meets/exceeds current and planned requirements

14a

How effectively do current PACS systems meet
organisational requirements (2020)

15a
6b

■ (8%) Does not meet requirements

6b

14b

■ (41%) Satisfies
14b essential requirements 15b
■ (41%) Meets all requirements
■ (6%) Exceeds current requirements
■ (4%) Meets/exceeds current and planned requirements

As mentioned at the outset of this report, there
was also a substantial drop off in respondents
who believe their system met or exceeded their
requirements – 41% compared to 2020’s 51%.
The remainder answered ‘satisfied’. While it’s
difficult to predict exactly why this might be, new
technology availability and hybrid work models as
a consequence of the pandemic are likely driving
demand for touchless and more convenient
solutions that ensure a more healthy and secure
on-site environment, as summarised in a recent
trend outlook for 2022.10
However, we may be able to ascertain some
further insight into why users are less satisfied
with their current systems by exploring the key
challenges encountered on a day-to-day basis in
relation to physical access control.
As expected, the top challenges revolve around
security and convenience. 40% of respondents
cited protecting against the threat of security
vulnerabilities as a top challenge, while being able
to issue and revoke ID credentials efficiently was
selected by 37% - a challenge that straddles the
security and convenience fields.
Improving user convenience was the challenge
most cited as security professionals’ top day-today challenge with systems, and 43% would like
to make the administration of physical access
control easier.

15b

26% of those surveyed selected ‘complying with
new regulations’ in their top three challenges,
while 13% chose ‘reducing physical touchpoints’.
With one in four looking to ensure their access
system is up to date with the latest regulations,
and for just over one in 10 to select contactless
technology as a top three day-to-day challenge,
this may indicate that COVID-based practices are
continuing to have an influence on security and
facilities management professionals.
There is also a clear demand for more integrated
systems, with 27% citing ‘integrating with other
enterprise systems’ in their top three day-to-day
challenges. With the move away from proprietary
technology to open platforms, such as Open
Supervised Device Protocol (OSDP), organisations
are able to reap the benefits of connected devices
that relay information to each other to determine
automated actions.
As analysts at Omdia explained in a 2021 eBook
for IFSEC Global, access control is often viewed
as the ‘trigger’ for the formation of more intelligent
buildings.11 Access systems can be connected
to lighting controls, power management, and of
course other physical security devices, to create a
more efficient and secure building environment.

	HID Global for IFSEC Global, Seven trends set to impact the identity and access security industry in 2022,
https://www.ifsecglobal.com/access-control/seven-trends-to-impact-the-identity-and-access-security-industry-2022/
	IFSEC Global, Trends, opportunities and challenges in physical access control,
https://informamarkets.turtl.co/story/ifsec-trends-opportunities-physical-access-control/page/1

10

11
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The challenges and requirements
of upgrading
If only 41% of users believe their current access
control system meets or exceeds their requirements,
clearly there are several obstacles that remain to
an upgrade process. Though the security market
remained resilient – certainly in comparison to other
industries – throughout the last couple of years,
there is no doubt that those businesses who have
suffered will have witnessed a knock-on effect to
budgets and planned upgrade projects that the
security department may have had.
Despite this, 38% of all respondents plan to update
their physical access control system in some way
in 2022. This number was significantly higher
in EMEA (54%) than NAM or APAC, though the
average is still promising for the access control
industry overall – no matter how small an ‘update’
may be.
28% of respondents were ‘not sure’, indicating that
decisions may depend on whether the reduction
of restrictions and reigniting of sector-specific
economies continues. Certainly, in countries like the
UK, the Government believes that ‘living with COVID’
is the best strategy ahead, whereas at the time of
writing, countries
in APAC have returned
3 to more
2
restrictive lockdowns – strategies which will surely
impact on the ability to spend on upgrading internal
systems such as physical access control.12

7

Are you planning on
updating your physical
access control system
in 2022?

10
■ (38%) Yes

■ (34%) No
■ (28%) Not sure

a

6b
12

13

14b

In addition, over a third of professionals are
planning to upgrade at least one, if not all, of their
access control components within the next three
years. While vendors continually work to make
replacing systems easier than ever – particularly
if staying with the same provider but upgrading
to newer models – a full upgrade of readers,
credentials, controllers and/or software is not
likely to be a decision made lightly. Regardless of
the planning and specification processes involved,
it takes installers and integrators time and
money to carry out the work, resulting in potential
inconvenience for staff and visitors.
In the next three years, 35% of respondents said
that they planned on upgrading their readers,
38% credentials, 34% controllers and 42% their
software. The numbers are best illustrated in the
table on page 11, though as one might expect,
software was more likely to be upgraded the
soonest according to our data.
Software is perhaps considered the easiest
component to upgrade, with some providers able
to integrate newer versions to older hardware
devices via cloud-based
updates. Indeed, industry
4
analysts from Omdia state that software is
the fastest growing market for access control
equipment, driven by new features, analytics and
customisable user interfaces – as well as the
evolution of Access Control as a Service (ACaaS)
solutions.13
Though as already noted, many vendors would
14a
argue it is easier than ever to upgrade separate
components of physical access control systems
thanks to open software technology, such as
OSDP. Technology from different manufacturers
can now be integrated to work together, using
open protocols rather than proprietary, closed
technology, meaning that users can upgrade
readers or credentials without having to upgrade
15b
both at the same time.

	BBC News, COVID: Living with COVID plan will restore freedom, says Boris Johnson, https://www.bbc.co.uk/news/uk-60455943
BBC News, China: Businesses shut as officials widen COVID lockdowns, https://www.bbc.co.uk/news/world-asia-china-60703301
	Omdia, Access Control Database – 2021 Analysis, https://omdia.tech.informa.com/OM018018/Access-Control-Database--2021-Analysis
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When do users plan on upgrading their physical
access control systems?
Within
3 years

3-6
years

More
than 6
years

Unsure

Readers

35%

25%

12%

28%

Credentials

38%

21%

12%

30%

Controllers

34%

22%

14%

30%

Software

42%

19%

11%

27%

Lance Harper, Solutions Marketing Manager,
Controllers and pivCLASS Products at HID Global,
explains: “Modernising older physical access
control systems to use standards-based OSDP
enhances the link between the downstream
reader and controller for a more secure bidirectional communication connection. The
supervised capabilities inherent in OSDP actively
monitors connectivity and will immediately send
an alert in real-time if a change is detected in
reader status caused by tampering or a device
malfunction.
The fundamental features in OSDP offer key
benefits to customers that greatly increases
end-to-end security using Secure Channel (AES128) and also reduces operational costs. Just as
important, OSDP is based on open protocols to
ensure interoperability without the concerns of
being limited, typically with proprietary solutions.”
It is also worth noting how many remain ‘unsure’
of upgrades. Some of these answers may
include those smaller installers, integrators and
consultants who took part in the survey, and who
may not require physical access control systems
in their businesses, though with average answers
ranging between 27-30%, clearly some endusers remain unsure. It is difficult to ascertain
exactly why this may be, though as organisations
continue their recovery from the pandemic, larger
upgrade plans such as physical access control
may remain on hold for now if not deemed
business critical.

14

Who is making the decisions on
upgrades?
Traditionally, the decision-making process
for a system so integral to the security of
a facility or organisation would likely fall
directly to the security department. While
major upgrade projects may require sign
off from the C-suite, much of the planning,
specification and procurement process would
have been undertaken by the security team,
perhaps collaborating with facilities or IT where
appropriate.
As the industry moves away from standalone
technology however, the access control system
– much like video surveillance – is doing far
more than simply providing a barrier to entry
to unauthorised individuals.14 Instead, as the
technology and software available has evolved,
access control is now integrating with HR, facilities,
IT, HVAC and many more building systems.
So, how has this affected the procurement and
decision-making processes on upgrades to the
credentials, hardware components or software
being used for access control?
From the results of our survey, it is clear to see
that installers, integrators, consultants and
vendors who deal directly with the end-user
will have to balance multiple demands and
departmental influences – no longer is the
discussion of migration to new access systems
simply a question of which door and mechanical
lock to install.
Across the board, there appears to be some
involvement from several departments in the
purchasing of physical access control systems.
Generally, and as one might expect for any major
internal upgrade plan, the C-suite – including
CISO, CSO, CIO and CTO – were most selected
as having final authority. The physical security,
IT and information security and facilities team
were also said to have either final authority or
make final recommendations on physical access
control solutions upgrades by the majority.

	For further information regarding the video surveillance industry, see: IFSEC Global, The Video Surveillance Report 2021,
https://www.ifsecglobal.com/resources/the-video-surveillance-report-2021/
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There were differences between responses in
North America and EMEA in particular, where
the former’s respondents indicated that IT
and information security departments hold
more sway over the final decisions than their
physical security counterparts. In EMEA, this is
reversed. It is worth noting, however, that IT and
cyber security professionals made up a higher
proportion of those who took the survey in North
America, compared to EMEA.
While very few responses cited that sustainability
departments – or those professionals who
have responsibility over an organisation’s
environmental footprint (not all may have entire
departments) – had the final recommendation
or authority over decisions, 75% of professionals
did at least have ‘some influence’. 28% were even
said to be ‘fully consulted’ in decisions, marking a
clear effort by organisations to understand how
new purchases and upgrades in access control
technology can have an impact on sustainable
practices.
Steven Commander, Director, Consultant
Business Management, Physical Access Control
Solutions at HID Global, explains: “Physical
access control contributes to sustainability in
several ways. First, if access control readers
have Environmental Product Declarations and
intelligent power management then they can
support sustainability ratings such as LEED
for example. Second, deploying mobile access
and virtual credentials removes the need for
plastic cards and so spares the carbon footprint
associated with their lifecycle.

Growing collaboration between
physical security and IT
There is certainly a growing awareness of the
drive for physical security and cyber/IT security
departments to work closer together. As physical
security systems and devices have evolved
into IP-based products, many are now directly
attached to the organisational network. This
has brought many benefits, but also challenges
and concerns over potential vulnerabilities.15
While vendors play an important role in ensuring
systems have some level of ‘built-in’ protection –
adhering to standards such as cyber essentials
or ISO 27001 – IT professionals will want to
ensure that anything attached to their network
is compliant and there is no risk of access from
hackers, via a vulnerability in an access control
reader, for instance.
Proponents of the ‘convergence’ of security
highlight the need for a culture shift away from
siloed departments with separate funding
sources and strategies to one of inclusion and
collaboration.16 Physical security hardware can
be a ‘gateway’ for cyber-physical threats, and
access control systems may therefore require
both the physical and cyber departments to have
oversight of the tech being used.17

Finally, when the access control system is
integrated with a building management platform,
this allows for continuous adjustment of
building resources based on occupancy. So, an
access control system designed from the start
with sustainability in mind can really make a
difference.”

	IFSEC Global, Vulnerabilities in IoT-based access control devices put users and vendors at risk,
https://www.ifsecglobal.com/cyber-security/vulnerabilities-in-iot-based-access-control-devices-puts-users-and-vendors-at-risk/
	IFSEC Global, Exploring the intersection of physical and cyber security,
https://www.ifsecglobal.com/physical-security/exploring-the-intersection-of-physical-and-cyber-security/
17
	IFSEC Global, Managing cyber-physical security threats through convergence in a hyper-connected world,
https://www.ifsecglobal.com/cyber-security/managing-cyber-physical-security-threats-through-convergence-hyper-connected-world/
15
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The momentum is clear to see, where 89% of
respondents cited that IT had at least some
influence in the upgrade process – with
many indicating they were part of the final
recommendation or authority process. 15% of
those asked said they even shared a budget
together.
The two departments are clearly working
together more, but how? 54% said they
collaborated to establish security best practice
– such as ensuring access control systems
remain up to date with new patches – while 51%
said they looked for new tech together. Only 15%
cited there was little to no overlap between the
two departments. A similar question was asked
in HID’s 2021 report, with comparative answers
being very similar, demonstrating a consistent
approach to collaboration between departments
over the past couple of years.

9

How do physical security
and IT work together?
■ (54%) Establishing
security best practices
■ (51%) Looking for new
tech
■ (15%) Sharing budget
■ (15%) Little to no
overlap

Challenges to upgrading
Despite the demand for upgrading access control,
there remain several obstacles in doing so – the
most obvious of which is cost. Indeed, 38% of
those asked selected this as their biggest obstacle
to upgrading, while another 15% answered that
there was a lack of compelling ROI and that it
wasn’t a business priority for the budget.
Convenience remains a crucial reason to upgrade
– 60% cited ‘ease of use’ as one of their top
three features required in a new access control
system – but users believe there can also be a
challenge to convenience when upgrading. 10%
cited ‘disruption to daily business’ as a concern,
while 13% added that ‘compatibility with legacy
systems’ may be an obstacle to upgrading.
18

In addition, 9% were concerned about the
challenges of their team having to learn a new
system, which may create knock-on effects to
initial user acceptance.
Brett St Pierre, Senior Director – End User
Business Development, Physical Access Control
Solutions at HID Global, says: “The pandemic has
caused a lot of end user business challenges
and refocusing to new technologies to help
mitigate risk and ensure policies are followed,
such as contract tracing solutions, to support
a safer workplace. However, once ‘back to work
dates’ were announced, end users refocused on
securing the business with newer technologies.
Demand for mobile access is higher in specific
industries. A perfect example is commercial real
estate where tenants and landlords are quick
to see the value in PropTech solutions that
incorporate mobile access. Overall, this provides
an elevated user experience compared to issuing
a plastic card.

12

It should be noted that mobile identity migrations
are different compared to a plastic low-frequency
to plastic high-frequency migration, as many
more departments will likely be involved in the
switchover – internal policy, C-suite, IT will all have
a part to play in the process.”
6% of those surveyed highlighted that
‘restrictions related to COVID’ was the biggest
obstacle to upgrading – the only major difference
in answers to a similar question compared to our
survey from 2020.18 The pandemic has created
myriad challenges for businesses, many of which
might not be immediately obvious, but budgetary
constraints and the evolution of a fully remote
workforce may have reduced the perceived
need in the C-suite for investment in upgrading
physical access control systems.

	IFSEC Global, The State of Physical Access Control in EMEA Businesses – 2020 Report,
https://www.ifsecglobal.com/resources/state-of-physical-access-control-2020-report/
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14a

What is the biggest obstacle to upgrading?
■ (38%) Cost
■ (10%) Disruption to
daily business
14b
■ (7%) No current solution
meets requirement
■ (9%) Learning a new
system

■ (13%) Compatibility
with legacy systems
■ (6%) Restrictions
15b
related to COVID
■ (15%) Lack of compelling ROI/business priority
■ (2%) Other

What features are required to
upgrade?
Whatever the obstacles to upgrading, with 38% of
respondents looking to update or upgrade some
form of their access control system in 2022 alone,
there is clear demand and awareness of the need
to do so. As we’ve already seen, major day-to-day
challenges revolve around improving security and
convenience, but how does this factor into the
specific features required in a new solution?
The most common answer was ‘ease of use’
(60%), underlining the fundamental requirement
of any access control system to provide a
smooth and straightforward process for both
those using it (employees, residents or visitors),
and those operating and maintaining it (security,
facilities and IT teams). When developing new
products, it is therefore crucial for vendors
to keep in mind that while ensuring a secure
premises will always be the primary reason for
access control, solutions must be seamless and
not create more obstacles than necessary. To
further highlight this, a quarter of professionals
answered that ‘high-quality warranty with
support’ would be a key feature required if they
were to upgrade.

There is also a clear push towards long-term
convenience, as end-users, consultants and
integrators become increasingly aware of the
move away from proprietary models towards
open, long-term standards and solutions. 49%
of those surveyed said they would require the
‘ability to add or support new tech in the future’,
33% require ‘integration with existing security
platforms’, while 28% argued for ‘open-standards’
based tech’.
Top 5 features required from a new physical
access control system
1

Ease of use

2

Ability to add or support new tech in the future

3

Touchless/contactless capabilities

4

Mobile access

5

Integration with existing security platforms
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Users are also keen to embrace new technology,
it would appear. 43% answered ‘touchless/
contactless capabilities’, which could be seen as a
direct consequence of the pandemic which has led
to an adjustment of health and safety best practice
in the workplace and multi-occupied residential
buildings. Despite many countries actively reducing
such requirements at the time of writing, this
number has only grown since HID Global’s own
State of Access Control Report in 2021 (41%).19
Meanwhile, 41% required the ability to utilise
mobile in a new access control system. In a
separate question, where we asked respondents
to select the one technology that they thought
would have the greatest impact on improving
physical access control, one in five selected
touchless (20%) or mobile access (18%).

19

Sustainability, too, is on the agenda, with 11% of
professionals selecting ‘low energy consumption’
in their top three features required in a new
access control system. It’s interesting to note
that the most important features required
from a new physical access control system
have changed little since our 2020 report – the
only exception being ‘touchless or contactless
capabilities’. Ease of use, the ability to add new
tech in the future and integrate, and mobile
access remain in the top five answers.
Clearly then, there are several features required
from security and facilities professionals for
upgrading. In the following two chapters, we’ll
explore some of the specific technologies and
emerging trends a little more closely.

	HID Global, The 2021 State of Physical Access Control Report,
https://www.hidglobal.com/doclib/files/resource_files/pacs-state-of-access-control-2021-wp-en.pdf

IFSEC Global | The 2022 State of Physical Access Control Report

15
15

The role of access control in
monitoring building occupancy
We’ve touched several times throughout this
report on integrated physical access control
systems and the benefits this can bring to
organisations. One area of this that we believe
is worthy of specific focus this year is the role of
access control in monitoring building occupancy.
There is little doubt that the pandemic has shifted
patterns of work in organisations across the
world. While still largely in an experimental phase,
with directors, managers and employees alike still
trying to ascertain what a ‘hybrid’ model consists
of, the five-day office working week is no longer an
assumption. Some companies have remained fully
remote, as enforced lockdowns demonstrated
that employee location held little bearing over
productivity, while others have decided that a fulltime office approach remains necessary.
For those who have transitioned to a hybrid
model, however, building occupancy monitoring
has become more important to ensure facilities
remain as efficient as possible and to allow
the C-suite to make informed decisions about
building usage. Many will likely over-allocate
space to ensure resources aren’t limited if lots
of staff are required in for a particular reason,
but in doing so, they must also consider fire
and insurance reporting requirements, which
occupancy data can support in.

also who those people are, and where they are
at any given time. From this data, users can
better manage distinct patterns of building usage
with data-based insights, rather than historical
patterns, while also ensuring full accountability of
employee and visitor movements – an essential
outcome for compliance and security purposes.
According to the survey, 39% of organisations
are able to measure both the number and
location of employees and visitors on site, while
21% are unable to, or choose not to, monitor
either. 34% of respondents cited they only know
the number of employees and visitors on site,
but not location. The final 6% only know the
location of employees and visitors, but not the
number – perhaps unsurprising given that most
systems which are able to track location will be
monitoring occupancy numbers simultaneously.
It is interesting to note that there were some
disparities between those from North America
(NAM) and Asia Pacific (APAC), compared to
responses from EMEA. Knowing both the number
and location of employees was significantly
higher in EMEA (50%), than in NAM (31%) and
APAC (35%). Instead, knowing the number of
people at a facility, but not location, were the
most popular answers in the latter two regions –
NAM 35%, and APAC 51%.

When asked how valuable it is to have access to
occupancy data for your building, respondents
gave an average response of 7 (10 being
extremely valuable, and 1 being not).
Occupancy data feedback has evolved from
simply knowing how many individuals are in a
building or on-site for safety purposes, such as
in the event of an evacuation or emergency, to
Real-Time Location Systems (RTLS).20 Security
and facilities administration staff are now able
to assess not just the number of people, but
20

	There are several uses for RTLS outside of personnel tracking. For a useful guide, see: Tech Target, Real-time location system,
https://www.techtarget.com/searchmobilecomputing/definition/real-time-location-system-RTLS
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Do organisations know the number and location of
employees or visitors on their premises? (2022)

Do organisations know the number and location of
employees or visitors on their premises? (2021)

■ (39%) Yes, both
number and location of
employees and visitors
■ (34%) Only number of
employees and visitors,
not location

■ (25%) Yes, both
number and location of
employees and visitors
■ (37%) Only number of
employees and visitors,
not location

■ (6%) Only location of
employees and visitors,
not number
■ (21%) Neither

Despite these differences, the number of
organisations who can track employees and
visitors on a premises has increased. In 2020,
our PACS trend report of EMEA showed that 25%
knew both number and location, while 25% of a
HID Global PACS report of NAM respondents in
2021 has risen to a figure of 31% (specifically in
this region) this year.21
As you can see from the graphs, the overall
numbers for those knowing both number and
location of employees is significantly higher
(39%) than HID’s 2021 report (though it should
be clarified the latter is just NAM responses) of
25%. And only 21% of this year’s respondents
answered that they don’t know either number or
location – 11% lower than in 2021.
Out of those organisations monitoring location
and numbers, 9% of respondents cited using
‘location and tracking systems’, which gives us an
indication of the current uptake of RTLS technology.
For those not using them but looking to upgrade,
the technology may be the next step. Proponents
highlight numerous benefits, many of which were
utilised for alternate purposes during the pandemic.
Systems that integrate with access control were
able to support the implementation of social
distancing and contract tracing efforts, for instance,
by alerting rooms to over-occupation or individuals
who may have been on the same floor as an
employee who tested positive for COVID-19.

■ (6%) Only location of
employees and visitors,
not number
■ (32%) Neither

As many businesses looked to streamline their
operations and save money during 2020 and
2021, those with occupancy data were able to
assess whether they could ‘offload’ office space
that was rarely utilised. For organisations that
have transferred to a hybrid work model, such
technology also allows for better planning, to
ensure desk spaces are always available, but not
stretched – particularly on days that are busier
than others.
A global pandemic aside, security and facilities
managers are becoming increasingly aware
of the efficiencies created by monitoring
occupancy data. Sustainability strategies have
become an integral part of future planning for
firms – according to a Forbes article, 60% of
firms had one by February 2021.22 An access
control system that utilises or integrates with an
occupancy monitoring programme could form a
key part of sustainable strategy, where lighting,
HVAC or power systems are only turned on if a
meeting room or desk is in use, for instance.23
The push for smarter buildings has been
anticipated for some time, and by enabling
oversight of data that allows management to
understand how their facility is actually used
and make more intelligent decisions as a result,
access control has a clear role to play in this
process.

	IFSEC Global, The State of Physical Access Control in EMEA Businesses – 2020 Report, https://www.ifsecglobal.com/resources/state-of-physical-access-control-2020-report/
HID Global, The 2021 State of Physical Access Control Report, https://www.hidglobal.com/doclib/files/resource_files/pacs-state-of-access-control-2021-wp-en.pdf
	Forbes, Why Corporate Strategies Should be Focused on Sustainability,
https://www.forbes.com/sites/forbesbusinesscouncil/2021/02/10/why-corporate-strategies-should-be-focused-on-sustainability/?sh=38e68b167e9f
23
	IFSEC Global, Why smarter buildings are only becoming more important for the post-Covid era,
https://www.ifsecglobal.com/smart-buildings/why-smarter-buildings-are-only-becoming-more-important-for-the-post-covid-era/
21
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What methods are used to monitor
these numbers?
We also asked respondents how they were
monitoring occupancy data – both for employees
and visitors to assess any differences between
the two main types of ‘on-premise’ individual.
In summary, there were no major discrepancies
between how each is monitored, although it
would appear that organisations track employees
a little more consistently than visitors.
Access control systems were the most popular
form of method to monitor occupancy data,
with 42% using them for employees and 34%
for visitors. Time and attendance systems were
also cited by 24% for employees and 15% for
visitors, while electronic and even paper rosters
remain in use – perhaps by smaller firms or for
specific purposes, such as on-site gym or leisure
facilities. SMS and cellular systems were also
being used by a few organisations (2%).24
Bevan Hayes, Global Product Marketing Manager,
Mobile Access, Physical Access Control Solutions
at HID Global adds: “A connected building makes
use of location together with user intent, their
preferences, back-end systems, and processes. In
doing so, we create opportunities for productivity,
space, and energy efficiencies, while driving a
safer, more engaging experience for building
occupants. The ideal solution isn’t complicated
in execution, by building on access control we
can make use of existing investments and real
estate segmentation, while addressing data gaps
common with available occupancy solutions.
Occupancy is a natural extension to access, as
both the technology and organisation’s security
zones are already in place. Capturing events and
adding system callbacks can provide significant
value in terms of trending and real time utilisation
and occupancy. With the addition of mobile, we
can extend value to the occupant, providing the
context of location for convenience, safety, and
security use cases, such as real time updates in
the event of an emergency.”

24

What methods are used to monitor occupancy data?
Employees

Visitors

Paper roster

15%

18%

Electronic roster

14%

16%

Time & attendance system

24%

15%

Access control system

42%

34%

Location and tracking system

9%

10%

SMS/cellular

2%

2%

No method

21%

23%

1%

2%

Other

In emergencies, there appears to be little change
to these figures, with organisations seemingly
using the same technology to account for people
within their building during such events.

	For clarity, respondents were able to select more than one answer for this question, as organisations may use several methods dependent on facility.
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Of the top drivers to upgrade their physical
access control system, it is unsurprising to find
that user convenience (selected by 48%) and
improving security posture with new tech (41%)
were the most popular answers. No matter how
many new features vendors promote, security
and facilities end-users want a secure, and
easy-to-use solution, while reputable installers,
integrators and consultants aren’t going to
advise on a system that has failed in either of
these two fundamental fields any time soon.

As we can see from the graphs, many of the
trends predicted in 2020 remain – mobile
access, smart buildings, biometrics and cloudbased systems (if you include Access Control
as a Service – a new answer for this year),
all remain high on the agenda for industry
professionals. Touchless and contactless
solutions is, as we’ve seen throughout this
report, a major addition to predicted trends,
though it should be noted this wasn’t an option
offered in 2020.

Yet, once these two principles have been met,
our survey indicates that there are several key
trends set to impact the marketplace in the years
to come – each of which will likely prove valuable
differentiators between the systems chosen.
While others are worthy of note – cloud hosting
(38%) and Access Control as a Service (20%)
featured in respondents’ top three trends for the
industry ahead – we picked out the standouts
to highlight the key areas industry professionals
should be aware of.

Interoperability and open standards are
becoming more prominent than previously
thought two years ago, seeing a rise from 11% to
18% as a trend anticipated to shape the access
control sector. Interestingly, while still a popular
choice, smart buildings reduced from 51% of
respondents selecting it to 44% - perhaps as a
result of end-user’s realising that challenges and
obstacles remain to make buildings ‘truly smart’,
and legacy systems may be a fundamental
barrier towards further adoption.25

12

12

2020

9

2022

9

Technology and trends – Looking
ahead

What trends do you see shaping the access control
industry in the near future? (2022)

What trends do you see shaping the access control
industry in the near future? (2020)

■ (51%) Mobile access/

■ (19%) Interoperability

■ (52%) Mobile access/

■ (27%) IoT

apps
■ (44%) Touchless/
contactless
■ (44%) Smart buildings
■ (38%) Cloud hosting
■ (35%) Biometrics
■ (20%) Access Control
as a Service

and open standards
■ (18%) Indoor identity
positioning
■ (16%) Energy saving
solutions
■ (15%) Remote device
management

apps
■ (51%) Smart buildings
■ (50%) Cloud
technology
■ (36%) Biometrics
■ (33%) Artificial
Intelligence (AI)

■ (21%) Location
services
■ (17%) Energy saving
solutions
■ (11%) Interoperability
and open standards

25

	IFSEC Global, Security systems have a key role to play within a smart building, highlights Omdia analyst,
https://www.ifsecglobal.com/smart-buildings/security-systems-have-a-key-role-to-play-within-a-smart-building-highlights-omdia-analyst/
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Trend 1: Open standards,
integration and interoperability
While open standards have been on the agenda
for some time, there appears to now be greater
appreciation of the benefits – both to the
physical security department and the wider
facilities building management team. OSDP
(Open Supervised Device Protocol), for instance,
was first developed in 2008 from a collaboration
between HID Global and Mercury Security, but has
only recently, in 2020, become an International
Electrotechnical Commission (IEC) standard.26
This has, in part, been driven by the demand
for more integrated systems to create more
intelligent and sophisticated buildings – 44%
of respondents believe smart buildings will be
a major trend impacting the access control
sector in the years ahead. Such an environment
will find it difficult to exist and thrive, however,
without open or standardised platforms, where
different devices, equipment and software can
‘speak’ to each other – as opposed to proprietary
technology that exists in its own silo.
Many security professionals, of course, will point
to the cyber security challenges this may create
– if the physical access control system can be
accessed, then potentially so can the surveillance
cameras and intruder alarms be overridden. Yet
the opportunities and benefits are becoming
clear, as building management evolves into an
ecosystem of interrelated roles and functions –
both in the commercial and residential space.
11% of those surveyed said that the one piece
of technology that would have the greatest
impact on improving their physical access
control system would be the ability to integrate
physical and logical access control. While ‘better
integration with enterprise systems’ was selected
by almost a quarter (24%), in their top three
drivers to upgrade.
Open standards and interoperable systems now
allow for both new and currently implemented
technology to be ‘bolted on to current systems’,
requiring significantly less invasive upgrade
planning and work. It appears that sector
26

professionals are now very aware of this
according to our data. In the top three features
required in a new access control system, 49%
selected the ‘ability to add or support new tech in
the future’, 33% ticked ‘integration with existing
security platforms’, and 28% chose ‘openstandards based tech’.
In addition, one in five believe that interoperability
and open standards will be one of the top trends
set to shape the access control industry in the
near future.

Trend 2: Contactless solutions
Commentators have regularly argued that many
‘trends’ were accelerated by the pandemic, rather
than newly created as a direct consequence.
Integration and remote working, for instance,
were already shifting expectations before 2019.
While contactless solutions were very much
available before this date, they became almost
‘business critical’ for some organisations as
health and safety practices were suddenly put
under the spotlight like never before.
While certain sectors, such as food
manufacturing, hotels or medical facilities might
have insisted on contactless entry mechanisms
before COVID, standard office and residential
buildings may have viewed it as an ‘additional
benefit’, but not the primary driver behind
purchasing. Responses to our survey now
indicate otherwise. 20% of respondents said
such tech would likely have the greatest impact
on improving their physical access control
system, while 43% cited touchless capabilities as
one of their top three features required in a new
access control system.
Top 6 drivers to upgrade physical access
control systems
1

User convenience

2

Improving security posture with new tech

3

Introducing touchless solutions

4

Need to comply with new regulations

5

Existing system nearing end of useful life

6

Better integration with enterprise systems

Security Industry Association, Open Supervised Device Protocol (OSDP), https://www.securityindustry.org/industry-standards/open-supervised-device-protocol/
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The biometrics industry, where biological data
such as a fingerprint, iris or face match is
utilised for access permissions, has developed
substantially in the last decade, with the
technology now in widespread use for access
control. 30% of our respondents,6a
in fact, are now
actively using fingerprint, facial or iris recognition
systems
15a in some way. There6bis a further drive
towards contactless biometrics – with fingerprint
scanners not requiring touchpoints, for instance.

Trend 3: Mobile access
Mobile access was a key talking point of our
15a and
2020 Physical Access Control Report,
remains so here as uptake continues. Omdia
estimates that nearly 14.7 million mobile
credentials were downloaded globally in 2020,
with the figure only projected to grow as demand
remained strong due to mobile’s contactless
credentials – particularly compared to physical
handle or keypad alternatives.28

There is little doubt then, of this trend. Interestingly,
11% of those who had upgraded to mobile readers
had yet to deploy mobile credentials, underlining a
point many analysts and integrators are witnessing
– while the market is growing rapidly, the technology
3 likely work in collaboration with4physical
will
credentials, rather than displace them altogether.30
Another 20% cited they had plans to deploy mobile
ready equipment in the next three years.

2

2022

44% of professionals believe that the trend
towards contactless physical access control
solutions will continue to shape the industry
1 cited
in the near future, and another 35%
‘biometrics’.

In 2020, our report found that 28% of respondents
were either in the process of upgrading to mobile
technology, or already had it.29 The figure for
this year now stands at 38%, demonstrating a
significant increase. We have simplified the results
in the graphs here to outline a clear trend in the
growth of mobile in physical access control. An
additional 8% of respondents have since already
upgraded to mobile readers since 2020 (24%
compared to 16%), while only 34% currently have
no upgrade plans, in contrast to 44% in 2020.

10

3

4

14a

Do you plan to upgrade to be mobile ready?
(20227results)
10

14a

■ (24%) Already upgraded to mobile readers
■
(42%) Planning to upgrade
15b
14b
■ (34%) No current upgrade plans

2020

And, to underline the pandemic’s role in this
trend, when asked the top three drivers to
upgrade, 32% selected ‘introducing touchless
solutions in response to the pandemic’. This
number was significantly higher in the APAC
region, where over half cited this reason. While
health and safety regulations and requirements
were put into focus across the globe, measures
in East Asia, Australia and New Zealand – and
particularly China, where the first instance of
COVID was detected – have been particularly
strict, and remain so even at the time of writing.27
28% also answered ‘need to comply with new
regulations’, as their driver to upgrade PACs.
While not all of these answers may relate to
health and safety requirements – many are likely
for data protection or handling regulations – no
2
1
doubt some may be to match evolving hygiene
standards.

6b

14b

15b

Do you plan to upgrade to be mobile ready?
(2020 results)
■ (16%) Already upgraded to mobile readers
■ (40%) Planning to upgrade
■ (44%) No current upgrade plans

	BBC News, Omicron vs Zero-Covid: How long can China hold on? https://www.bbc.co.uk/news/world-asia-china-60762032
	Omdia, Access Control Database – 2021 Analysis https://omdia.tech.informa.com/OM018018/Access-Control-Database--2021-Analysis
	IFSEC Global, The State of Physical Access Control in EMEA Businesses – 2020 Report, https://www.ifsecglobal.com/resources/state-of-physical-access-control-2020-report/
30
	IFSEC Global, Trends, Opportunities and Challenges in Physical Access Control eBook,
https://informamarkets.turtl.co/story/ifsec-trends-opportunities-physical-access-control/page/1
27
28
29
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In addition, 41% cited that mobile access would
be one of the top three features required in a new
access control system, while 18% said it was the
technology that would have the greatest impact
on improving their physical access control
system. Another 51% believed it would be one of
the top three trends shaping the industry going
forwards, too.
Perhaps it should be no surprise that mobile
technology is so sought after – the benefits have
been highlighted by proponents for some time
now. Mobile tech can provide a flexible way to
issue and revoke credentials, where software
access management solutions can work handin-hand to swiftly provide QR or access codes to
visitor mobile devices. Meanwhile, employees or
regular users may find credentials on their mobile
more convenient and secure – users are less likely
to misplace their mobile device than access cards.
Ultimately, an upgrade to mobile access control
can support plans to improve user convenience
and help them take advantage of new tech to
improve their security posture – the two most
popular drivers to upgrade physical access control.

31

Trend 4: Sustainability
Sustainability is driving the agenda for
organisations of all sizes in 2022. With high
profile events such as last year’s COP26 and
genuine concerns over climate change becoming
more prevalent, companies and the C-suite are
more aware of the importance of a sustainable
approach to business in 2022.31
Every department likely has a role to play in
pushing the sustainability agenda, and security
is no different, with 19% of professionals
recognising that ‘supporting sustainability
goals’ is one of the top three drivers to upgrade
their physical access control system. Features
such as low energy consumption (11%) and
BLE & NFC technology (8%) were selected by
respondents as features required in new access
systems.
16% of respondents believe that energy saving
solutions will be in the top three trends set to
shape the access control industry in the near
future. Wireless readers and controllers, for
instance, can significantly reduce the amount of
cable infrastructure required in a building, while
upgrading to mobile or biometric credentials can
reduce single-use plastics and printing if access
cards are no longer required.

	Maryville University, The importance of environmental awareness when running a business,
https://online.maryville.edu/blog/importance-of-environmental-awareness-when-running-a-business/
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