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Abstract

Security threats are on the rise, and the needs of the workforce are 
changing.  A key factor in securing critical assets and resources is a strong 
authentication strategy.   But authentication solutions come in many forms, 
and it’s important to choose the right solution to balance the security 
needs of the enterprise with employee user experience demands.  This 
white paper will explore the variables that should be considered when 
choosing the best authentication solution for your organization.   

The Challenging IT Security Landscape

The number and frequency of attacks and breaches is going up.  The 
Identity Theft Resource Center – a  non-profit organization established 
to broaden public awareness in the understanding of identity theft, data 
breaches, cyber security, scams/fraud and privacy issues – reported that 
data breaches hit an all-time high in 2016, showing a 40% increase from 
2015. This trend continued in 2017.  

The cost of a security breach is also on the rise.  In the Ponemon Institute’s 
most recent Cost of Cybercrime Study reported a median annualized cost 
of cyber-crime of $6.7 million from their global sample.  This is also up from 
the previous year.  

But IT budgets are not increasing at the same rate as cyber-attacks and 
their cost.  IT security budgets are generally increasing with percentages in 
the single digits.  This leaves many IT professionals concerned about their 
organizations security posture.           

The Changing Workforce

The number of devices is increasing dramatically.  At one time, each 
employee had one device they used to do their work.  That device was 
most likely owned and configured by their employer.  This was a great 
situation for the employer as they had control over all the devices 
accessing their networks and applications.  But soon, employees started 
wanting to use their personal devices for work.  This introduced some 
uncertainty, as IT no longer had control over what was accessing their 
resources.  Then came the explosion of mobile devices.  All of the sudden, 
each employee was using several devices to do their work – some company 
owned, but many not.  

In addition to the increase of devices, IT needs to contend with workforce 
mobility.  Increases in remote and flexible work arrangements also increase 
the number and type of networks your employees are using to access 
their work resources.  Of most concerned are free, public networks.  
These networks leave the user, and your organization, vulnerable to data 
interception.  Common security practices can reduce this risk, but it’s one 
more factor increasing your threat surface.    

Let’s not forget that the younger end of the workforce is comprised of 
digital natives.  These workers were raised with technology being an 
integral part of their lives.  Therefore, they often do not rely on IT for their 

https://www.idtheftcenter.org/
https://www.ponemon.org/


WHITE PAPER

hidglobal.com

2

technology needs.  In many ways, this can be good – IT is a scarce resource and 
support is both time-consuming and not easily linked to a corporation’s bottom 
line.  But sometimes a little knowledge can create a sticky situation.  Especially 
when your co-worker uses their technology skills to try and circumvent your 
security controls.  

Similarly, the increase in software as a service or cloud applications are 
contributing to the growing shadow IT or stealth IT phenomenon.  This is 
when different parts of your organization stand up and run systems or apps 
without IT approval.  Unfortunately, these systems sometimes access sensitive 
information and data, putting your company at risk.  

Strong Authentication – A Critical Component of Your Security Profile

How do you prove the person asking for access to your corporate resources 
is who they say they are?  In order to decide who gets in, you need to start 
with the “who”.  Identity is the foundation.  When you, or your system, want to 
access a resource, the first question will focus on “who are you”.  Your identity 
is public, and you make the claim of who you are based on something that’s 
“public”, like a user ID or a digital certificate that contains public keys.

The next step is where authentication comes in.  Now that you have stated 
your identity, the system is going to ask you to prove it.  This proof comes in 
the form of a challenge for some private information, including passwords, 
private keys, or PINs.  The responses to this challenge are often grouped into 
three authentication categories: something you have, something you know, and 
something you are. 
 
 

 
 
 
 
 
 
 
 
 
The combination of the identity and the proof of that identity creates a 
credential.  This credential can then be used to authenticate to a system or 
service.  Most often, one identity may have multiple credentials associated with 
it in order to authenticate to various things.  A credential may also contain 
technology that allows the user to take certain actions, like digitally sign or 
encrypt data.  Credentials can be located on a physical device, like a smart card, 
embedded into a specific system, or located on a mobile device.  

When a credential is stored on a physical device, the device is called an 
authenticator.  Examples include one-time password (OTP) tokens or smart 
cards.  In some cases, the authenticator provides the challenge response, 
such as an OTP password, and in other cases it stores the credential used to 
authenticate, such as a smart card.  

Something you Have Something you Know Something you Are

Smartcards or  
Mobile Solutions Passwords or PINs Biometrics

It’s not just fines that are of concern 
if there is a breach. Damages to stock 
price and reputation are also very real.  
A recent study from Forbes revealed 
that 46%* of organizations had 
suffered damage to their reputations 
and brand value as a result of a 
breach.  Several prominent CSOs lost 
their jobs after high profile security 
breaches in 2017.  Some CEOs ended 
up getting fired with them.  

*Forbes: The Reputational Impact of IT Risk
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Not all authentication methods are created equal, that’s where Strong 
Authentication comes in.  For instance, the combination of a user name and 
password is the most common method of authentication, but it’s certainly 
not the most secure.  Weak and stolen passwords are the leading factor in 
breaches.  In order to achieve strong authentication, you need to combine 
multiple authentication factors. For instance, many organizations require their 
employees use a one-time passcode + pin to access more sensitive resources.  
This is an example of two-factor, or multi-factor, authentication.  These factors 
are outlined above – something you have, something you know, or something 
you are.  Some combinations of these factors reach the criteria of Strong 
Authentication, which is what all businesses should implement.   

Strong Authentication Requirements:

1. Combine at least two factors

2. Factors shall not be guessable, reusable, findable, and be difficult to steal or 
tamper with

3. Factors are mutually independent – if you reveal one factor, it does not 
enable you to get access to the other factors

With so many options and requirements, the decision around what 
authentication approach isn’t always obvious.                 

What to Consider when Choosing an Authentication Approach

User Experience

No doubt IT faces significant challenges when it comes to keeping the 
business secure, and the consequences have never been higher.  As a result, 
your instincts might tell you to lock everything down as tightly as possible.  
Unfortunately, you will likely get pushback from your internal customers, or 
coworkers.

Today’s employees are also being asked to do more with less.  When they can’t 
get access to the applications or data they need to do their jobs, productivity 
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suffers.  Employees want access anytime, from anywhere, with whatever 
devices they want to use.  If the organization’s security controls jeopardize that 
access, it’s going to be a problem.

So the IT organization needs to navigate the balance between keeping the 
business safe, and keeping your workforce productive.  User experience needs 
to be considered with the same weight as security.  It’s not as daunting as it 
seems.  Advances in authentication support this initiative.  OTP tokens that 
leverage Bluetooth are a good example.  With these devices, the user no longer 
needs to type in the password, they send it over Bluetooth to the device and 
gain access through a complicated and secure process that appears seamless 
to them.             

Who Will Your Users Be?

In the past, when IT thought about authentication in their enterprise, the 
standard answer was employees, and all employees were treated the same.  
With the more and more flexible authentication options available today, you 
should consider breaking that broad category down more granularly.  

For instance, should you treat employees the same as contractors?  Probably 
not.  With your employees, you control the identity vetting process, and have 
more understanding of what they control and need to access.  While you have 
a legal agreement in place with your contractors or an agency, you have less 
information about the contractor, and less control over their employment 
agreement.  Especially if your contractors are remote, you might want to put 
a stronger authentication method in place for these resources – and one that 
can’t be shared.  

Suppliers are another audience that deserves consideration.  There are many 
situations where granting suppliers access to certain business systems, such 
as inventory management platforms, could make your processes run more 
smoothly and cost effectively.  But granting this access doesn’t come without 
risk.  You should consider the sensitivity of the platforms your supplier needs to 
access, how many people need access, and since they are most likely remote to 
your IT group – how you will support the authenticator.  

Finally, consider your customers.  If you have a product or service you need to 
offer direct access to, how are your customers authenticating now?  If it’s just a 
user name and password you should reconsider.  There are many other options 
that are cost effective and more secure.  

What do you want to authenticate to?

Strong authentication is usually tied to accessing technology resources, like 
networks, applications, and devices.  The key driver here is making it easy for 
your team, yet maintaining the security your business requires.  With that in 
mind, you may want to consider maximizing your authentication method to 
perform more activities.  

For instance, some authentication options can deliver secure access to 
buildings and doors in addition to technical assets.  This means less for your 
employees to remember and potentially carry, and better yet…less support 
calls.  It’s also possible to build in the ability to encrypt files and email with your 
credential, as well as perform digital signatures.      

hidglobal.com
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How sensitive is what is being accessed?     

To get through the front gate, or the front door, you need to rely on the identity 
proofing that another entity provided since you may not have dealt with the 
individual before.  This is usually a driver’s license or ID.  This is appropriate 
when you are trying to ensure the person is who they say they are.  

But if you are going to grant access to something sensitive, like customer data, 
you need to be more careful.  This is another case where a simple user name 
and password is not enough.  For assets like these, multi-factor authentication 
is much more appropriate.  So in addition to something the user knows, like a 
password, it’s safer for your company to add another factor.

Beyond that, there may be even more sensitive assets to consider, like 
corporate trade secrets or R&D information.  When you get to this level of 
sensitivity, the focus on user convenience often shifts more towards security.  
Different authentication methods have higher levels of security.  Sometimes 
they can also be more expensive, but the group needing the highest level of 
security is usually smaller, so making a different choice for these users can still 
be an option.

Are there compliance issues to consider?

While regulatory compliance doesn’t affect every business or organization, 
that number is shrinking.  When it comes down to it, most regulations where 
IT is involved deal with establishing trust, protecting privacy, and/or ensuring 
physical security.  Most regulations don’t dictate specific technologies, but do 
lay out the consequences if you don’t take “appropriate” measures.

What is important, and can be overlooked, is having the ability to prove your 
compliance and review access history if necessary.  Take a close look at auditing 
logs and capabilities when evaluating any authentication solution.

How will you manage it?

Authentication requires a digital or physical credential.  That credential will 
need to be issued, revoked, and replaced – and potentially updated.  You need 
to be comfortable that your IT team can easily deliver these functions.  The 
location of your workforce, potentially distributed around the globe, should 
influence what options you choose and how expensive they are to implement.  
For instance, it might make more sense to use a mobile app than a physical 
device in some situations. 

When performing your analysis, don’t forget to consider user training as part 
of your implementation plan.  It’s critical to the adoption and success of your 
program.  Many vendors have tools that can help with this.     

Environmental concerns           

It’s important to ensure whichever authentication options, or combination of 
options, are compatible with the systems you already have in place.  These can 
include:

Directory – Any authentication process needs up to date information on who 
should have access, and be updated when someone has left the company.  

Applications – What is the complete list of applications you want your 
authenticators to work with?  Collect this information ahead of time to fast 
track the evaluation period.

Database – Authentication solutions will need to connect to and work with 
existing databases, such as those that contain employee information.   

Keep in Mind - IoT

This white paper is focused on 
the authentication of people, 
but you should also consider the 
authentication of things.  There will be 
over 50 billion smart devices attached 
to the internet by 2020, often reffered 
to as the Internet of Things (IoT).  
Most businesses already have these 
devices on their networks today.  Of 
companies with IoT devices, 84% 
have had a breach relating to one 
of those devices.  The danger might 
not be what the device itself does or 
contains, but what else a hacker could 
access on your networks once that 
device is compromised.  
* HP Enterprise: The Internet of Things:  
 Today and Tomorrow.     
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Mobile Device Management Systems – If you have an MDM that you use to 
support your employee’s mobile devices, make sure it’s compatible with your 
authentication management system.  Recent trends in authentication are 
leveraging mobile devices as an authenticator.

Public Key Infrastructure – some authentication options leverage digital 
certificates, and need a PKI for support.  If you don’t have one of your own, 
some vendors can provide it for you.

Advanced Use Cases  

Some authenticator options can also support use cases beyond authentication.  
Digital Certificates are one example.  In addition to proving the identity of the 
person (or thing) with the credential, they can enable:

 � File and Email Encryption
 � Document Digital Signature

Another popular scenario is the ability to use the same authenticator for both 
IT and physical access.  Some smart cards and tokens are able to deliver secure 
access to not only networks, workstations, and applications - but buildings and 
doors as well.  

Not only does IT benefit from these examples of convergence onto a single 
authenticator with less things to support and manage, but it’s a better, less 
complicated user experience for the employee. 

Real World Examples

Largest Employee Smart Card Deployment in the World 

A leading consideration for government organizations when choosing an 
authentication solution is the many and strict compliance requirements around 
controlling who is a part of the workforce and what each person should access.  
Because of common technology silos, it can take a dozen vendors or more to 
cobble together a compliant solution.

This customer had 3.5 million active employees and contractors that needed 
a compliant method to access IT resources securely.  They also needed 
to navigate the very specific requirements around the establishment and 
verification of their employees and contractors identities, while supporting a 
constantly changing workforce.  

HID Global not only delivers the credential, but also the complete ecosystem 
to establish, create, use and manage the smart card throughout its lifetime.  
With the incorporation of a digital certificate, the same smart card can be used 
to digitally sign emails or documents, decrypt emails or files, enable full disk 
encryption and boot protection, protect print jobs with secure printing and 
many other functions. 

Healthcare Providers and Controlled Substance Complance 

Many hospitals are reliant on paper-based prescribing solution that are 
extremely inconvenient for physicians, and created a negative patient 
experience by increasing pharmacy wait times.  Those systems also require 
secure record storage, and make conducting investigations difficult and 
time-consuming.  There is a need to replace paper-based prescription system 
with a Drug Enforcement Agency (DEA)-compliant and government certified 
solution, so that physicians could send prescriptions more efficiently.

Several hospitals are using an integrated, DEA-compliant and government-
certified solution from HID Global that empowers them to attach a digital 
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certificate of identity authentication to a FIPS 140.2 certified credential, using 
IdenTrust as the Certificate Authority for each authorized prescriber.  The HID 
Global credentials also include one-time password (OTP) functionality that 
allows authentication, without the need of a desktop reader.

With this solution, providers see significant improvements in their prescribing 
physicians’ experience, where they can quickly and simply authenticate to 
write online narcotic prescriptions, in full compliance, from the hospital, a clinic, 
other work locations and from home.  The solution is cost-effective and easy 
to support by IT departments, and medical assistants save time in managing 
requests. Prescriptions can be digitally monitored and tracked to eliminate 
paper and storage costs, and can be sent for fulfillment prior to the patients’ 
arrival.  Investigations that were previously more difficult and time-consuming 
are also faster and more streamlined with digital documentation of all 
prescriptions.

About HID Global

At HID Global, we power trusted identities. That means we take a holistic 
approach to identity and access management, with the broadest portfolio 
of user authentication solutions to meet the needs of a variety of industries, 
across a variety of touchpoints.

HID Global offers more authentication technology options than anyone else, 
and the professional services to help you implement and manage them. We can 
easily accommodate the need for multiple authentication solutions within the 
same organization when requirements vary by group.

Our identity and access management solutions seamlessly bridge the gap 
between the physical and virtual worlds, offering you a single source to manage 
credentials and access to your most sensitive data and assets. We do so across 
industries, including those under stringent and constantly-evolving regulation.
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