
WHITE PAPER

Automated Digital Certificate 
Lifecycle Management

Digital certificates provide powerful, PKI-based security to enable the creation 
of trusted device identities. Their strength and ease-of-use in today’s rapidly 
expanding device ecosystem comes with one caveat: they have an expiration 
date. While this feature actually helps them stay secure, it does mean that they 
must be renewed periodically. This administrative aspect of certificate-based 
security can be a pain point for organizations without the right management 
solutions and may even be a source of breach.

Expired certificates aren’t just security liabilities, however (although the security 
implications of running systems with expired certificates should not be ignored). 
Outages caused by expired certificates are a potential source of reputation 
damage, customer frustration, or even lost business for organizations of all sizes 
and across sectors.

One expired certificate. Millions of inconvenienced users. 

No one is immune from the need to implement effective and reliable certificate 
lifecycle management software and policies. Even the “big guys” have been 
known to mess up in a major way when it comes to certificate lifecycle 
management (and have had to deal with the consequences). 

By now you’ve probably heard about the Equifax breach and the role an expired 
certificate played in that widely publicized and costly debacle, but you may not 
have heard about the latest high-profile organization that failed to maintain an 
up-to-date certificate: Microsoft.

In February of this year, Microsoft Teams (their up-and-coming hub for services 
and competitor to Slack, backed by millions of ad dollars and a not-insignificant 
amount of hype) experienced an outage for around three hours. A temporary 
outage in the availability of a productivity software with over 20 million users 
is a significant workday disruption and a negative hit to Microsoft Teams’ 
reliability. 

As you’d expect, the episode received unwanted attention from various tech 
publications. Tony Redmond at the Petri Dish took the opportunity to link 
Microsoft’s previous failures while explaining the cause of the outage:

“February is developing into a bad month for Teams.  
In 2019, a failure involving keys stored in Azure 
Key Vault caused its first major outage. This year, 
the outage on February 3 was caused by an expired 
authentication certificate that stopped users being 
able to sign-into Teams.” 1
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The Verge writer Tom Warren was quick to comment on Microsoft’s 
“embarrassing mistake”2 while Ars Technica, inspired by the outage, devoted 
an entire article to “Microsoft’s failures to renew”3 over the years. This 100% 
preventable lapse was enough to dredge up years of criticism and damage 
brand reputation in what was supposed to be a period of rapid growth for 
Teams.

Long Live Short-Lived Digital Certificates

Short certificate lifespans translate to stronger, faster security. They also mean that 
certificate renewal needs to happen far more frequently, since short lifespans are 
a matter of hours (24-72) rather than years. Years-long certificates are becoming 
dinosaurs. The CA/Browser Forum’s 2018 amendment to its baseline requirements 
capped the maximum validity period for certificates used by browsers/OS at 895 
days, which is emblematic of an industry-wide shift to shorten lifespans. In fact, 
Apple has issued its own directive limiting SSL/TLS certificate validity periods within 
its device ecosystem to 398 days for certificates issued after September 1, 2020. 

The fact that the industry is ramping up support for short-lived certificates while 
rejecting long certificate lifespans may present more management challenges 
for organizations, but the advantages associated with short-lived certificates 
and dangers associated with certificates lasting over 2 years are clear. For 
device, user and web security, short-lived certificates offer enhanced strength 
and speed. Here’s how:

Short-lived certificates will be adopted widely in the future, which means that 
automated certificate lifecycle management has to be the norm as well.

Strength of Security

Even if a certificate is stolen or 
compromised, it will be set to expire 
before any major damage is likely 
done. There’s no way to infiltrate a 
system for months when short-lived 
certificates are the norm. The near 
impossibility of compromising the 
encryption of a certificate within such 
a timeframe is its own deterrent.

Less time spent validating these 
certificates with the Certificate 
Authority (CA) also closes the door to 
man-in-the-middle attacks.

Speed of Communication

Short-lived certificates shorten the 
handshake, eliminating the need to 
check the CA’s Certificate Revocation 
Lists (CRL) or Online Certificate 
Status Protocol (OCSP) files. It’s a 
much simpler package for the CA to 
manage.

This results in a time delta 
(milliseconds), and even a small 
amount of time can make a big 
difference when it comes to user 
experience.
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The Need for Automated Certificate Lifecycle Management

In the past, multi-year “set it and forget it” certificates effectively secured a 
limited number of stationary devices, users and webpages connected through 
comparatively simple infrastructure. That meant homegrown, on-prem 
certificate lifecycle management solutions with a bit of occasional manual 
intervention from IT made sense. Not anymore.

Your IT department shouldn’t have to shoulder the burden of manual certificate 
renewal or certificate database management in today’s complex device and 
user ecosystem — especially if short-lived certificates are in the mix. With 
dated and self-driven setups, certificate expiration is almost inevitable. Once an 
expiration occurs, the workflows associated with correcting it, especially with 
system and service interdependencies in play, can be enormously complicated 
and time-consuming. If expiration causes an outage, every minute spent fixing 
the problem could cost you money and reputation.

Without an efficient approach to managing digital certificates, you aren’t just 
putting your workforce and customers at risk of breach or service outages—
you’re impacting the productivity of your IT staff, whose time could be spent on 
other mission-critical systems and software. That’s why implementing centralized, 
automated certificate lifecycle management should be a priority for today’s 
organizations.

How HID HydrantID Can Help

With HID HydrantID services, your organization has options when it comes 
to leveraging the power of PKI to protect against breach and loss. You can 
secure every device that accesses your network to create your own Internet of 
Trusted Things — even within a complex ecosystem. Certificate-based security 
easily integrates with core business applications, with management functions 
accessible in the cloud. Plus, robust automation features across use cases take 
the burden of enrolling devices and updating certificates away from your IT 
resources. With the shift to short-lived certificates, not automating is not an 
option.

For one low subscription fee, it’s possible to obtain centralized, managed 
PKI for your organization—without any billing surprises or lengthy on-prem 
deployments. And because PKI is foundational technology that’s seen 
decades of use in every major OS and online, you don’t have to worry about 
compatibility issues. 

Learn more about the advantages of automated certificate lifecycle 
management at www.hidglobal.com/solutions/identity-access-management/
identity-lifecycle-management/hydrantid-managed-pki-service
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About HID HydrantID  

HID HydrantID provides encryption and authentication services to help 
companies secure computer and network devices, IoT systems and e-commerce 
transactions. HID HydrantID focuses on helping companies achieve industry 
best practices related to authentication and encryption, while reducing 
operating complexity and costs. HID HydrantID’s cloud-based, PKI-as-a Service 
offering allows organizations to obtain authentication and encryption services 
on-demand, in real-time. An industry-leading fixed-price subscription model 
eliminates financial and operational barriers that start-ups and Fortune 500 
companies alike face in creating strong security practices.

For more information about our services visit:                                                      
www.hidglobal.com/solutions/identity-access-management/identity-lifecycle-
management/hydrantid-managed-pki-service
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