HARDWARE

TOKENS
[STILL GOING STRONG IN 2018]
DID YOU KNOW?
THE HARDWARE TOKEN MARKET
STILL HAS A CAGR OF OVER 8%?
It’s common knowledge that passwords aren’t enough. In
fact, weak passwords are the #1 cause of information
breaches. At one time, hardware tokens were the next
step to reaching the more secure multi-factor
authentication promise. But are they still relevant today?
The answer is a definite yes!

HOW ARE THEY BEING USED?
AUTHENTICATION

To workstations, cloud applications,
remote access, and more

TRANSACTION
SIGNING

Financial transactions, data updates,
controlled prescriptions

ENCRYPTION

Hard disk encryption, email encryption

WHY ARE THEY STILL A

POPULAR CHOICE?
Not all authentication needs are the same, and there are
tradeoffs with each type of authenticator.
HID Global
authentication devices have advantages in several areas.

SECURE

The devices are stand-alone and
tamper resistant, with multiple
security standards options such
as 3DES, OATH, and FIDO.

FLEXIBLE

They come in a variety of form factors
for every need, including a frictionless
one-click experience, and are robust
enough to last for several years.

COMPLETE

We deliver a full ecosystem of
tokens and supporting
infrastructure for seamless support.

DON’T FORGET COMPLIANCE!
Standard bodies all over the world are demanding stronger
authentication to secure access and protect sensitive
information. Hardware tokens can be used to meet complex
regulatory requirements and achieve compliance.

One-Time Passcode Tokens
ActivID® One-Time Passcode
(OTP) tokens generate a random
password that cannot be re-used.
These devices can be a part of
PSD2 and GDPR compliance.

BlueTooth™ Tokens
ActivID® BlueTrust™ tokens send a
unique, secure code over
Bluetooth and NFC for a simple
and secure user experience. These
devices can be a part of PSD2,
GDPR, and FIPS 140 compliance.

Smart USB Tokens
ActivID® ActivKey™ SIM supports
all of the functionality of a
PKI-based smart card, without
the need for a card reader. These
devices can be a part of FIPS 140
compliance.

END TO END MULTI-FACTOR AUTHENTICATION
Beyond product accessories, HID Global also provides graphical
and electrical customization capabilities. HID Global offers the
broadest set of authenticators on the market, so you can find the
best option to your unique needs. We also deliver a complete
ecosystem for quick deployment and simplified support.

Want to learn more about HID Global's
authentication devices? Download our eBook
to get a full overview of our portfolio.
DOWNLOAD THE eBOOK
HID Global powers the trusted identities of the
world’s people, places and things.
hidglobal.com/iam
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