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INTRODUCTION
No matter the device you’re using, if it is connected to the Internet, it relies on 
the protocols called TLS (Transport Layer Security) and SSL (Secure Socket 
Layer) to protect the information in transit.

Website certificates, also known as “TLS/SSL certificates”, are required for secure 
online interactions using cryptographic protocols designed to provide secure 
communication over an insecure infrastructure (i.e. the Internet). These website 
certificates are critical for establishing an encrypted connection between a 
browser (or user’s computer) and a server or website. They also protect in-transit 
sensitive data from interception by non-authorized parties, allowing online 
transactions to be conducted with complete confidence. 

Now more than ever, having a secure website that protects a user’s information 
is imperative. Without use of secure website certificates a customer can be put 
at risk, which could ultimately affect your company’s reputation and may even 
impact your bottom line. So, how can you ensure that your website is up to date 
with the latest security measures?

The purpose of this whitepaper is to provide you with an overview of the various 
types of TLS/SSL certificates, help determine which certificates may be right for 
your organization, and introduce you to the types of TLS/SSL certificates offered 
by HID IdenTrust™.

TLS/SSL CERTIFICATES — THE DOUBLE-EDGED SECURITY SWORD
While TLS/SSL certificates have long been the gold standard of web application 
security and authentication, this system has also been turned into a vulnerability. 
Over the last few years, hackers have discovered ways to digitally impersonate 
organizations like Facebook, Twitter, Skype and Google — even the CIA.

In a world where cybercrime, malware and ransomware attacks are now 
commonplace, transacting business online presents additional challenges to an 
organization, such as hackers impersonating your company to hijack your user’s 
information. As a result, the ability to present an accurate online identity for your 
company while protecting user confidentiality, has become a common imperative 
shared by enterprises worldwide.

Choosing the Right TLS/SSL Certificate 

Determining which TLS/SSL certificate is right for your organization, as well 
as the level of authentication, is challenging. There are numerous options and 
vendors called Certificate Authorities (CA) that offer a multitude of TLS/SSL 
certificate options. Before you find the right CA, it helps to first understand 
which TLS/SSL certificates are right for your organization. 

There are three levels of certificates:

Domain Validated (DV)

DV certificates offer the lowest level of assurance by limiting the validation of 
identity to authentication of the domain name (e.g. www.mydomain.com). A 
DV certificate does not validate the identity of the organization controlling the 
website. The issued DV certificate only contains the domain name and is issued 
after proof that the certificate requester has control of the submitted domain 
name.

Having a secure website 
that protects a user’s 
information is imperative.
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Organization Validated (OV) 

OV certificates provide the most common level of assurance and confirm:

1. The domain name is authentic (as with DV validation)

2. The domain is associated with the named organization

3. The organization and its registered address are authentic

The issued OV server security certificate contains the Fully Qualified Domain 
Name and the organization name.

If any part of your organization’s business model involves collecting sensitive 
data about your customers, an OV certificate may be right for you. An OV 
certificate displays the name of your organization in the website seal, which 
is a trust indicator that shows your business is legitimate and assures that the 
information shared remains confidential. 

The features of OV certificates secure your website from phishing attacks and 
dissuade would-be hackers. One aspect includes the ability to establish wildcard 
domain name (e.g. *.hidglobal.com) within the OV certificate. This feature eases 
implementation of website certificates for an environment with dynamic and 
unlimited sub-domains. 

Extended Validated (EV)

EV certificates offer the highest level of assurance. In addition to DV and OV 
validation requirements, EV certificates verify the physical address of the place 
of business, jurisdiction of incorporation, registration and other extended 
information. Once validated, the EV certificate is issued containing the 
organization name, the Fully Qualified Domain Name, locality, and country of the 
organization’s place of business. In many browsers, a successful connection to a 
website using an EV certificate activates a more obvious visual indicator, such as 
a green address bar or other specific indicators, in addition to the padlock icon 
displayed when an OV certificate is utilized.

Similar to OV certificates, EV certificates also provide the highest level of safety 
and security for your customers while guarding against outside threats such 
as phishing, email fraud and cyberattack — features that ultimately provide 
enhanced customer confidence when interacting with your website. 

Web security experts recommend adopting EV certificate for websites used 
for e-commerce, banking, social media, health care, government and insurance.  
Regardless of the organization’s size, any business dealing with a user’s payment 
or personal data should utilize EV certificates.

OV Certificates work with 99.9% of internet browsers, mobile phones, and smart devices.
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DIFFERENCES BETWEEN PUBLIC, PRIVATE & GOVERNMENT            
TRUST CERTIFICATES
Understanding the differences between public and private trust certificates is 
imperative, as they deliver varying user experiences that could potentially lead to 
a poor user eperience, causing them to exit. 

Public Trust 

When selecting which TLS/SSL certificate is right for your company, it is 
important to know whether or not the issuing CA is “natively trusted” in 
widely-used browsers. Another name for native trust is “Public Trust”, which are 
certificates trusted natively in operating systems, browsers, and mobile devices 
and issued for protecting public-facing websites. Public Trust certificates are 
issued from infrastructure that is heavily audited and operates in accordance 
with best practices and external compliance requirements.

Private Trust 

Private certificates are used to secure any internal network and can be issued 
by either a trusted PKI (Public Key Infrastructure) service provider or an 
organization that runs their own internal PKI. They can only secure server-to-
server communication for IP addresses and non-registered domains – URLs that 
can only be seen by a contained user group. In order to maintain appropriate 
security posture expected for any size organization, there must be private, 
dedicated CAs following best practices to maintain high security posture. This 
includes abiding by the same verification methods and undergoing an annual 
audit to ensure that they are as secure as Public Trust certificates.

U.S. Government Trust

As the name would suggest, these certificates are used primarily to interact with 
government applications. Government Trust TLS\SSL certificates cannot be 
automatically recognized as “trusted” in browsers and operating systems. 

KEYS TO TLS/SSL CERTIFICATE SELECTION
With a variety of options to choose from, the key to selecting the right TLS/
SSL certificate is determining the level of authentication you may need. When 
deciding between trust levels, ask yourself, “How much ‘trust’ do I want to show 
my visitors?” Also, weigh the importance of your company’s brand identity to 
your web presence. For example, do you want your company clearly presented in 
the browser’s address bar or just included in the certificate itself?
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If your company’s website doesn’t perform monetary transactions or collect user 
information, you may be better served employing an OV certificate. However, if 
your company has a large volume of online business transactions, some form of 
OV or EV SSL should be given serious consideration. 

Choosing the Right CA Can Make All the Difference

If you haven’t worked with a CA, there are some important aspects to consider:

 � Does your CA provide you with comprehensive and customizable TLS/SSL 
certificate options, as well as convenient access to customer support? 

 � Are their certificates supported in major browsers? 

 � Can your website visitors expect comprehensive security, regardless of which 
browser they use? 

 � What about flexible deployment? Multiple deployment options will enable you 
to establish certificate provisioning processes that complement your business 
model. 

 � What is their pricing model? Ask if there is a simple and predictable 
subscription-based pricing model that reduces procurement complexity and 
cost. 

 � Last but not least, is your CA industry-compliant and committed to 
implementing industry best practices, to achieve the highest possible level of 
security? 

PROVIDING FLEXIBLE SOLUTIONS
IdenTrust offers two deployment models to meet your business needs:

Self-Service

The self-service model allows small to medium-sized organizations to purchase 
certificates individually from the IdenTrust website. Vouchers can also be 
purchased to aid in the management of acquiring certificates. This model is best 
suited to organizations with one to 50 website certificates.

Software-As-A-Service (SaaS)

This model allows organizations with a large number of users and/or those with 
a desire to manage the certificate provisioning process directly, to use a SaaS 
platform. This model is best suited to organizations with at least 100+ website 
certificates.

IdenTrust Can Help You Manage Your Organization’s TLS/SSL Certificate 
Challenges

Regardless of your business needs, IdenTrust has the products and services to 
formulate your certificate solution. IdenTrust is an experienced CA and Managed 
PKI service provider with millions of certificates issued across the globe and 
billions of certificate validations, encompassing multiple industries. IdenTrust 
follows stringent security requirements and is compliant with leading regulatory 
standards to protect your data. 

As the market leader for digital certificates, we have the best in class support 
team available 24/7. IdenTrust is relied on by 49% of all websites, more than 
doubling its website count since 2018. IdenTrust CA or PKI services are provided 
with real-time validation of certificates on a scalable, SaaS platform. IdenTrust 
helps create a trusted environment that secures critical data.
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IdenTrust TLS/SSL  
certificates create a 
trusted environment 
for 49% of all websites 
worldwide.



WHITE PAPER

LEARN HOW IDENTRUST REDUCED OVERHEAD                                      
FOR A GOVERNMENT AGENCY
IdenTrust recently assisted a large government agency with their company-wide 
initiative to implement digital certificates for user authentication, data encryption, 
digital signing and website security. 

The agency chose IdenTrust to provide physical and TLS/SSL certificates with 
central management capabilities. The result? Today, the agency’s administrator 
can now manage agency-wide certificates, as well as the certificate approval. The 
end -user can use the self-service capabilities to get the certificate and manage 
the lifecycle of their own certificates. The process implemented by IdenTrust has 
significantly reduced administrator overhead and empowered the end user.

Offering world-class customer support and incomparable technology,                       
HID IdenTrust aims to be the provider of choice for digital certificates. 

Enterprises needing multiple or managed certificates can talk to a PKI expert here.

Individuals can purchase certificates with our certificate selection wizard here. 
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