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INTRODUCTION
IMPROVING CYBERSECURITY THROUGH CDM (1/2)

The United States Department of Homeland of Security 
(DHS) has initiated a Continuous Diagnostics and 
Mitigation program (CDM) to improve the cybersecurity 
of government networks and systems. The CDM program 
enables U.S. federal agencies to continuously identify 
cybersecurity risks, prioritize them and mitigate the most 
important problems. CDM also helps agencies meet 
federal reporting requirements.

THE TWO MAIN OPERATIONAL THRUSTS FOR 
THE CDM PROGRAM ARE TO:

•   Qualify and approve COTS products for 
 deployment under the program
•   Award contracts to integrators to assist 
 each U.S.Department or Agency with the
 deployment of these products in support
 of the CDM requirements

The U.S. General Service Administration (GSA) maintains 
a CDM-Approved Product List of Common Off-The-Shelf 
products that agencies can purchase to be compliant 
with CDM.

The CDM program is organized in phases, with each 
phase focused on different aspects:

Assets
Phase 1
What is on the network?

Phase 2
Who is on the network?

Phase 3
What is happening in the network?

Phase 4
How is data protected?

Users

Data

Events &
Boundary
protection



 
IMPROVING CYBERSECURITY THROUGH CDM (2/2)

EACH PHASE HAS SEVERAL CAPABILITIES THAT 
FOCUS ON SPECIFIC SOFTWARE TOOL CAPABILITIES. 

For instance, in Phase 2, COTS tools  
are needed to address: 

•  PRIV   management and control of
   account/access/managed privileges 
• CRED   credentials and authentication
• BEHAVE security-related behavioral training 
•  TRUST  trust determination for people 
   granted access
• BOUND  boundary protection

Implementing CDM helps agencies comply with the 
Federal Information Security Management Act (FISMA) 
andates and is also required by the Office of 
Management and Budget memorandum “Strengthening 
the Cybersecurity of Federal Agencies through Improved 
Identity, Credential, and Access Management”.



BOUND-P 
WITHIN CDM (1/2)

Within CDM, BOUND-P focuses on modernizing Physical 
Access Control Systems (PACS) through the application 
of approved COTS BOUND-P toolsets that continuously 
manage and audit the faithful execution of an 
organization’s physical access policies.

Facilities may have different zones with different levels 
of security required to access that zone/different 
populations that can access that zone. A typical U.S. 
federal agency may have tens or hundreds of PACS 
controlling thousands or tens of thousands of individual 
doors, depending on the number of their facilities and 
their geographic spread.

Traditionally, PACS were deployed in a different network 
than the corporate network, but with the PIV card those 
networks are becoming interconnected, enabling the 
PACS to verify a user’s PIV cards. This, in part, drives the 
need for BOUND-P.

Many of the requirements of BOUND-P apply existing 
capabilities of CDM to PACS. For example:

• Collecting and reporting on the user credentials  
 and their validation (CRED)
•  Collecting and reporting on the access control 

rules and authorization policies (CRED, BEHAVE, 
TRUST, PRIV)

•  Collecting and reporting authorization events  
(e.g.: who just accessed which area, at what time, 
using which credential, and which security level)



BOUND-P 
WITHIN CDM (2/2)

The BOUND-P capability ensures that personnel and 
vehicle access through a protected facility boundary is 
properly authenticated and authorized as required by 
policy and that the events are properly monitored. 

Authentication Controls:

• enforcement of single and multi-factor 
 physical access policy
• enforcement of proper credentials for access

Authorization Controls:

•  policies that can be used to implement fine-
grained access control

•  tracking of trainings/certifications and access 
 policy that confirm valid trainings/certifications  
 before granting access 
• access to higher security areas is only granted if  
 the user recently passed through connected 
 lower security areas first (to prevent improper 
 impersonation attempts)

BOUND-P NOTIONAL ARCHITECTURE

Establishing the exact boundary of the PACS
infrastructure will vary because of the way such systems 
have been deployed in the past in government facilities.

BOUND-P must accommodate numerous topologies. In 
some cases, PACS have already received the Authority 
to Operate and are already on the enterprise network. In 
many other cases, PACS are on separate networks out-
side of the enterprise boundary.

In order to achieve GSA APL approved status, facili-
ties must perform PIV validation at the time of use. So 
PACS on segregated networks must be connected to the 
enterprise network to gain access to the authoritative 
source(s) of PIV data. BOUND-P seeks to bring together 
disparate PACS via a software tool that can control and 
define the boundary to be protected and monitored.



ANY CDM TOOLSET  
MUST SUPPORT:

•  Master Device Record (MDR) is a set of attributes 
or assertions about a user, with the device as the 
primary key (e.g.: information related to the user’s 
badge, to the door controller, to the control panel, 
etc.)

•  Master User Record (MUR) is a set of attributes or 
assertions about a user, with the user as the 

 primary key 
 (e.g.: information related to the user itself)

•  Master System Record (MSR) is a set of attributes 
or assertions about a user, with the system as the 
primary key

•  Policy Decision Point (PDP) is a repository for 
policies that are distributed to enforcement points 
(e.g.: the component of the system where a 

 security officer defines who has access to which  
 area in the building)

•  Policy Enforcement Point (PEP) is a service that 
resides on and directly interacts with network 

 objects (e.g., the door controller, the turnstile or  
 barrier/gate), which exchanges policy-related   
 messages with the PDP. The PEP enforces 
 organizational policy via the configuration applied  
 to the object.

•  Policy Administration Point (PAP) is a tool that 
enables creation and editing of policies

  SEE THE NOTIONAL DIAGRAM OF BOUND-P TOOLSET ON THE FOLLOWING PAGE (8)
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INTRODUCING  
THE IDEAL BOUND-P TOOLSET (1/2)

HID Global’s SAFE™ Platform and Software Suite 
addresses numerous CDM requirements, specifically 
as they relate to facility or physical access control
and BOUND-P.
 
HID SAFE IS LISTED ON 
THE CDM APPROVED PRODUCT LIST.

HID SAFE architecture uses a modular, standards-
based approach for implementing and deploying the 
base integration layer, policy platform, and application 
modules for out-of-the-box, easy integration, long-
term supportability, interoperability, and growth for 
future modifications. The figure below shows all of the 
components that form the logical architecture of the 
SAFE solution.

SEE THE IDEAL BOUND-P TOOLSET ON THE FOLLOWING PAGE (10)



  
THE IDEAL BOUND-P TOOLSET (2/2)
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APPLICATION MODULE LAYER (1/4)

The base platform, systems and application components 
facilitate user configuration and incremental technology  
insertion, and allow for flexible incorporation of new 
business processes, user interfaces, role-based access, 
and data interface elements with minimal impact on the 
operation of existing systems. 
A brief description of each layer in the SAFE system 
architecture from the bottom up is as follows:

INTEGRATION FRAMEWORK LAYER

SAFE includes out-of-the-box connectors (SAFE Agents 
that takes the role of CDM Sensors) that provide  
bi-directional exchange of data between SAFE and 
external systems. The SAFE Framework connects 
to — and exchanges data with—both authoritative 
sources of information (normally as a relying party), and 
provision data into traditional PACS and other physical 
security systems for access. SAFE has 80 pre-defined 
connectors/agents/sensors/collectors for a host of other 
COTS products, and configurable connectors for 
non-COTS products.  

The SAFE Framework collects and orchestrates 
authoritative source information, such as training 
databases, personnel security databases, PIV card 
databases, and other sources of identity (attribute) 
information into the SAFE database for processing.  

 The SAFE Framework also collects as-is state information 
from various connected PACS end-point systems 
installed in various facilities. Such information can include 
the collection of  access a person currently has, or the 
status of a particular door’s authentication factors, etc.             
SAFE will correlate all access privileges coming from 
many different PACS into a coherent record    for each 
identity, providing a holistic view of the identity’s as-
is state, which is mandatory to   address the CDM 
requirements.  

 When as-is information/data is maintained manually 
and not in an electronic system with an API, SAFE can 
also process the information. Additionally, the SAFE 
Framework provides communication to the Federal 
Dashboard of all defect data for the defined periodic 
basis or on a continuous basis, as preferred, via the 
format required.



  
APPLICATION MODULE LAYER (2/4)

SAFE agents listen for data updates and changes in near 
real-time from all systems on the integration layer. Then, 
based on defined policies, they broadcast the change to 
various and appropriate systems.  

SAFE Agent Features:

•  Built-in functionality to publish/subscribe data to  
  and from external systems 
•  Data processing either in real-time or triggered 
  by an event
•   Guaranteed message delivery via message   

 queuing technology, ensuring acknowledgment 
  of receipt from external systems
•   Message translator and XML normalizer to convert  

 data from different systems into a standard format
  which can be further processed by Policy/   
  Orchestration layer
•  Contains schema and security configuration   
  download manager
•   Includes pre-built, system-specific data model 

(includes mapping for different types of 
externalsystems: Lenel, MDI, Hirsch, CCure, etc.)

Policy Engine/Orchestration Layer/Database  
 
This layer processes the data from the integration layer 
using rules defined within the policy engine. SAFE 
includes the unique capability of allowing security 
administrators to define security policies using a 
Microsoft Visio-based drawing board environment, 
which utilizes live objects to flowchart a policy that 
is automatically converted with SAFE and results 
in automated workflows. Policies are stored in the 
SAFE database in an XML format as a set of rules and 
conditions and can be exported as lists. Alternatively, 
SAFE can import and process lists that contain policy. 
 
The SAFE Policy/Workflow engine acts as the PDP that 
compares the actual state versus the target state and 
reports defects. SAFE can also perform automated 
remediation, if desired. The existing PACS act in the 
PEP role, as programmed by the SAFE Policy/Workflow 
engine with the (normally PIV/PIV-/CAC) credentials. 
SAFE also manages and controls fine-grained access 
authorizations down to the individual door level for 
faithful policy enforcement. 



  
APPLICATION MODULE LAYER (3/4)

There are SAFE policy administrative tools to create 
policy, and policy execution engine — so SAFE is both 
a PAP and a PDP.

The database (SQL or Oracle ) is used to store all 
information, including identity information for the MUR, 
with attributes coming from authoritative sources, and 
PACS hardware and software configuration information 
(for the MDR) with attributes from those PACS systems. 
The SAFE database holds all current as-is state 
information, and target state information for MURs and 
MDRs.

APPLICATION MODULE LAYER

This layer represents the common applications resulting 
from the applied workflows and gathered data in the 
underlying base technology. Each application module 
focuses on functionality for Identity and Access Man-
agement, Risk & Compliance, Analysis, and correlation of 
real-time alarm events. 

SAFE PIV Workstation
Provides the ability to enroll and validate FIPS 201 compliant cards 
(PIV, CAC, TWIC, etc.) into SAFE client-side support for one QS approved 
PIV card reader. 

Module Name Description

Employee Manager

Provides web based portal which allows organizations to manage the 
lifecycle of employees as it relates to physical access privileges. This 
includes the Self-Service Portal to allow end users to initiate and track 
access related requests and Admin Portal (to centrally manage the access 
lifecycle of employees across the different locations)

SAFE Attestation Audit

Automates periodic reviews/audits of identities and their access by the area 
owners. Provides users the capability to define and configure audits and 
based on the defined schedule automatically creates access audit tasks for 
area owners’ review.

Contractor/Tenant  
Manager

Provides web based portal the organization to delegate management of 
both Contractors and Tenants to designated sponsors.  Identity and facilities 
data is segregated by Tenant.

SAFE or FICAM Bundles SAFE Employee Management, Contract Manager Portal, Visitor 
Manager Portal, Watch List Manager

SAFE Watch List Manager
Manages internal list of physical identities that are potential threats to an 
organization along with their risk profile and historical details. Includes 
complex search algorithm to match identities including visitors on watch list.

SAFE Operations Analytics SAFE has a variety of operational analytics available to detect trends in 
identity, access, alarms, facility usage, etc.

Predictive Risk Analytics

This module analyzes what people are doing in the facility (applicable to 
Phase 3). Actual behavior is gathered and analyzed against standardized be-
havior and an Indicator of Compromise (IOC) is dynamically scored. Dashboard  
of an array of metrics can be displayed or results passed to other systems.

SAFE Perpetual Vetting – 
NCIC, Terrorist Watchlist

Performs background checks for the various onboarded identities 
perpetually against National Crime Information Center (NCIC) and terrorist 
checks.



  
APPLICATION MODULE LAYER (4/4)

MAPPING SAFE TO THE CDM PHASE 2 NOTIONAL 
ARCHITECTURE

The diagram below shows how CRED, BEHAV, TRUST 
and PRIV data are provided to the SAFE policy engine 
and application stack. 
This is for provisioning and monitoring of as-is state 
versus the target state defined by policy.
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CONCLUSION
ON MODERNIZING PHYSICAL IDENTITY AND ACCESS MANAGEMENT

The DHS CDM Program is growing in importance across 
all government departments and agencies. 
Recently Congress has new legislation under consider-
ation to institutionalize CDM as a fundamental tenet of 
government cyber and physical security. While CDM does 
not currently address every possible area of need, it does 
focus on the most fundamental aspects of best practices 
to build a solid security foundation and DHS continues to 
expand CDM, most recently with new Phase 4 capabili-
ties. U.S. Government Departments and Agencies have 
the contractual vehicles (the DEFEND Contracts) and 
industry partners to complete the implementation of all 
CDM Phases and Boundaries.

Further DHS has established an approved products list 
using the GSA Schedule SIN 132-44, so agencies have the 
confidence to implement CDM in a compliance way. 
By mid 2018, CDM Phase 1 is largely in place and deliver-
ing outstanding information to improve cyber hygiene, 
but there are still some Phase 1 areas being completed 
under the new DEFEND contracts. Phase 2 for cyber 
access is underway, but Phase 2 for physical access 
(BOUND-P) is only just starting. The DEFEND contracts 

will provide support to coleting Phase 2 to include facil-
ity access control. DEFEND will also start to implement 
Phase 3 and the emerging Phase 4 capabilities in the 
years to come.

This white paper is meant to help the reader better 
understand Phase 2 BOUND-P requirements. 
HID Global stands ready to assist both government 
agencies and DEFEND contract holders with its CDM-
approved product, HID SAFE, along with expert 
professional services, and as subject matter experts in 
BOUND-P applications and capabilities. 

For more information, please email us at 
cdm@hidglobal.com.    



GETTING SAFE
IS SIMPLER THAN YOU THINK

If you’re ready to get started better managing your CDM 
requirements, HID Global’s SAFE Platform and Software 
Suite stands at the ready. 

To get more information on SAFE, contact an HID Global 
representative at 

hidglobal.com/iam
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