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From the car park to the office suite, commercial real estate (CRE) objectives are 
consistent across countries and regions: provide safe and secure spaces for people and 
assets, reduce friction at all access control touchpoints, and offer meaningful amenities 
and experiences that both attract and retain quality tenants—all while improving overall 
return on investment. 

But in today’s CRE ecosystems, tenants are driving new ways to work that require  
CRE to face modern challenges. Tenants are offering their employees flexible,  
multi-location, and hybrid work styles that include work-from-home and in-office 
hot-desking. They want touchless access to doors and elevators, and intuitive features 
and amenities that make their journey to and from the office easier. And the ubiquitous 
mobile phone has become the command center for their lives; a single device that 
consolidates both work and life.     

To answer these challenges, CRE must look to modern physical access control systems 
(PACS) as the foundational enabler for robust tenant experiences, mobile adoption 
across systems, and future-ready, touchless access control.   
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A Tenant’s Day in the Life –  
A Frustrating Experience
From their home to the office suite, tenants interact daily with a vast array of disparate 
systems as they access a consistent set of services, having to manage multiple keys, cards, 
fobs, passwords and other credentials, creating friction and frustration.

The challenge as a landlord is 
to provide the tenants and 
their guests the ability to 
come into an owner-controlled 
perimeter (e.g., turnstile), 
interact with a destination 
elevator system and then get 
into their office space in a 
seamless manner, with one 
credential. They don’t want to 
have two cards. That’s the 
most basic definition of a 
seamless experience: through 
space, with least friction. You 
think about New York, some 
of these buildings have 
thousands of employees and 
get 18 to 19,000 visitors a 
month. Our goal is to move 
that queue in a quicker way 
through innovation.
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CLOUD-BASED PACS

A cloud-based physical 
access control system 
is the first building 
block to bringing all 
credentials into a single 
unified platform.

KEY

James Whalen, SVP/Chief 
Information and Technology 
Officer, Boston Properties
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The pandemic of 2020 surfaced a new social awareness of 
health and safety, driving CRE to establish new goals to meet 
these new challenges and implement solutions that meet 
the requirements of today and tomorrow. With contactless 
checkpoints and advanced visitor management capabilities, 
they look to enhance the tenant experience by:

The Evolving CRE Ecosystem

CRE ECOSYSTEM
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Cloud-Based PACS: The Foundation  
of the Modern CRE Ecosystem
Cloud-based PACS enable CRE to scale access control deployments without large 
infrastructure investments. Hosted in the cloud (off-premise data center) and 
often procured on a subscription model, cloud-based PACS enable centralized 
management of cloud-connected access control devices, applications and trusted 
mobile identities. This in turn enables CRE to remotely manage PACS systems in 
multi-tenant and multi-location environments with the high level of integration 
needed to deliver a seamless experience across systems. 

Commercial real estate demands a comprehensive approach to access control in 
order to facilitate a comprehensive tenant experience. “You’re going to need access 
to the turnstile, the elevator, the seventh floor, the ninth floor and the data center in 
the basement,” said Troy Johnston, Global Business Director-CRE Vertical Lead,  
HID Global. “You need a solution that’s going to link all those entitlements as part of 
one digital identity.”
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The Benefits of  
Cloud-Based PACS
Cloud-Based PACS provides end-to-end information security, 
compliance, and data privacy, while also enabling data-driven 
decision making. In support of a seamless experience, it enables 
integrations with a range of access use cases as well as 
property technology solutions giving CRE centralized control.

Tight integration of these various technologies can help CRE 
overcome key access control challenges and manage through 
the lifecycle of an identity while offering key amenities and 
services.

“Access control is very important, especially adopting mobile 
credentials because it anchors you into all the other things. If 
you think about an engagement model, what defines an  
active user; getting grounded in an interaction on a daily basis 
helps with all the other interactions you want to have in play, 
whether it be around amenities and services, food and 
beverage, events, or building communications. You’re trying to 
create in the fabric, an engagement model. That is what we’re 
after,” said James Whalen, SVP/Chief Information and 
Technology Officer at Boston Properties. 

PACS

INFORMATION 
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COMPLIANCE

DATA PRIVACY

DATA-DRIVEN 
DECISON 
MAKING

Visitor management
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Time and attendance

Logical access
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Wireless locks

Access control
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Tenant experience

CLOUD-BASED PACS: ENABLING 
INTEGRATED SOLUTIONS FOR CRE
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Mobile Access as an Enabler  
for a Modern CRE Ecosystem
It Starts With Security and Convenience
Mobile devices are ubiquitous and inherently secure, a perfect form factor for access 
control. Because people are never without their phones, these devices can serve as  
a central component to enabling the CRE ecosystem. 

Mobile devices are:

• Tethered to the user

• Rarely lost or stolen

• Easily secured with a passcode and/or biometrics

• Often a central converging point for work and life

These attributes make mobile a natural fit in support of PACS. “For the non-technical 
user, we have to move beyond the traditional experience of plastic cards,” said Matt 
Bennet, Director, Strategic Alliances, HID Global. “Mobile offers a higher level of 
convenience and greater security than you can ever get with a plastic card.”

When Apple deployed Apple 
Pay through the iPhone, and 
the same for Android and 
Google Pay, it really proved 
that you don’t need a plastic 
credit card. The same is true 
with access control. A lot of 
tenant companies are 
approaching us about mobile. 
If we are implementing for 
the building, usually the 
tenants start to ask us for the 
same for their offices, 
because of course, it doesn’t 
make sense to open the 
turnstile with the phone and 
then then use plastic for the 
office.

Josef Sachta, Cofounder and 
CEO, Sharry Europe
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The Advantages of Mobile 
From the administrator’s perspective, cloud-based PACS mobile offers a number of 
key advantages, including over-the-air provisioning and remote administration.  
Mobile empowers credential management across multiple tenants and locations, 
and it alleviates much of the administrative burden associated with management of 
physical credentials. It also supports the short-term credentialing needed in a hybrid 
workforce model.

“If I’m a brand-new employee who has never set foot in the building before, how do 
I actually get a credential? How do I get entitlements to get through the building?” 
Bennet said. “With cloud-based PACS enabling mobile access, all that comes together 
in a single form-factor solution.”

Mobile devices likewise can readily integrate with a visitor management solution, 
simplifying the credentialing process for administrators and end users. Credentials 
can be delivered by email and downloaded to the device without a face-to-face 
interaction with the front desk. “Now that user can just walk up to the space and  
put their phone up to the reader,” said Denis Corder, Physical Security Analyst, CBRE, 
“they don’t have to wait for, or possess a temporary card, and the security team 
doesn’t have to manage card collection.” 

 Problem —Issuing physical cards 
involves archaic work flows 
and face-to-face time involved 
with each individual. This can 
be multiplied by hundreds or 
thousands depending on the 
building or tenant, using valuable 
time and resources.

 Solution—With mobile access 
admins can remotely issue 
credentials. Tenants no longer 
have to wait for shipping of 
cards or come into a building to 
physically collect a card. With 
mobile, thousands of credentials 
can be issued remotely to users 
phones through a few mouse 
clicks, allowing tenants to walk 
straight into the building on 
Monday morning.

Remote Issuance – 
Immediate Benefits  
for CRE

https://www.hidglobal.com/
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Mobile’s Tenant Benefits

One device for access 
control and other 

integrations

In addition, mobile solutions can provide a single form factor for integrations beyond 
physical access control. They can support:

• Tenant engagement

• Integration with logical access systems

• Mobile-friendly access to building amenities

Mobile’s ease of management creates new opportunities for building owners and 
operators. “It creates some transparency in the system that hasn’t really existed 
before,” said Reid Snyder, Director, Corporate Development, HqO. “That is perhaps  
the greatest value to landlords.”

As an added bonus, mobile solutions are eco-friendly, taking all those plastic cards 
out of the access control ecosystem. That can be a boon to resident satisfaction, in 
addition to helping the environment.

For the end user, the benefits of mobile include:

A more seamless 
access experience

Touchless functionality  
in support of health 

and safety

1 2 3
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Attract and Retain Through a  
Modern Tenant Experience
The modern tenant experience is inherently complex; each property is used for an  
array of purposes with a distinct assortment of tenants, visitors and contractors.  
Each user requires access to a unique set of services, and each access point has its  
own functionality. Tenants want a seamless experience for their employees, with a  
single device for access to all touchpoints, and a frictionless experience across  
disparate systems. 

“People have fatigued from having so many different apps on their phone when they 
only use a few. They want to know how we create convenience and better their 
day-to-day life. We should be asking what that looks like to the end user, such as 
putting the right information at their fingertips or interoperability among the different 
systems they engage with,” said Snyder.

By leveraging PACS in support of the modern tenant experience, CRE can integrate 
technologies across the CRE ecosystem into a single interface, creating an attractive 
and innovative offering for tenants, while helping to make their properties stand out  
in a competitive real estate marketplace.

Convenient—Deploy 
easy-to-use downloadable  
apps and credentials that 
integrate automatically for  
the mobile user

Intuitive—Digital experiences 
like push notifications and 
order-ahead, as well as features 
like twist-and-go for access 
ensure work environments and 
experiences can be accessed 
effortlessly and intuitively

Secure—All apps and logins 
should be kept secure through 
encryption, with further security 
offered via a biometric or 
numeric pin. Solutions should 
offer end-to-end encryption 
administered by a trusted source

In support of a modern tenant 
experience, CRE should seek 
integrated solutions that are:

https://www.hidglobal.com/
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The Tenant Experience Platform
One way to address this is with a tenant experience platform, a desktop or mobile 
application that brings together the requirements of the tenant and the CRE into a 
single solution. “The biggest thing that these platforms provide is ‘experience,’” said 
Denis Corder, Physical Security Analyst, CBRE. “If I’m going into a building and  
that app provides me with the information I need to know, that makes my life better,  
like wayfinding, local restaurants, available fitness classes, weather, and traffic 
updates, I’m going to turn to that app. And the icing on the cake is it provides mobile 
access, too.”

Serving as a “single source of truth,” tenant experience platforms integrate access 
control, visitor management, building operations (alerts, maintenance requests, 
broken elevator etc.), shared asset management (booking shared rooms or spaces),  
as well as custom experiences like local dining options, yoga schedules, and  
café specials. 

The tenant experience 
platform is a tenant facing 
mobile application that 
extensively acts as a remote 
control for how a tenant 
interfaces with the physical 
space around them. Being 
able to have one seamless, 
organized interface versus 
needing to potentially 
download eight to 10 different 
applications to use the 
building on a day-to-day basis 
is extremely valuable. And  
in turn, it’s creating additional 
value not just for the tenant 
users, but also for the 
landlords and the property 
teams that are deploying  
this technology.

Reid Snyder, Director, Corporate 
Development, HqO

https://www.hidglobal.com/


   

How to Leverage Physical Access Control for a Better Tenant Experience | hidglobal.com12

Single interface for HR when  
on-boarding new employees

Common Features Available from 
Tenant Experience Platforms

White label branding

Mobile and desktop interface 
for tenant and admin 

convenience 

Integration with technology and 
amenity partners

Time, location and space 
sensitive access control

Consolidated credentials across  
and within buildings and  

between companies

Building maintenance requests 
and accessibility communications

Tenant engagement regarding building 
events and amenities

Data collection to inform amenities 
offerings, building systems and decision 
making

Enable data management to power  
SMART Building initiatives

12

CREs are looking for ways 
to increase the tenant 
experience in the building 
while consolidating 
administrative requirements, 
and software is a tool that 
should support this process.

Josef Sachta, Cofounder and CEO, 
Sharry Europe
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Property Technology Deployment 
Best Practices
The Value of a Working Group

When considering the integration and implementation of any property 
technology, CRE should establish who within the organization can explore new 
technologies, their implications on access control and direct benefits to the 
tenants. They should meet regularly and have set goals.  

For example, Boston Properties SVP/Chief Information and Technology Officer 
James Whalen has established a working group to support his efforts. “We’ve had 
an access control working group for over three years. I’m the executive sponsor of 
it, and it’s grounded on specific objectives and goals,” he said. “The landscape of 
what this group has sponsored and driven has been impactful behind the scenes, 
for both how we service and support our customers.” 

An access control working group brings together the best minds of security, IT, 
physical security and business management with a focus on performance and 
reliability, and an eye toward innovation. 

The Digital Integrator

CRE can look to digital 
integrators to help bring to life 
the promise of an integrated 
CRE ecosystem.

Who they are—Companies that 
develop software and database 
applications that allow tenants to 
interact with the building and work 
environments through a unified 
app experience

What they offer—Integration of 
access control, communications, 
visitor management, retail, 
vending, parking, and amenity 
reservation systems

How they impact—Digital 
integrators can deliver on initiatives 
driven by CREs or corporate level 
stakeholders, typically overseen 
by facilities operations, property 
management or landlords. They 
directly and indirectly influence 
access control decisions:

•  Consulting—A building or 
project may not have mobile 
ready access control and need 
guidance

•  Advising—Building teams are 
not always familiar with access 
control systems

•  Troubleshooting—Setup  
and support to work with  
existing tools and may need  
to troubleshoot onsite

https://www.hidglobal.com/
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Deployment Best Practices

• Align implementation to fit with CRE vision

• Review the access control ecosystem  
 including garage, turnstiles, elevators,  
 gyms and office suites as well as logical  
 access to networks, printers and vending

• Review and prioritize features of   
 technology solutions 

Communicate Plan Execute

• Identify key stakeholders

• Establish a project champion for oversight

• Establish CRE vision and requirements

• Discuss cloud security with     
 technology provider and tenants

• Establish a tenant liaison

• Work with integrator or installer to  
 deploy access control infrastructure

• Conduct limited pilot on new   
 technologies

• Follow up and debrief on results –   
 what worked and what needs better  
 processes

• Begin with phased rollout to strategic  
 groups of usersTo ensure strong communications, it’s important 

engage all those that have an interest or 
concern in the deployment. “We start with the 
tenant for the end-user perspective, and work 
backward from there,” said Snyder. “The 
property team is a big stakeholder, because 
they’re typically the group that knows the 
tenants the best. Then you have the asset 
owner [and] the asset manager, as well as the 
C-suite as the primary.”

It’s important to then establish a product 
champion and also to make cloud security 
discussions a part of the conversation between 
the technology provider and tenants.

The planning phase is the time to ensure that 
implementation fits within the overall CRE 
vision. This is a chance to review the access 
control ecosystem and establish a tenant 
liaison to maintain ongoing dialogue.

In the execution phase, the CRE will oversee 
the installation and deliver training. For those 
leveraging mobile apps, a video can be a 
powerful means to communicate key features 
and uses. It’s also important to follow up with 
stakeholders for feedback. This will help to 
inform future modernization efforts.
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How HID Can Help
A cloud-based approach to PACS sets the foundation  

to address key opportunities for CRE to modernize and 

add innovation to their buildings. Most importantly, 

offering CRE a way to meet evolving tenant expectations. 

Mobile access, remote management, cloud-based tenant 

experience platforms and other advances all come 

together to make for better tenant experiences, ultimately 

making commercial buildings more competitive, and  

more profitable.

To speak with someone from HID 
Global regarding commercial  
real estate solutions, contact us at  
gethid@hidglobal.com.
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