Physical Access Control
in Higher Ed
A MOSAIC OF PERSPECTIVES

Introduction
Higher education institutions stand at a crossroads as physical access control
systems (PACS) and credentialing technologies are undergoing a massive transformation.
Campus security professionals realize that the status quo cannot be sustained, as security
vulnerabilities inherent with magnetic stripe and 125kHz proximity (Prox) technologies introduce
a more serious threat.
As a result, many are looking for a credential experience that is not only more secure, but also
user friendly for staff and aligned with student expectations in an increasingly competitive higher
education marketplace.
Forward-thinking institutions are increasingly adopting smart card credentials and other
incremental technologies, on a path toward the inevitable mobile credential.
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The Current State of PACS on Campus

Which credential technologies does your 		
campus support for physical access control?
Magnetic Stripe

54%

125kHz Prox

26%

Barcode

The majority of universities have diverse and outdated PACS credential technology, much of
which is not secure. Fifty-three percent continue to support magnetic stripe, according to a
survey of higher education security and IT leaders by HID Global and Genetec, while 23% support
125kHz Prox, or a combination of the two. Some also have high-frequency smart card technology

19%

HID iCLASS

10%

MIFARE DESFire
HID Seos

6%
1%

in play.
With the mix of credential technologies comes an assortment of reader technologies. In addition
to conventional stand-alone magnetic stripe and Prox readers, institutions may use readers that

How old are the following components of
your current access control system?

support multiple credential technologies with some combination of magnetic stripe, Prox or smart

34%

card reader within a single unit.
Adding to the complexity is the siloed nature of the typical institution’s credentialing. “When you

26%

start talking about upgrading to contactless technology, it affects many different stakeholders

22%

and departments across campus. It’s very difficult to get everybody on board and even

23%

understand why this should happen, how it should happen, who’s leading the charge, where the

16%

15% 15%

money’s coming from and who on campus is responsible for it,” said Tim Nyblom, HID End User

22%

21%

Business Manager — Higher Education, PACS. Credential and reader requirements may vary from
the cafeteria to the library to the print shop, for example. While the security office may manage

7%

credentials for exterior doors and access to high-value physical facilities like laboratories, other
campus authorities may manage transaction credentials for dining or transportation services.
Human resources in turn may employ an entirely different credential for faculty and staff.

<1 year
g
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Credentials

(Source: TECHNOLOGY REPORT: Access Control in Higher Education)

“What ends up happening is these separate silos use different card credentials for their unique
needs, and they don’t align into a single management chain so that when change comes around,
it’s very hard to get everybody at the table, to get them to come on board,” said David Boyd,
Director, Strategic Planning & Management, Yale University.
This fragmented landscape is problematic, primarily from a security point of view: It can be hard
to apply uniform controls over disparate implementations. At the same time, universities are in a
heated competition to attract students. That means the access experience must be not only
secure, but also intuitive and convenient.
Some take it a step further, arguing that student experience around access control is in fact core
to the university mission. “If we’re going to have executives come out of our student body at
some point, we want them to understand what security is all about. When they go on to be the
president of the bank, they should already be up to date on security,” said Shawn Ellies,
Commander of Pitt Police, Director of Security, University of Pittsburgh. “We want to prepare
them for that future.”
But many universities continue to maintain aging systems. The HID survey shows 33.76% of
readers are more than six years old; 30.6% of controllers and 24% of software are also more than
six years old. Forty-two percent of respondents say they experience access control system
malfunctions two to five times a year.
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HIGHER ED PERSPECTIVES

A Future-proof
Communications Protocol

The farther we kick the can down the road without
addressing the access control system, the worse it’s
going to get. At some point it is going to become an
issue — and that’s what we’re trying to avoid.
Jorge Martinez
Operations Manager, Cal Berkeley 1 Card program
University of California at Berkeley

Universities must chart a course toward a more secure, user-friendly access control landscape. In
the short term, this will likely mean a more complete embrace of smart cards and multi-technology

OSDP — Open Supervised
Device Protocol — will allow us
to leverage our readers just by
firmware upgrades, as opposed
to having to change out the
reader itself.
Why go with OSDP? Because
Wiegand is an old technology.
Our current readers run on the
Casi-Rusco system, an F/2F
protocol. We’ve managed to
keep them working, they could
put out a Wiegand format. But
what I want to do is leapfrog
Wiegand because, like F/2F,
it’s going to be an old retired
technology. I want to position
myself where we’d go straight
to OSDP because it gives us the
best platform to future-proof
ourselves.

readers, which offer a far higher level of security relative to magnetic stripe or Prox, and in the
longer term universities will move toward a mobile-based credential offering.
Peter Atkinson				
Manager, Building Access Group
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From Magnetic Stripe
to Smart Card

The Evolving Landscape
Despite the hazards implicit in a siloed deployment, legacy approaches to access control do come
with certain perceived advantages. Card technologies like Prox and magnetic stripe can be fairly low
cost for the card itself and are relatively easy to deploy and manage.
But, significant risks outweigh these surface advantages, foremost being lack of security. With
magnetic stripe, for example, “it’s impossible to validate the authenticity of the credential, and it’s
very possible for users themselves or would-be attackers to easily clone a credential and forge it,
fake it and impersonate an authorized individual,” said Brandon Arcement, Senior Director, Product
Marketing Physical Access Control, HID Global.

My question would always be to any one of our stakeholders:
Why continue to have us using a type of credential that can
be duplicated by anyone who walks across our campus?

We were always fearful that
somebody could easily duplicate
a card or intercept the
communication. We did have
some proximity cards, but we
always kind of held the line and
kept with magnetic stripe.
The thing that finally tipped it
over the edge [in favor of HID
Seos® smart cards] was the
magnetic stripe readers started
to become more of a specialorder item. We found that going
to more secure credentials, with
more standard readers, was
actually a cost savings. We could
get much better pricing with
something that’s more common
today and for the future.

Steve Goodman				
Ron Harris
Director of Campus Safety Systems
University of Houston
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Director in the Office of Campus
Safety and Security			
Brigham Young University

HIGHER ED PERSPECTIVES

Getting Ready to
Take the Leap
Magnetic stripe has some serious negatives in the user experience department as well. Cards get
lost or the stripe becomes damaged; they’re prone to malfunction or misreading, not to mention
replacement readers are increasingly becoming special order items. Moreover, for a generation
weaned on the seamless digital experience offered by the Internet and smartphones, magnetic
stripe authentication simply feels archaic. More than 34% of survey respondents said user
experience is the biggest challenge facing their current access control system, and 56% cited
improved user experience as the main reason to upgrade.

Biggest challenge?

Why Upgrade?

34% 56%
US E R
E XPE RIE NCE

IMPROVE USER
EXPERIENCE

(Source: TECHNOLOGY REPORT: Access Control in Higher Education)

Proximity cards do improve on the user
experience: They’re touchless and intuitive, but
security weaknesses persist. It’s impossible to
determine the authenticity of the user, for
example, if a card is lost or stolen, and cards
can be easily forged or cloned. For these
reasons, virtually all survey respondents said
they have some form of access control

We are in the process of
updating our system this year.
We’ve ordered 40,000 new
cards, so we’re going to re-card
the whole campus with smart
cards. We are going to HID
Seos® technology: That’s going
to be more secure, and it’s going
to allow us to have one form for
all of our access control as we
move forward.
I’ve also ordered our readers to
be Bluetooth capable so that we
can move to mobile in the
future. Although we’re not quite
to that point yet, I wanted to
make sure that we were able to
make that next leap if and when
we are ready.

upgrade planned within the next six years.
Some institutions have turned to smart cards as the first step on their journey toward access control
modernization.
Smart cards, the next generation of credential technology, can deliver an advanced level of security
and flexibility. By delivering highly secure encryption and a software-based infrastructure, smart
cards ensure trusted identities are protected with encryption keys used in the mutual authentication
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Alan Tolliver					
Systems Analyst				
Access Control Systems			
Illinois State University

process; thus, no important data is shared or access granted until the smart card and reader have
been authenticated to each other.

Would you be interested in your access
control credentials supporting multiple
applications?

54%

This approach can be extended for applications beyond physical access control. That’s a key
capability: 54% of survey respondents said they would like their access control credentials to support
multiple applications. These include everyday student experiences beyond building access, like

31%

cafeteria transactions, cashless vending, printing, transportation and network access, to name a few.
The rise of smart cards and multi-technology readers has helped some in higher education meet the

15%

rising demand around student experience, while simultaneously narrowing the security gap. Given the
technology trajectory, however, these steps are best viewed as transitional. “If you have the right reader
infrastructure on the wall, it gives universities a lot of flexibility to choose a direction that makes sense,”
said HID’s Nyblom. Rather than being an end in themselves, these implementations can help security
professionals build a migration path to a future that is even more secure and user friendly.
That future lies in the mobile credential. While most colleges and universities have not yet
embraced smart phone or wearable-based access control credentials, student expectations and
technology trends alike are flowing in that direction, making these mobile credentials the most
logical goal for higher education institutions.
Some see a natural evolution here. “One of the suggestions I’m going to have this next year is that
we change from our Prox card to a Seos® smart card, which can coexist with mobile,” said Bill
Carty, Director, Card Services, The New School. “Right now, people are used to having a card in
their hand, and a lot of the newest students are used to having a phone in their hand. We’re going
to have to have multiple credentials out there.”
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YES

UNSURE

NO

(Source: TECHNOLOGY REPORT: Access Control in
Higher Education)

Going Mobile is Unavoidable
The mobile experience is a fact of life for a university’s target demographic. “These kids have grown
up with the technology, they’re familiar with it, they use it every day,” commented Nyblom. And
they recognize the phone as a means of proving identity. “They know this is a technical possibility,
and they’re going to be demanding it from their administrators,” added Arcement.

Percent of organizations using
mobile credentials instead of cards

<5%

That’s the reality today, according to Yale’s Boyd. “In higher education, you’re going to be forced to

20%
(Source: Gartner)

go mobile sooner or later. We don’t have a choice,” he said. “The important thing now is to secure
what we have, and we’ll do it with cards, but right behind that there’ll be another project to start
looking at mobile.”
From the institution’s point of view, mobile-based access control enhances the user experience and

Percent of college and university
students who own a smartphone

provides a positive story for recruitment — while delivering a higher level of security.
“A student will wait up to two days to report a missing card,” said Nathan Brown, Administration
Major, University of Kentucky Police Department. “If they lose their card it could be out there, they
might not report it and someone else could be potentially utilizing that card to get around campus
without anybody knowing it.”
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Not so with a lost phone. “A student loses or misplaces their mobile phone or it is stolen. How long
until the student recognizes it? It will be seconds,” Arcement said. “It becomes their top priority to
deal with this, no matter what else is on their plate. They will immediately go and search for their
phone, they’ll find it very quickly or they’ll wipe it.”
The increased security influences the parent’s perspective as well. “Let’s say that the playing field is
level regarding cost and quality of education at two universities, both are equal in that regard. One
has mobile credential for security and safety and the other has magnetic stripe; you tell me which
school you would send your child to,” Pitt’s Ellies said.
Security leaders also get a boost when it comes to provisioning — typically a costly and resourceintensive variable in the access control equation. Rather than long lines of disgruntled students
waiting for cards, mobile credentials offer the promise of remote, over-the-air updates and virtually
instantaneous bulk provisioning.
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How Mobile Credentials Work
Mobile credentials work much like smart cards. A credential loaded onto the mobile device uses
complex mathematical algorithms to authenticate with the reader at each transaction.
There are two primary transport technologies that convey data between the mobile device and the
reader: near field communication (NFC) and Bluetooth Low Energy (BLE). Both are available on
nearly all mobile devices, and while some vendors will force a choice of readers, others offer
readers to support both technologies.
To dig a little deeper, it’s worth noting that there are three forms or modes of NFC. The one that is
used most frequently in the security world is called NFC card emulation because it emulates a
contactless smart card. It has a maximum read range of 10 centimeters, and the user experience is
exactly like using a contactless card.
BLE has the advantage of being ubiquitous on almost all smart devices including both Android and
iOS. It also has a longer read range and is programmable for distances up to 100 meters. While not
designed to directly emulate the experience of a contactless card, BLE still allows for a fairly
seamless access experience as well as other important applications like wayfinding on campus,
classroom attendance and location services during emergencies.
Of course, there are some perceived challenges to mobile-based access control, such as a phone with
a dead battery. While that can happen, very few college students carry phones needing a charge,
compared to the number who leave their ID cards back in the dorm. It’s effectively a non-problem.
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As far as management goes, user base provisioning makes mobile credentials simple to deploy.
Students typically download an app, either a university-branded mobile application or an app from
a service provider like HID Global. They authenticate using the same sign-on that they use to access
other campus applications — checking grades, registering for classes, communicating with
professors, getting email. Once they’ve been authenticated through the app and accepted the
terms and conditions, a digital credential will be instantiated on the device.
In some cases a short-term credential is required: The visitor who comes to campus for a day or the
professor who visits for a week or two. In theory, mobile authentication is just as friendly for such
temporary arrangements. “All they need is an email address where we can send a mobile identity.
They don’t have to come all the way down to the card office, there’s no piece of plastic that has to
be bought and sold,” said Brett St. Pierre, Director of End User Business, PACS, HID Global.
As a subscription-based service, mobile credentials can support higher education’s authentication
needs while also reducing administrative overhead as well as the expenses associated with issuing
cards. The subscription model likewise shifts much of the access control costs from capital expense
to operating expense, making such projects easier to fund and manage over time.
Mobile offers higher education institutions a way to meet users where they live while simultaneously
easing the management and administration burden for security personnel.
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A Path to Modernization
While every institution will need to chart its own migration path, it’s possible to set out a generic
road map for the journey toward modernized access control.
Assess Hardware
“The first step is to amass a complete schedule of every application of the infrastructure
that exists. Document the technology: the quantity, make, model, vintage and part
number of the readers across the different applications on campus. And, make sure that 		
you understand and document the cards that are in use today,” said HID’s Arcement. Be 		
able to answer questions like: “How many readers are deployed for access control? How 		
many run point-of-sale for financial transactions? What are the existing access control 		
systems, and who runs them? Who are the integrators and the manufacturers involved?”
Identify a Champion
There will likely be hurdles on the way — funding issues, cultural resistance — and a highly
placed advocate can help to push change. “You need a driver of the cause, someone who
is very passionate, who wants to upgrade the campus from a security and convenience 		
side,” said HID’s Nyblom. “The thing that I’ve learned over the years, more than anything, 		
is if the champion is an executive sponsor, the project will go somewhere. You have to 		
have that sponsorship from the very, very top that says this is going to happen,” added 		
the University of Kentucky’s Brown.
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HIGHER ED PERSPECTIVES

Making Mobile a Reality
Get Stakeholder Buy In
The impacts of access control go well beyond campus security personnel. Students,
staff and faculty all have an investment in the success of this effort. “There are a lot of 		
players that can either help you get to your goal or they could become an obstacle to 		
your goal,” said Jan Bringman, Manager of Key and Access Services, University of Iowa. 		
“Having them on board in the beginning may slow your process down, but in the end, it 		
will make everything go so much easier.”
It’s also important to consider the cultural issues that can arise with a major access control
migration. There typically are one or two departments within the institution where people view
security as “their” turf, and they may feel that a change will disrupt their workflows or even cost
them their jobs.
But some institutions have found a way forward. “One of the things public safety has done is we
embedded an IT team. We have seven full time IT staff working directly with public safety and
administration. They live and breathe public safety and interact with our guys all day long. They
understand what our mission is, what our vision is and they work toward that. That’s been
enormously helpful,” said Yale’s Boyd.

We’ve run [mobile credentials]
primarily in pilot mode. Now we’re
getting ready to extend that pilot to
many users, to go from hundreds to
thousands.
We knew this was a change that was
coming in the world overall: People
are just starting to be less dependent
on physical cards than they used to
be. So we saw that as a future
opportunity and something that
people were going to expect from us.
Anything that you can use your card
for, we would like you to be able to
use your phone for. That takes a lot of
effort — and it takes a good amount
of money. A lot of that investment has
already been made. Right now, we’re
using Bluetooth because you can use
Bluetooth on any mobile device,
either Android or iOS. And we wanted
something that would work for all
members of our community. It has
been wonderful for the people who
have tried it.

Jay Kohn
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Stanford University

Given this tendency, along with the aforementioned silo issues, it’s especially helpful to approach
migration from a committee perspective. Stakeholder alignment, along with executive sponsorship
and a decision-making committee, can make the difference between a project that succeeds and
one that fails to launch.
This is especially true when migrating to a mobile credential. Due to the diversity of reader
technology among the stakeholders (i.e., vendors and partners), some institutions may require a
hybrid deployment that offers both mobile and card technologies concurrently, allowing users to
utilize their mobile credential where the reader infrastructure exists without disrupting stakeholders
who have yet to adopt. The upside to this model is that it can enable a limited mobile deployment
or pilot program, such as access to a single building or across a particular operating area. That can
leave room for experimentation.
Regardless of the migration or upgrade, it’s important to consider what different policies are
required, especially in cases where a single user holds more than one form of credential.
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Toward the Long Term

North America:
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As we look at higher education in 10-15 years, magnetic stripe and Prox will have fallen by the

Europe, Middle East, Africa:

wayside. All the technology trends and emerging evidence around user preference point toward a

+44 1440 714 850

mobile credential future.
There will be a transitional period in which smart cards will take a more prominent role in access control
while biometrics increasingly emerge in key circumstances. In fact, the continued rise of biometric use
cases will likely help to drive the adoption of smart phones as the means of access control.

Asia Pacific:
+852 3160 9800
Latin America:
+52 55 9171 1108

“The strongest biometric sensors in the world are evolving with each new iteration of mobile
devices. We’ve evolved from mobile phones with fingerprint sensors to now with full facial and iris
recognition. They understand your gait, your voice, everything about you — and that’s not going to
stop,” said Arcement. As fingerprint, facial recognition and iris scans make mobile devices
increasingly secure; phone-based biometrics coupled with access control will likely emerge as
complementary technologies.
The migration to smart cards, and eventually to mobile, represents a sea change in the way highereducation approaches access control. But, it’s solidly a change for the better. With each step along
the way, security staff and administration are empowered to provide a greater level of security for
those in their care, and student experience further aligns with today’s expectations in this highly
competitive higher education environment.

©2020 HID Global Corporation/ASSA ABLOY
AB. All rights reserved. HID, HID Global, the HID
Blue Brick logo, the Chain Design and HID, the
HID logo, iCLASS SE, Seos, iCLASS and HID
Mobile Access are trademarks or registered
trademarks of HID Global or its licensor(s)/
supplier(s) in the US and other countries and may
not be used without permission. All other
trademarks, service marks, and product or
service names are trademarks or registered
trademarks of their respective owners.
2020-03-23-pacs-phys-acc-ctrl-higher-ed-eb-en
PLT-05029
An ASSA ABLOY Group brand

16

Physical Access Control in Higher Ed

