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INTRODUCTION 
The banking industry was already a major user of biometric 
solutions before the COVID-19 pandemic. However, the 
pandemic accelerated the use of biometrics among banking 
customers when physical branches closed and banks rapidly 
switched to remote operations.

In addition, as customers have been forced to conduct more consequential 
financial transactions through an online setting—such as loan 
applications and filings, high-value monetary transactions or financing 
applications and payouts—banks must ensure that they truly are working 
with valid bank customers and not inadvertently aiding a fraudulent actor. 

State of Biometrics in Banking
As the banking industry continues to seek ways to safeguard users’ data 
and financial access, institutions have increasingly embraced biometrics 
to authenticate and validate customer identities to assure a higher level 
of trust. Biometric solutions typically use one or more physical traits, such 
as the face, fingerprint, palm, iris or voice, to authenticate and verify that 
an individual is who they claim to be. 

Biometrics have also evolved beyond an individual’s physical traits to 
encompass certain behaviors, which can also serve as identifying 
features. These behaviors range from the person’s typing 
cadence and speed to how they hold their devices and use 
or access specific applications, as well as habits related to 
location and time data. 
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In addition to the variety of biometric modalities available 
to identify an individual, the biometrics industry has started 
to create more defined roles and use cases for the banking 
industry, such as customer onboarding and verification.

New Customer Onboarding: A customer 
enrollment process requires the user to 
register their biometric credentials and provide 
documentation (e.g., government issued IDs) 
to prove their identity. The bank can then 
check the authenticity of these documents and 
that the biometric data provided has not been 
tampered with. Once these checks are cleared, 
the user identity is enrolled and can be used 
to authenticate and verify—a process that only 
takes a few seconds. 

Verification of Existing Customers: Customers 
can use a biometric scanning process to sign 
into digital banking sites or mobile applications. 
These live scans are then matched to the 
biometric data users provided during their initial 
enrollment. The authentication solution either 
approves the user entering the application or 
denies access based on risk factors found in the 
live scan data.
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Industry Trends Causing 
New Pain Points
The biometric industry is shifting to a new development 
phase where it is no longer enough to offer scanning 
capabilities alone. Biometric solutions today must enable 
banks to accomplish certain tasks. 
As such, new pain points are observed among banking institutions looking to adopt 
new solutions. Biometric solution vendors must still highlight the differentiating 
features of their solutions while also showing how they can mitigate or even limit the 
impact of these pain points.

Authenticity in Remote Environments
With the pandemic’s rapid shift to remote services for banking, biometric solutions must 
ensure that they can accurately validate and authenticate users during the onboarding 
process for new customers and during transactions initiated by existing users. 

For the onboarding and enrollment process, many banks typically offer a mobile 
app or remote onboarding service, which guides new customers to input their 
identifying information, including biometric data and government-issued documents 
or credentials. Identity verification solutions will then validate the biometric data 
as true by ensuring that there are no signs of tampering or issues with the live 
collection of this data. The solution will also run verification checks on uploaded 
documents for signs of forgery, tampering, or potential fraud risk factors. Once 
these two checks are performed and scored based on the bank’s own fraud and 
compliance measures, the biometric solution can either verify the user as valid or 
deny user onboarding based on the bank’s compliance processes. 
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Liveness Detection 
Liveness is a key feature for many remote authentication and verification 
processes, and it can take multiple forms. The most common measure of 
liveness is additional checks that a user must do to prove that they are real 
and present in that moment. Some examples include passive facial liveness 
(determining a real face without requiring movement), active facial liveness 
(specific actions done in a pre-determined order), live voice recitation of a 
phrase, or the use of additional security factors, such as one-time passcodes 
or randomized PINs that the user must enter.

Other identity validation options include live behavioral checks, device hygiene 
(such as verifying what software version with the latest security updates 
is used) and location metadata. These checks enhance confidence about a 
validated identity and help determine if activities prompted by a user are true or 
fraudulent. 

Spotlight on User Experience
While biometric solutions have been viewed as security measures, the 
industry’s shift to more defined applications also focuses on how these 
solutions can be used to enhance users’ overall experience. Biometric 
authentication helps to streamline identity validation processes for users, 
improving the accessibility and convenience of banking applications. This 
added convenience means that banks must evaluate user experience in 
tandem with a biometric solution’s overall security functions. 

Biometric solution providers must now offer additional functions to manage 
these new expectations. In addition to showing that their solutions can 
decrease the number of fraudulent transactions and lower the time it takes 
to verify a user, they must also offer increased accuracy and precision to 
make it easier for valid users to conduct transactions while accurately 
detecting fraud actors in real time. 
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Enhanced Privacy and              
Compliance Controls
The banking industry’s rigorous compliance 
measures can seem daunting for many 
biometric solutions to manage within one 
platform, while still offering the convenient 
experience end users demand. To balance 
these requirements, biometric solutions must 
offer audit logging and reporting capabilities 
that make it easy for a bank’s security 
team to conduct their compliance reporting 
requirements. Solution vendors also need to 
ensure these logging and reporting functions 
comply with the latest regulations based 
on geographic location or type of financial 
operation. 

In addition, increasing use of an individual’s 
personal information—especially biometric 
data—introduces a host of new data privacy 
and management requirements that some 
banks do not want to engage with. This 
has led to a rise in biometric authentication 
solutions that allow users to manage and 
store their biometric credentials on their 
devices and control how that data is shared 
and accessed. As a result, banks can offer 
biometric authentication while supporting 
users’ control over their personal data.

Know Your Customer and Fraud Prevention 
Banking institutions also rely on know your customer (KYC) policies 
to prove user authenticity. KYC policies are critical components of 
back-end investigations for fraud detection events and in building 
out fraud prevention programs. Identity verification via remote 
sessions and with biometric data now requires that a bank’s security 
team can maintain these KYC policies on an ongoing basis. 
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Biometrics: A Balancing 
Act of Convenience and Security

With biometric credentials, users do not have to carry 
additional tokens or remember long, complicated 
passcodes. Limiting the friction points ensures that 
users do not abandon sessions or transactions and 
pushes them toward completion.

For the bank itself, biometric authentication—particularly when 
done through a user’s device—can process identity verification more 
efficiently and at a larger scale than before. 

A key consideration for banks when adopting biometrics is how a solution 
will appeal to their dual need for security and convenience. Biometric 
credentials are the most unique identifier that an individual has, and as 
physical and behavioral traits, it is nearly impossible to share or steal them 
unlike identity tokens, cards or passcodes. In addition, biometric solutions 
provide identity validation through a common source of trust (e.g., 
government IDs, identity documents). Because of these inherent security 
aspects, biometric solutions dramatically lower the ability for hackers to 
spoof a valid user, limiting the impact of fraudulent activities.
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Key Biometric Capabilities to  
Improve the Banking Experience
Because of the rapid expansion and growth within the biometric industry, banking institutions currently exploring new solutions 
should look closely at what differentiates a good biometric solution from a great one, such as the following four capabilities. 

Multiple Biometric 
Modalities

A great solution lets users 
choose which biometric factor 

(e.g., fingerprint, face, iris, 
voice print or palm scan) 

they want to use and makes 
it simple to present multiple 

biometrics for one verification 
check, rather than having 

to do a multi-step process. 
Ensuring that these scans can 
be done with legacy devices 

and systems, such as existing 
access control systems, 
paired alongside mobile 

authentication systems, is 
another key consideration.

Artificial Intelligence (AI) 
and Liveness

Advanced AI technology 
makes it much easier to 
determine if a scan of an 

individual’s biometric trait 
is valid and if it is done on a 
live individual in real time. 

This enhances the anti-
spoofing capabilities of the 

authentication platform. 
Through the live scans and the 

AI-powered authentication 
process, users experience an 

efficient 1:1 match of their 
scanned biometrics to their 
stored biometric data, with 
enhanced security from the 
endpoint to the application.

Edge-enabled          
Scanning

Rather than requiring users 
purchase of a suite of 

biometric scanners that can 
only be used in one location, 
biometric solutions should 
capitalize on the existing 
edge devices end users 

already have in hand. By 
utilizing a smartphone’s edge-
enabled scanning capabilities 

inherent in the camera or 
built-in fingerprint scanners, 
vendors can focus on open 

integration with these devices 
to conduct highly accurate 

scans and near real-time data 
extraction.

User Accessibility             
and Inclusivity

The benefits that biometric 
solutions offer go beyond the 
contactless and frictionless 

experience. Biometric 
authentication solutions 
that can reduce implicit 
bias and errors (such as 

misidentification of certain 
age ranges or demographic 

groups) or bring under-
represented groups into 

centralized banking practices 
(e.g., unbanked populations 

that lack government 
identification documents) will 
attract the interest of banking 

institutions. 
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CONCLUSION
The banking industry remains 
a first-mover among other 
industries by improving its 
security solutions to better 
protect its customers and their 
financial assets from potential 
fraud and loss. With the rapid 
evolution of the biometrics 
industry toward heightened 
security and providing a 
convenient, frictionless user 
experience, the uptick of biometric 
systems in the banking sector 
comes as no surprise. 

Identifying what capabilities            
a great biometric solution offers, 
coupled with how it can help 
banks to overcome their key pain 
points, will help both biometric 
solution vendors and banks to 
offer a more tailored, seamless 
experience for end users that 
encourages security behind its 
transactions.  
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Highlighting HID’s 
Biometric Expertise
As one of the first providers of digital identity 
solutions, HID’s deep expertise in end-to-
end biometric solutions is apparent from its 
banking solutions portfolio. The company’s 
biometric solutions are serving real-world 
applications that meet the varied demands 
of banking and financial services of all sizes, 
enlivening its mission of “Powering trusted 
identities” for customers.

Frost & Sullivan’s latest research on the 
biometrics industry identifies HID as a 
leader among vendors globally, earning top 
positioning in the 2022 Frost Radar for 
Biometric Authentication Solutions. HID’s 
depth of experience in digital identity and 
biometrics, customization capabilities and 
robust solution portfolio capable of meeting 
the needs of multiple customer groups earn it 
top honors among industry players. 
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Solutions for All Banking Journeys
HID’s biometrics portfolio offers the ideal balance 
between user convenience and enhanced security 
for banking institutions along every touchpoint in the 
customer journey. 

• Mobile Onboarding: Simple, frictionless 
user onboarding and enrollment for banking 
customers on the banking application, with the 
ability to register multiple biometrics and upload 
verification documents

• At the Branch: Biometric-enabled access control 
to secure areas within the branch, such as the 
safe, depository room or data center 

• At the ATM: Outdoor fingerprint scanners and 
facial recognition cameras with ruggedized 
hardware and enhanced imagery detection 
installed on the ATM system to conduct biometric 
identity checks

• Mobile and Online Banking: Simple verification 
tools, paired with liveness detection, AI-enabled 
behavioral biometrics, and passive continuous 
authentication throughout the user session to 
ascertain transactions and session activities as 
true or fraudulent 
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At the 
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Mobile
Banking
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Design the Right Biometric Solution 
for Better Banking Today
Achieve a Secure, User-friendly Banking Experience        
for Your Customers
Banking customers’ demands have shifted dramatically as the 
result of new technology introductions and a change in how they 
interact with banking institutions. Creating a seamless, easy-
to-navigate means to conduct their banking transactions while 
safeguarding personal data is critical. 

Through HID’s industry-leading biometric 
solutions portfolio, banking institutions can 
find the right solution to fit their customers’ 
demands, regulatory requirements and 
operational security needs.

Visit our website 

Read our banking blog posts

Follow us on LinkedIn

https://www.hidglobal.com/solutions/biometrics-banking-finance
https://blog.hidglobal.com/tag/banking
https://www.linkedin.com/showcase/hid-global-extended-access-technologies/?viewAsMember=true
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