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Introduction 

A common perception of many who have heard of the US Government’s Personal Identity 
Verification (PIV) credential is that this technology’s usefulness is limited to the US Government.  
This perception is incorrect.  This paper describes how to identify if the PIV technology is right for 
your logical access and or physical access control applications. 

 

Background 

In 2004 President George W. Bush signed Homeland Security Presidential Directive (HSPD-12) in 
response to a general threat of unauthorized access to U.S. Federal Government physical 
facilities and logical IT assets.  It called for a new standardized identity credential, for use in both 
physical and logical access control, to enhance security, reduce identity fraud, protect employee 
privacy and promote interoperability amongst agencies.  HSPD-12 also directed the National 
Institute for Standards and Technology (NIST) to develop a standard for the new identity 
credential.  The result is the Federal Information Processing Standard (FIPS) Publication 201 
titled: Personal Identity Verification (PIV) for Federal Employees and Contractors.  In 2014 NIST 
released an update commonly referred to as FIPS 201-2. 

PIV Variations 

By policy “PIV” credentials can only be issued to federal employees and some federal contractors.  
This policy has resulted in variations of the PIV credential for other use cases.  The “PIV 
Interoperable” or PIV-I credential is for use by government subcontractors and other groups that 
need to be trusted by the U.S. Government.  The rules for vetting and issuing PIV-I credentials 
are similar but not identical to those for the PIV credential.  Other variations exist for specialized 
use cases such as the Transportation Workers Identification Credential (TWIC) and First 
Responder Authentication Credential (FRAC). 

 

In this paper we discuss another variant commonly called the Commercial Identity Verification 
(CIV) credential which is suitable for non-US Government use.  Examples include commercial 
enterprises, state and local governments, foreign governments and critical infrastructure facilities.  
In this document we collectively refer to these entities as Enterprises.   

 

Initially this variant was referred to as PIV-C for PIV Commercial.  This name was viewed as 
potentially confusing and consequently the CIV nomenclature was developed and promoted by 
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the Smart Card Alliance1.  In general a CIV credential can be thought of as a PIV card used for 
commercial purposes.  

 

It is important to note that all these credential variations use the PIV technology as defined in 
FIPS 201 and various NIST special publications (e.g., NIST SP 800 series).     

CIV Variant 

A CIV card contains all the physical and logical elements of a PIV card.  This is essential to 
ensure it will interoperate with a plethora of PACS and LACS products that exists today.  Where it 
differs from its PIV parent is in several nontechnical ways: 

 Issuance policy – who receives a CIV credential is entirely up to the Enterprise that is 
issuing the cards.  The issuance of PIV cards is highly regulated by US Government policy 
that requires background checks and suitability tests.  In contrast an Enterprise could 
decide to issue a CIV credential based on the recipient being present in the Enterprise’s 
Human Resources database.  Each issuing Enterprise is responsible for defining their 
specific issuance policy. 

 Visual Card Topography – what is printed on the physical card, such as the cardholder’s 
name, picture, branding, color coding, holograms, watermarks, etc. are defined by the 
Enterprise.  Care should be taken to ensure what is printed on the card matches the 
electronic form of that data in the card (e.g., cardholder name). 

 Card Data – depending on the intended use cases some digitally signed elements such as 
fingerprint templates and facial images are optional.  However to get the full benefit of a 
CIV card it is recommended that all the PIV card mandatory data elements specified in 
FIPS 201-2 be included. 

 Identifier – the PIV card has a very specific government identifier known as a FASC-N 
which is not suitable for general use.  The format of the CIV credential identifier is defined 
by the enterprise issuing it.  However, it is highly recommended that the Universally 
Unique IDentifier2 (UUID) be adopted to avoid identifier collisions and conform to the 
industry adopted standard.  

 

Note that a CIV credential will never be accepted as “trusted” by U.S. Federal Government.  Trust 
of external credentials by the U.S. Government is limited to credentials issued by an Issuer that is 
cross-certified with the US Government.  PIV-I credentials are an example of this type of cross-
certification. 

CIV Solution Benefits 

CIV solution benefits include the following: 

 Strongest available security – the PIV technology provides strong authentication, proving 
you are who you claim to be, upon which access to logical or physical assets 
(authorization) is dependent.   

 Digital signature and encryption – one of the most compelling reasons for using a CIV card 
is that they can be used for digital signature and encryption of emails and other 
documents. 

                                                 
1	The	Commercial	Identity	Verification	(CIV)	Credential	–	Leveraging	FIPS	201	and	the	PIV	Specifications:		Is	the	
CIV	Credential	Right	for	You?,		A	Smart	Card	Alliance	Physical	Access	Council	White	Paper,	October	2011,		PAC‐
11003	
2	“A	Universally	Unique	Identifier	(UUID)	URN	Namespace”	as	specified	in	Internet	Society	standard	RFC	4122.	
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 Single credential for both logical and physical access control – strong authentication is 
provided in a single credential that is useable in logical access control systems (LACS) 
and physical access control systems (PACS). 

 Interoperability – use of PIV standards compliant technology removes the proprietary 
nature that exists in many of today’s PACS and LACS solutions.  

 Availability of tested and approved system components – the US Government Services 
Administration (GSA) tests various vendor products in complete end-to-end solutions 
against both security and interoperability criteria.  Products that successfully pass these 
tests are listed on the GSA website (http://www.idmanagement.gov/ficam-testing-program) 
as an Approved Products List (APL). 

 Support for federated environments – a federated environment is one in which multiple 
Enterprises, each with their own credential issuer; wish to establish trust and 
interoperability of their credentials amongst members of the federation.  For example, a 
federation supporting collaboration between various critical infrastructure enterprises (e.g., 
healthcare, nuclear, financial, communications, energy and various types of non-US 
Federal government facilities) can be supported by a CIV solution that allows each facility 
to authenticate and therefore trust the claimed identity of an employee from another facility 
in the federation.  Once the identity is confirmed, authorization can be granted for access. 

What Makes PIV Technology Different? 

The major difference between PIV technology and what is used today for physical access control 
is the type of key involved.  There are two types currently in use for PACS: 

 Symmetric keys – these keys are characterized by the fact that the same key is used to 
both lock and unlock a device (e.g., door) that is providing access control.  For example, a 
brass key used in most homes today is a symmetric key.  Digital symmetric keys also 
exist. 

 Asymmetric keys – these keys are characterized by the fact that separate keys are used 
for locking (e.g., encryption) and unlocking (e.g., decryption).  Asymmetric keys are only 
available in digital form and always come in pairs.  In terms of the door analogy the 
“locking” key is called the Public Key and the companion key, the “unlocking” key, is called 
the Private Key.  The Public Key is considered public in that it does not need to be tightly 
controlled or kept secret.  The only action it can be used for is locking the door.  The 
Private Key must be tightly controlled/kept secret as it can be used to unlock a door.   

 

Asymmetric key pairs are used to sign and or encrypt emails, secure channels to web sites (i.e., 
SSL connections) and to provide strong authentication for access control.  Symmetric keys are 
used for physical access and to encrypt data.  

 

The characteristics exhibited by these different key types have a profound effect on what they can 
be used for.   

 Asymmetric keys are ideal for encryption and digital signature because the 
encrypting/decrypting and signing/signature verification3 keys are separate and one key in 
the pair can’t be derived from the other.  While symmetric keys can and are used for 
decryption they don’t support digital signing. 

 The asymmetric master (“Root”) private key is typically maintained in an off-line, physically 
secured computer in a high security module (HSM).  The computer is never connected to 

                                                 
3	Digital	signature	is	a	process	that	involves	encryption.		Reference	Appendix	B	for	a	description.	
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a network.  The Master private key is not distributed and never leaves the HSM.  Only the 
public key needs to be distributed.  Conversely since the symmetric key performs both the 
encryption and decryption functions it must be securely distributed to where it will be used 
leading to more difficult key management.  This distribution exposes a vulnerability that 
must be mitigated to preserve the key’s integrity.  

 Symmetric key encryption is faster than asymmetric key encryption.  This difference is 
narrowing with the emergence of new asymmetric elliptic curve cryptographic algorithms.  

Determining if CIV is the Right Choice 

This section is designed to help determine whether or not a CIV solution is the right choice for 
your specific use case.  Use the following decision tree to determine your use case requirements 
which will then determine if CIV credentials are the best choice. 

 Does the use case involve a single credential for both physical and logical access control 
systems?  

 Does the use case require a solution that is comprised of nonproprietary interoperable 
components?   

o A solution supporting “interoperability” enables the swapping of one vendor’s 
component for that of another vendor and the solution continues to operate without 
requiring any other changes. 

 Does the use case include the ability to digitally sign or encrypt documents or emails? 
 Does the use case require a high level of security involving 2 or 3 factor authentication and 

dynamically changeable assurance levels? 
o For example, is there a need or desire to use 2 factor authentication (i.e., card plus 

PIN) during normal working hours and 3 factor authentication (i.e., card plus PIN 
plus biometric) during off hours? 

 Is your use case part of a collaboration of two or more Enterprises each with their own 
credential issuer (i.e. a federation)? 

o This use case will require a mechanism for distributing information about revoked 
credentials from each issuer (e.g., a Certificate Revocation List or “CRL”). 

 Does your use case involve multiple sites where the security associated with the 
distribution of symmetric keys to readers at each site would be problematic? 

 

If you answered YES to any of the above questions a CIV solution might be a good choice.  If you 
answered YES to several questions then it is highly likely that a CIV solution is the right choice. 

PIV Lessons Learned 

The US Government now has several years of experience deploying and using the PIV 
technology for physical access.  During this period multiple issues were uncovered, lessons 
learned and corrections made. 

 Slow performance at the door – initial deployments using PIV cards for access control 
resulted in an unacceptable transaction time of approximately 4 seconds.  A transaction 
time of approximately 1 second can be achieved by using: 

o Elliptic curve cryptography (ECC) – PIV cards were initially issued using the RSA 
algorithm for cryptography.  Switching to ECC cuts the transaction time in half. 

o High performance chips on the smart cards – all manufacturers of PIV cards are 
now using new high performance chips. 
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o Optimized card software – this includes optimization of the “Power-On-Self-Test” 
(POST) software.  This can result in a reduction of the transaction time by nearly a 
second. 

 Improper installation – installing, configuring, testing and operating a PIV based solution is 
significantly different and more complex than that for a contemporary PACS solution.  
Many early installations suffered from poor grounding, inadequate power and improper 
configuration.  To address this issue government agencies now require their installers to 
be trained and certified on the technology. 

 User expectations – cardholders accustomed to accessing doors with legacy technology 
(e.g., proximity, MIFARE, etc.) were impatient when presenting their PIV card to the reader 
and removed it too quickly.  This resulted in significant delays leading to frustration.  
Various approaches were used to educate the cardholder population in order to set the 
proper expectation.  The improved performance at the door has significantly reduced this 
issue. 

 Lack of interoperability – initial government testing of PIV solutions was done at the 
component level.  It was soon discovered that this did not achieve the desired 
interoperability within the solution.  The testing and product certification process was 
amended to focus on end-to-end solution testing.  Now all components are tested as part 
of a solution and listed as such on the GSA APL.  The scope of this testing has been 
recently broadened to include the cards themselves. 

 Smart card failures – the PIV card is a dual technology card in that it has both an antenna 
for interfacing with a contactless reader and a contact chip for use in a contact reader.  
Some PIV cards had a tendency for the contactless antenna to fail making the card unable 
to authenticate at a contactless only reader.  The use of dual contact/contactless readers 
resolves this issue.  If a card’s contactless antenna fails it is still useable on the contact 
interface of the reader. 

 

The bottom line is that the US Government has spent a lot of time and money developing, testing 
and improving the PIV technology-based PACS solutions to the point that they are now reliable 
and secure.  As a result, the CIV market can take advantage of this investment and pick and 
choose vendor products on the GSA APL with a high level of assurance the end solution will work 
properly and provide a high level of security and interoperability. 

Building a CIV Solution 

Implementing a CIV PACS solution differs significantly from implementing a traditional PACS 
solution.  To simplify the discussion, the building of a CIV solution is divided into the major 
physical subsystems that comprise a typical deployment.  Beyond the scope of this document is 
the initial planning to determine policies and procedures such as what population will receive CIV 
cards, how will cardholders be vetted, what cardholder data will be loaded onto these cards and 
which access points require strong authentication assurance levels.  All CIV card use cases 
should be identified and used as the basis for determining the enterprises’ policies, procedures 
and cardholder population. 

Provisioning Subsystem 

We define provisioning as providing the cardholder with everything they need for use in a physical 
access control system with strong authentication.  The following physical components are shown 
in Figure 1: 

 CIV cards – these are smart cards that contain the PIV technology physical and logical 
elements and the card’s operating system and basic functionality. 
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 Enrollment station – a computer that is used to gather user data that will be used in issuing 
the CIV card. 

 Card Management System (CMS) – this is a software based component that populates the 
card with the logical data elements.  The CMS maintains a security key that allows it to 
write to the CIV card.  It commands the card to generate a public/private key pair and 
provide the public key to the CMS to be used in a certificate request (the private key never 
leaves the card).  It interacts with the Issuing CA to request and receive various digital 
certificates that will be written to the card. 

 Root Certificate Authority (Root CA) – this is an offline computer program that is used to 
generate the Root public/private key pair (i.e., the “Master” key pair).  The Root CA is 
never connected to a network and the private key is permanently stored in a high security 
module (HSM).  The Root CA self-signs its own certificate which contains its public key.  
This certificate is widely distributed to wherever it is needed (e.g., wherever certificate 
validation done). 

 Issuing CA – this CA receives certificate requests from the CMS to generate and sign end 
user certificates.  Its private key is secured in a HSM.  Its public key is placed in a 
certificate that is signed by the Root CA.  It is widely distributed to wherever it is needed.  
The Issuing CA periodically provides a signed list of certificates it has issued that are now 
revoked (i.e., invalid). 

 Issuance Station – this is a computer program that receives the signed certificates from 
the CMS as well as other user data (e.g., facial image, fingerprint templates) that will be 
written to the user’s card (both logical data and printed data).   

 Card Printer – this is a special purpose machine that is used to print the front and back of 
the card with the user’s name, picture, company branding, etc. 

 

 

 

Figure 1 Cardholder Provisioning Subsystem 
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Enabling the PACS Hardware 

The physical access control system (PACS) must be upgraded to support CIV cards and strong 
authentication processing associated with using the cards.  Fortunately this is mostly 
accomplished by adding components although some hardware changes are required.  The CIV 
cards fall into the category of RadioFrequency IDentification cards (RFID) such as proximity 
cards.  CIV cards differ from proximity cards in the frequency used to communicate with readers.  
Proximity cards operate at 125 kHz.  CIV cards operate at 13.56 MHz.  This frequency difference 
manifests itself in the reader’s antenna shape and processing firmware.  In addition, support for 
strong authentication processing requires the readers to support bidirectional data communication 
to and from the door controllers (a.k.a., panels).  Proximity readers only support unidirectional 
data communication to the controllers.  Consequently the readers must be replaced to 
accommodate the higher frequency and bidirectional communication.   

 

There are two options for implementing strong authentication processing at the door: 

 Adding the authentication firmware to the controller 
 Inserting a specialized module containing the authentication firmware between the reader 

and controller. 
These two options are shown in Figure 2.  The pivCLASS Authentication Module (PAM) provides 
an example of the insertion of a specialized module.  This approach is currently available and 
works with existing traditional controllers.  Several controller manufacturers are in the process of 
adding strong authentication functionality to their controllers.  Once completed these would 
replace the existing controllers and connect directly to the CIV enabled readers.   
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Present Card Present Card
 

 

Figure 2 CIV Enabling Hardware Subsystem 

Enabling the PACS Software 

Traditional physical access control systems typically use a card serial number or equivalent as the 
card identifier.  This number is registered into the PACS headend and then passed down to the 
various controllers along with the privileges associated with that card.  When this card is 
presented at a door the validation consists of checking that the identifier is registered in the 
system and whether or not this card is authorized for access at this door.  Note that this process 
does not check whether or not the person presenting the card is who the card claims.  There is no 
authentication being done in this scenario. 

 

CIV cards are designed to correct this vulnerability through the process of strong authentication.  
To support authentication the CIV identifier along with its corresponding digital certificates must 
be registered.  Higher levels of authentication assurance can be achieved by adding an optional 
PIN that is matched-on-card or a PIN plus biometric (biometric on-card-comparisons are being 
developed but are not generally available at this time).  

 

Registration of the CIV data requires the addition of new software to the PACS headend.  There 
are two options for implementing the registration process: 

 Individual registration – in this case the user presents himself and CIV card to facility 
security officer.  The card is electronically validated and if successful his data is sent to the 
PACS headend software.  The use of biometric authentication is recommended for this 
approach. 
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 Download registration – in this case the required user data is received from an external 
authoritative data source such as a CMS or IDMS (IDentity Management System).  

In addition to individual registration and validation software, headend vendor specific middleware 
is required to upload the registration data into the PACS headend. 

 

Optional software components are available to service special enterprise environments.  These 
include software to: 

 Enable registration from a single source into multiple disparate PACS at geographically 
dispersed sites 

 Validate visitor CIV cards that are not registered in the local PACS  
 Enable the use of mobile readers to validate and register CIV cards 

 

CIV Deployment Options 

The US Government’s public key infrastructure (PKI) is built to service over 4 million cardholders 
from the various government agencies, each of which have complete control over and 
responsibility for their employees.  As a result this PKI is both large and complex.  Several options 
are available to CIV deployments to keep them small, less costly and significantly simpler. 

Issuance Options – Self Issuance vs Service 

Choosing the best approach for issuing CIV credentials is a critical decision in the deployment of 
a CIV access control solution.  For small enterprises deploying and managing a CIV card 
issuance capability can be a daunting task.  Fortunately there are companies that provide CIV 
card issuance services.  These companies typically provide the CMS and CA components in the 
“cloud” and support local Enrollment and Issuance Stations via secure connections over the 
Internet (Ref. Figure 1).  They also provide the expertise to support decisions regarding card 
manufacturer options, cryptographic algorithm options credential data models and can ensure that 
the credentials are consistent with PIV/CIV standards. 

 

HID Issuance Options 
HID offers both a CIV card issuance service from IdenTrust, an HID company, and a suite of 
products to build a self-operated issuance subsystem.  IdenTrust offers a wide range of PKI 
services focused on PKI based credentials.  Their customers include banks, corporations and 
governments.  IdenTrust offers U.S. Federal Bridge Certificate Authority cross-certified Basic, 
Medium, Medium Hardware and PIV-I assurance certificates.  Certificates can be issued from 
IdenTrust’s shared service CA, or from customer “branded” CAs.  Registration options include 
cloud-based with remote enrollment, on-premise enrollment and badging and other enrollment 
methods.   

 

For large enterprises looking to deploy their own CIV issuance subsystem, HID offers a complete 
line of products for credential issuance, including the ActivID Credential Management System 
(CMS) and Fargo Card Printers. ActivID CMS supports the issuance of CIV cards out of the box, 
by leveraging information from your corporate directory, and by connecting to your choice of 
Certificate Authority – such as the Microsoft CA product or CA services provided by IdenTrust, 
Entrust, Microsoft, OpenTrust, Symantec or Verizon.  You can optionally print the smart cards 
leveraging the Fargo printers and Asure ID software. ActivID CMS also provides post-issuance 
card update capabilities to update certificates on the cards or unlock the cards. HID also offers 
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ActivID ActivClient smart card middleware providing smart card services on the Windows and Mac 
desktop to enable authentication, digital signature and encryption for a variety of applications.  

PKI Options ‐ When CRLs are needed 
One of the aspects of a PKI is the dissemination of information to all relying parties about which 
certificates have been revoked and are no longer valid.  An example of this is Certificate 
Revocation Lists (CRLs).  These are an essential ingredient for large federated deployments 
where the validity of credentials from one enterprise (or agency) are relied upon for granting 
access to resources at another member of the federation.   

 

For a single enterprise or small deployments where the revocation data can be entered directly 
into the access control system (e.g., by removing access privileges), the use of CRLs is not 
required and can be optional. 

Federation Option 

In the CIV context a “Federation” is defined as a consortium of enterprises each of which wants to 
be able to trust CIV credentials issued by any member of the Federation.  Each member of the 
Federation agrees to common policies related to the vetting, issuance and use of the CIV 
credentials.  A PKI is ideally suited to provide the security associated with validating credentials in 
a federation.  

 

A simple approach for establishing a PKI Federation is for each member to issue their own 
credentials from their own Issuing CA chained to a common Root CA.  Each member is then 
responsible for periodically updating revocation lists for their credentials and publishing these 
CRLs for consumption by the federation members. 4 

Phased Implementation Options 

A common deployment scenario is to implement the CIV solution in phases.  A multi-phased 
approach might look like the following: 

 Existing situation – all employees have proximity cards and all readers at the door are 
proximity readers that do not support the 13.5 MHz CIV cards. 

 Phase 1 – employees begin to receive their new CIV credentials and are registered into 
the PACS headend.  Replacement of the readers commences with readers that support 
both proximity and CIV credentials.  At this point no strong authentication is being done. 

 Phase 2 – the addition of strong authentication components begins with products that 
support both types of credentials.  Credential issuance and registration continues. 

 Phase 3 – credential issuance completes and all employees now have CIV cards.  Doors 
that have been enabled for strong authentication are now configured to only accept valid 
CIV cards.  These doors are providing the configured level of assurance. 

 Phase 4 – reader replacement and the incorporation of strong authentication components 
is now complete.  Access to all CIV enabled doors now requires successful authentication 
and appropriate authorization. 

HID Product Options for Phased Deployment 
HID offers a full range of products for a phased deployment: 
                                                 
4	An	alternative	approach	is	for	each	member	of	the	federation	to	maintain	their	own	unique	Root	CA.		The	US	
Government	is	an	example	of	this	approach.		The	result	is	a	federated	PKI	which	includes	a	Bridge	CA	whose	
purpose	is	to	technically	enforce	the	policies	of	the	federation.	
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 pivCLASS Registration Engine for registering the newly issued credentials 
o Alternately the pivCLASS IDPublisher product can be used to automatically 

register the credentials directly from the CMS when they are issued 
 pivCLASS Certificate Manager for periodic revalidation to determine if the credential’s 

status has changed over time. 
 pivCLASS Readers that support both legacy (prox, MIFARE and DESFire, and iCLASS) 

and CIV/PIV cards. 
o These readers can be reconfigured in the field to support strong authentication 

process requirements 
 Authentication components (ref. Figure 2) 

o PAM for authentication without replacing the existing controller 
o PAM-in-Panel firmware provided by HID partners that have embedded this 

firmware into their controllers 
 Multi-site deployment components 

o pivCLASS MultiPACS supports the distribution of registration to geographically 
dispersed PACS headends from multiple vendors. 

Conclusions and Recommendations 

The success of any PKI based access control solution will be measured in terms of the 
acceptance by the cardholders of that solution.  This acceptance will be almost entirely based on 
ease of use, meaning the performance at the door for the CIV approach will be compared with 
that of the cardholders’ experience in the previous system.  The following factors will go a long 
way towards achieving this acceptance:  

 Choose (and test) the right card.  Cards from different manufacturers can have 
performance variances of nearly 1 second. 

 Choose the right cryptographic algorithm for the CIV’s Card Authentication Certificate.  
The elliptic curve cryptographic (ECC) algorithm can improve performance at the door by 
almost 2 seconds over the slower RSA algorithm. 5   

 Ensure that the cryptographic self-testing is optimized for high performance.  For 
example, only the algorithms that are actually used for access control need to be tested 
at the time of access.  An argument can be made that this testing is really only necessary 
at the time of issuance for most CIV applications.6 

 Set the expectations of your cardholder before, or when, they first encounter a door with 
strong authentication. 

 Train your cardholders on the proper way to present the new card to the reader to get the 
best performance.7 

Following these recommendations should result in access times of approximately 1 second. 

  

                                                 
5	This	certificate	is	the	one	used	for	access	at	a	contactless	reader.		The	signing	algorithm	used	for	other	
certificates	on	the	card	should	not	be	changed	unless	it	is	certain	that	this	will	not	“break”	applications	that	rely,	
or	will	rely,	on	these	certificates.	
6	In	some	of	the	early	PIV	cards	this	testing	took	up	to	a	second	to	complete.	
7	Diagrams	of	proper	presentation	of	CIV	cards	to	a	reader	are	available	from	HID.	
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Appendix A 

What is Strong Authentication? 

The claim has been made that using PKI based identity credentials, such as PIV and CIV, 
provides the highest level of authentication assurance available for physical access control.  This 
section provides the justification for this claim. 

 

In Figure 3 we depict the typical access control transaction.  A cardholder desiring access to a 
facility presents a credential to a reader at the door reader.  The fundamental question is “Can we 
trust the identifier in the digital certificate that is read by the reader?” 

 

 

Figure 3 Transaction at the door 

 

To answer this question we examine each of the security vulnerabilities in this transaction.  

1. How do we know that the certificate is not a counterfeit? 
The authentication processing checks that the certificate’s digital signature was made 
and attached to the certificate by an Issuing CA that is trusted8.  This process ensures 
the certificate is genuine and has not been modified in any way.  It also means we can 
trust the public key that was in the certificate (it was put there by the issuing CA). 

2. How do we know that the certificate has not be copied or replayed? 
To answer this we must prove that the certificate was issued to this specific CIV card.  
This is done using a process called a “private key challenge”. The authentication 
controller generates a random number (called a nonce) and sends it to the CIV card 
(via the reader) requesting that the card use its private key to digitally sign the nonce 
and return it.  The authentication controller validates the signature using the public key 
from the certificate validated in step 1.  If the signature is valid we know the public and 
private keys form a matched pair and that we can trust the identifier in the certificate.9 

One factor identity assurance has been achieved. 

3. How do we know that the card has not been lost, stolen or shared? 
To confirm this we need a test to bind the card to the individual presenting it.  This is 
done in one of two ways: 

 Request the cardholder provide the secret PIN that is stored on the card.  This 
PIN is sent by the reader to the card for a match-on-card.  If the card responds 
that they match we know the card is neither lost nor stolen. 

                                                 
8	The	Root	CA	certificate	is	obtained	from	the	trusted	Root	CA	issuer	in	a	manner	in	which	the	source	can	be	
confirmed.		The	certificate	itself	is	public.	
9	Reference	Appendix	B	for	a	description	of	the	digital	signature	and	verification	process.	
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Two factor identity assurance has been achieved. 

 In addition to providing and matching the PIN, request the cardholder provide a 
fingerprint by placing their finger on a fingerprint sensor on the reader.  A 
comparison is made of the live fingerprint with a digitally signed fingerprint 
template that is stored on the card at the time of issuance.  If the comparison is 
valid we know the card and PIN have not been shared. 
Three factor identity assurance has been achieved. 

4. How do we know the certificate is still in good status and has not been revoked? 
The authentication processor checks the status for the certificate using the identifier.  If 
the certificate has not been revoked (status valid) the authentication processing is 
complete.  The identifier is then checked for authorization for access to this door and a 
grant/deny decision is made. 
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Appendix  B 

What is Digital Signature? 

Digital signatures and signature verification involve two basic cryptographic concepts, hashing 
and asymmetric encryption/decryption.  Hashing is a process of taking a digital document or 
number X, of arbitrary size, and using a hashing algorithm (program) to reduce it to a unique fixed 
size (e.g., 256 bits) hash value H(X).  Hashing is called a “one-way” function because computing 
H(X) from X is both easy and very fast.  Reconstructing X from H(X) is hard and very time 
consuming.   

 
Figure 4 Hashing Process 

 

For example, if H(X) is 20 bytes (160 bits), then in a brute force attack there are 2160 input values 
to try.  At 1 trillion hashes/sec it will take 1028 years to try them all.  The point is this process is 
very secure. 

 

The digital signature process is shown in figure 5.  An electronic document X is hashed to 
generate a message digest H(X) which is then encrypted using the signer’s private key.  The 
electronic document and message signature (i.e., the encrypted message digest) is then sent in 
the clear to one or more recipients.  (It can also be encrypted if privacy is required.) 

 
 

Figure 5 Digital Signature Process 
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The digital signature verification process is shown in figure 6.  The recipient receives the 
electronic document and message signature.  First the recipient hashes the electronic document 
to get a New Hash value Hnew (X).  Next the recipient takes the signer’s public key to decrypt the 
message signature that accompanied the document to get the original or Old Hash H(X).  Finally 
the recipient compares the old and new hash values.  If they match, the electronic document has 
not been modified and was indeed sent by the owner of the private key corresponding to the 
public key used to decrypt the old hash.  (This also provides sender nonrepudiation).  If the hash 
values don’t match then either the electronic document has been modified or it was signed by 
someone other than the owner of private key matching the public key used to verify. 

 

 
 

Figure 6 Digital Signature Verification Process 

 

It is now clear that digital signature is only possible with asymmetric keys. 

 

Figure 7 shows digital signature and encryption use cases.  The top example shows how 
asymmetric keys support many-to-one encrypted emails.  The recipient (on left) can distribute 
multiple copies of his public encryption key, via his encryption certificate, to an entire federated 
community.  Any member of the federation can then encrypt and send an email to the recipient 
secure in the knowledge that only he can decrypt it using his private encryption key.   

The bottom example shows how asymmetric keys support one-to-many digitally signed 
documents.  The signer, using his private signing key (different key pair than that used for 
encryption) digitally signs a document and sends it, along with a copy of his public signing key via 
his signature certificate, to all members of the federation.  Each member can then independently 
verify who the sender was and that the document has not been modified. 
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Figure 7 Asymmetric Key Use Cases 

 

Note that these use cases are unique to asymmetric keys.  
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References – FICAM docs 

The US Government has published several helpful (and lengthy) documents that articulate the 
benefits, deployment, standards and requirements for the use of PIV type cards in physical 
access scenarios.  All of these documents are available on the Internet. 

 

“Personal Identity Verification (PIV) in Enterprise Physical Access Control Systems (E-PACS); 
Version 3.0, March 26, 2014 

 

 “The Commercial Identity Verification (CIV) Credential – Leveraging FIPS 201 and the PIV 
Specifications”; this is a white paper written by the Smart Card Alliance Physical Access Council 
in October, 2011.  PAC-11003. 

 

“Federal Identity, Credential, and Access Management (FICAM) Roadmap and Implementation 
Guidance”; Version 2.0, December 2, 2011 

  

“Personal Identity Verification (PIV) of Federal Employees and Contractors”;  FIPS PUB 
201-2, August 2 
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