
EXECUTIVE BRIEF

Assessing the real risk 
in the identity journey

Working in the citizen identity business it is very easy to think about risk in terms of 
the compromise of an individual’s physical document (e.g. passport, national identity 
document, driver’s license etc.) or, increasingly, digital identity credential. But as 
we develop more sophisticated security features, enhance encryption techniques 
and increase complexity, are we addressing the real risks? With the level of security 
already deployed to these documents and credentials, does it make sense that 
the most damaging attacks will come from the compromise or forgery of single 
documents, or does the real risk lie elsewhere?

In the physical document world, we need to look deeper than the document itself, back to the issuance process. If we 
accept the premise that the document is not the biggest source of risk, then how the document is acquired in the first 
place must come under scrutiny. After all, a genuine document, complete with all the correct security in place but with 
a fabricated identity, is a valuable asset to someone who wants to conceal who they really are. Therefore, the challenge 
becomes about proving the identity of the individual when they apply for their physical document. Typically, a birth 
certificate or similar, is needed when applying for an identity document for the first time. But birth certificates are 
generally low security documents with no simple way to guarantee authenticity, and in many countries the process of 
identifying and registering children at birth is poor. So, the real risk in the physical document world originates at the 
start of the identity journey. A robust civil registration process is a necessity to mitigate the risk of genuine identity 
documents being created from falsified breeder documents. The civil registry can be a linked to other identity databases 
to act as a single source of truth, allowing requests for new identity documents to be authenticated against a central 
record. In this way, it becomes much more difficult to obtain a genuine identity document based on a false identity. 

The push for convenience is another source of risk to the identity journey. It is clear that new technology is paving 
the way to better user experiences and simpler ways of proving our identity. However, convenience must be balanced 
against the risk of compromising the identity management process. Take, for example, remote onboarding to identity 
schemes. Technology is creating ways in which an individual can apply for an identity document from the comfort of 
their own home rather than travelling to an office. While the convenience is great, the risk around a first-time enrollment 
is considerably higher and open to the creation of false identities—i.e. enrolling an individual with fraudulent details. 
The creation of synthetic identities, based on machine-created or altered biodata, is a real threat to this remote 
enrollment process.

For first-time enrollment particularly, the risks must be mitigated either by having the person attend a supervised 
enrollment where details can be checked and possibly biometrics taken, or by the use of a secondary credential 
that has already been issued after attendance to a government supervised enrollment. The enrollment process must 
securely attribute an identity to an individual, and then store this identity for future authentication—whether for official 
or commercial purposes. Usually this will mean the issuance of a physical or digital credential that can be readily 
authenticated without the need to continually access the central database online.

Risk exists throughout the identity journey, but the greatest risks occur in the authentication of individuals before 
identity documents are created. These risks are best addressed by having a robust civil registration scheme, and 
an enrollment process which strongly links the individual to their core identity credential. With these steps in place, 
societies can deliver safer, more secure and convenient identity processes for citizens.
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