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PROTECTING PEOPLE DURING A GLOBAL HEALTH CRISIS

Keeping facilities clean has never been more important. From hospitals to 
airports, high-touch surfaces can expose people to dangerous pathogens, 
putting both organizations and the broader public at risk. 

Companies whose facilities require authentication are acutely aware of these 
issues. Contact-based biometric technologies like fingerprint readers are the 
most prevalent in the market. Do they put people at greater risk of infection 
than contactless technologies? To answer this question, it’s important to 
consider both context and common sense. Because even in situations where 
authentication doesn’t involve touch, the next steps almost always do: opening 
a door, handling a phone or manipulating a keyboard or mouse.

In the race to make sure facilities are both sanitized and secure, the evidence 
suggests that simple solutions are often most effective. Here’s why.

BIOMETRICS IN THE REAL WORLD

The global pandemic has heightened the world’s attention to the importance 
of disinfecting high-touch surfaces and reducing the spread of infectious 
diseases. Though Covid is primarily spread via airborne droplets, there are 
many other illnesses — from the common cold to influenza — that can spread 
from contaminated surfaces. 

Small wonder, then, that interest in contactless technologies has risen so 
dramatically. According to research from Capgemini, 77% of the world’s 
consumers expect to increase their use of touchless technologies during the 
pandemic; 62% expect to rely more on touchless even after the pandemic is 
over. A Mastercard study found that 46% of consumers have swapped their 
top-of-wallet card for one that offers contactless.

Contactless payment is one thing. What about contactless authentication 
technologies? At the moment, people may be concerned about interacting 
with keypads, fingerprint readers and other devices that are commonly used 
to authenticate identity. But organizations should think twice before swapping 
their fingerprint readers for touchless technologies like iris or facial scanners. 

Though these technologies may seem more hygienic, closer examination 
suggests several challenges with their adoption — not to mention their 
ability to truly prevent the spread of illness. Highly accurate contactless 
authentication technologies are more expensive than their contact-based 
counterparts. They may also require a more tightly controlled environment, 
since factors like variations in ambient light and background noise can 
significantly degrade the accuracy of contactless biometrics. According to 
research from the National Institute of Standards and Technology, or NIST, the 
accuracy of contact-based fingerprint authentication technologies is generally 
better than 99.5%. To approach that figure with contactless scanners, users 
had to scan several different fingers.

“Even in situations where 
authentication doesn’t 
involve touch, the next 
steps almost always do: 
opening a door, handling 
a phone or manipulating        
a keyboard or mouse.”

https://www.capgemini.com/us-en/wp-content/uploads/sites/4/2020/06/Touchless-Interface_V6.pdf
https://newsroom.mastercard.com/asia-pacific/press-releases/mastercard-study-shows-consumers-moving-to-contactless-payments-for-everyday-purchases-as-they-seek-cleaner-touch-free-options/
https://newsroom.mastercard.com/asia-pacific/press-releases/mastercard-study-shows-consumers-moving-to-contactless-payments-for-everyday-purchases-as-they-seek-cleaner-touch-free-options/
https://nvlpubs.nist.gov/nistpubs/ir/2020/NIST.IR.8307.pdf
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Other contactless authentication technologies, like facial recognition devices, 
require people to do things that are ill-suited to preventing the spread of 
airborne illnesses—in particular, to remove their masks.

More fundamentally, organizations must consider what actually happens once 
people have been authenticated. Will they need to interact physically with the 
environment? Will they touch a door or computer, or manipulate a medical 
device? In the most common high-security environments, the answer is almost 
always “yes.”

Analyze authentication in this context, and hygiene becomes less about 
eliminating a single touchpoint than about making sure the environment is 
designed to accommodate and promote safe behavior.

REDUCING RISK IN HIGH-TOUCH ENVIRONMENTS

There are two best practices for reducing the risks that are posed by 
high-touch authentication technologies. The first, unsurprisingly, relates to 
routine disinfection of devices. Commercially available products such as Clorox 
Disinfecting Wipes, for example, are on the EPA’s list of antimicrobial products 
for use against SARS-CoV-2 and can disinfect all HID fingerprint readers and 
sensors. Where they are not available, other ethanol or isopropanol products 
in a concentration of up to 70% can be applied with the same lens tissues and 
microfiber cloths that are used to clean eyeglasses. The EPA has also published 
detailed guidelines for determining how frequently various public and private 
spaces should be cleaned.

The second way organizations can reduce the spread of illness is by encouraging 
people to disinfect their hands before and after they touch authentication 
technologies, whether with hand sanitizer or simple soap and water. The 
importance of good hand hygiene for preventing the spread of transmittable 
diseases is well established, and these simple interventions are very effective in 
keeping people safe — and reminding them that the organization is concerned 
about their well-being.

SMART HYGIENE CAN KEEP PEOPLE SAFE

Though public attention to hygiene may wane once the pandemic is over, the 
threat of contagious diseases is not likely to diminish. Fortunately, like many 
things that relate to public health, simple habits and practices have outsized 
effects when it comes to preventing the spread of illness.

Learn more about HID Global’s portfolio of readers and how to keep them clean.
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“Hygiene becomes less 
about eliminating a 
single touchpoint than 
about making sure the 
environment is designed 
to accommodate and 
promote safe behavior.”

https://www.epa.gov/pesticide-registration/list-n-disinfectants-use-against-sars-cov-2-covid-19
https://www.epa.gov/pesticide-registration/list-n-disinfectants-use-against-sars-cov-2-covid-19
https://www.epa.gov/sites/production/files/2020-04/documents/316485-b_reopeningamerica_combo_placard_infographic_4.19_6pm.pdf
https://www.hidglobal.com/products/readers/single-finger-readers
https://www.hidglobal.com/sites/default/files/resource_files/eat-bio-fingerprint-reader-cleaning-guide-en.pdfhttps://www.hidglobal.com/sites/default/files/resource_files/eat-bio-fingerprint-reader-cleaning-guide-en.pdf

