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DELIVER BETTER MEDICAL CARE AND MEET REGULATORY 
HURDLES THROUGH SINGLE SIGN-ON (SSO) AUTHENTICATION
When caring for patients, every minute counts. Time matters to physicians, 
nurses and other critical clinical medical staff. The ability for medical staff to 
quickly attend to patients is vital for the level-of-care expectations we have for 
ourselves and our loved ones. However, with today’s demands in healthcare 
for enhanced physical security, greater healthcare data privacy and stringent 
regulatory requirements, the task of using multiple badges and passwords 
to access hospital campuses, clinical treatment areas and patient health 
records has become overly burdensome and time consuming for clinicians. 
Consequently, this time is lost for patient care and interaction.    

Loss of Time and Productivity Is Rampant in Medicine
While under the stress of providing quality care with limited time and 
resources, clinicians are required to sign into multiple disparate hospital 
systems and locations — dozens of times per shift — in order to remain 
compliant with the abundant regulatory requirements. To make matters more 
complicated, the requirements typically include complex passwords which 
must be changed on regular schedules to ensure the safety of the network. 
As a result, not only is time spent, and lost, over and over in these scenarios 
(multiplied many times over for every clinician), but the time sink further 
balloons when credentials are forgotten and staff members become locked 
out of the network, adding time and costs for the IT department to intervene. 
Or worse, staff members expose the network to vulnerabilities by writing 
passwords down in shared areas, subjecting the organization to a potential 
security breach, and subsequently, fines and penalties. 

When considering a ‘day in the life’ of a clinician, the maze each must navigate 
for proper access is daunting — and the loss of time productivity across an 
organization can be staggering. A few typical areas where an ID badge and/or 
password is required for access include:

 � Parking areas

 � Entrances to building 

 � Time and attendance clocks

 � Personal workstations or floors

 � Special access areas (intensive care unit, emergency room, operating room, 
neonatal units, etc.)

 � Sterile core areas (where syringes, scalpels, etc. for surgery are 
checked-out)

 � Medication dispensaries

 � Hospital information systems  

 � Electronic health record (EHR) applications 

 � Expensive treatment equipment

 � Printers (for secure printing of patient documents) 

 � Laundry services 
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In addition to healthcare systems being required to track and/or protect staff, 
patients, contractors, credentials and sensitive records, they must also inventory 
and safeguard expensive pieces of equipment and controlled substances. 
Stringent regulations and compliance standards mandate how healthcare 
organizations operate — from the Health Insurance Portability and Accountability 
Act (HIPAA) to the Joint Commission to the federal Drug Enforcement Agency 
(DEA) and the Electronic Prescriptions for Controlled Substances (EPCS) — and 
non-compliance brings stiff penalties and fines. This has created a healthcare 
system which is very complex and often inefficient, but that doesn’t mean that 
verifying identities and granting access to critical systems and locations has to 
be.

SSO Improves Security and Provides More Time for Patients 
Using single sign-on (SSO) RFID contactless technology to authenticate 
identities and streamline workflows saves time and improves productivity — up 
to 45 minutes per day or more per clinician. In a recent study of 19 facilities 
by Perspectives in Health Information Management, a mean of 2,584 hours of 
mixed clinician time were liberated per facility per year using SSO to access 
the electronic health record (EHR) and clinical applications while roaming the 
hospital. The annual dollar value of clinician time liberated from keyboard use to 
care for patients was $3,201,001 for the 19 facilities, or $168,474 per hospital.

Federal mandates in the U.S. already require hospital staff to display a picture 
ID badge, so hospital systems can easily use and integrate that same ID to grant 
staff members access to multiple systems and areas. If we look back at our ‘day 
in the life’ scenario and revisit the subject of securing special access areas or 
safeguarding expensive pieces of equipment, SSO offers a breakthrough solution. 
Not only can SSO secure user access to various types of equipment across 
an organization — computer workstations, EHR applications, infusion pumps, 
ultrasound machines, mobile x-ray machines and telemetry machines — it can 
also provide access to sensitive floors/wards and other areas like employee 
lockers. 

Before granting a staff member access to a location, a piece of equipment or 
an application, SSO technology confirms and enforces access policies, such as 
user privileges or user group roles, to ensure that the badge has the appropriate 
assigned rights. Rather than a clinician needing to remember a separate 
password to enter a computer workstation system, then another to access the 
patient’s EHR chart — and yet another to administer medicine from an infusion 
pump — a simple swipe of a badge takes care of it all.  

SSO Reduces Risk and Saves on IT Costs 
While SSO solutions provide the benefit of saving time and improving efficiency 
for clinicians, it also offers several other benefits. The solution helps healthcare 
administrators stay compliant with many mandated audit controls and demands 
for protected information. For example, HIPAA mandates that organizations 
implement hardware, software and/or procedural mechanisms that record and 
examine activity in information systems containing or using electronic protected 
health information (ePHI). Single sign-on technology provides a detailed log of 
each user who accessed a system and what they did while on the network; this 
reduces the risk associated with inappropriate access, unauthorized disclosures 
of ePHI and potential intrusions or malicious activity. 

In addition, detailed logs from SSO provide helpful forensic evidence during 
investigations of security incidents and breaches. A prime example of this is 
demonstrated in a case that resulted in a former MedStar Ambulance paramedic 
being convicted on counts of identity theft and fraud because he altered patient 
records to steal narcotics over a two-year period. The various irregularities 
compared to the corresponding hospital records were discovered in his logs and 
revealed his activities. 
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SSO also helps manage risk in the area of secure printing. In a common 
healthcare scenario, a clinician may print sensitive patient orders from an exam 
room to a central office printer. The patient’s private information then sits on 
the printer until retrieved by the clinician or another member of the staff — or 
anyone else nearby. With SSO and secure printing using a trusted identity, the 
document is not immediately released for print. Instead, it is not printed until the 
physician, pharmacist or other authorized user authenticates their identity at the 
printer, using the same card used for other access control systems.

By verifying trusted identities, not only does SSO maintain full regulatory 
compliance and reduce the risks associated with inappropriate access, it also 
mitigates 90% of lost or stolen identification and password-related help desk 
calls. Fewer calls to the service desk for password support reduces IT needs and, 
in turn, saves time and money across the organization.

When Necessary, Multi-Factor Authentication Is a Simple Add
When a healthcare organization wishes to add additional protections to SSO 
for particular locations or applications, convenient options can be added, such 
as two-factor authentication (2FA). Two-factor authentication is an extra layer 
of protection that requires more than one form of credential to be used for 
access. This strategy is ideal for sensitive applications where additional security 
is required. 

For example, e-prescriptions (eRx) allow physicians to digitally sign prescriptions 
and send them electronically to the pharmacy. To prevent unauthorized 
prescribing and unauthorized access to sensitive information, the DEA regulates 
eRx and requires two-factor authentication. Clinicians must include two of 
these three authentication factors — something they know (a PIN or password), 
something they have (a badge or mobile ID) and something they are (a 
biometric identifier).  

SSO can easily be used in combination with other identifying factors to 
accomplish two-factor authentication. For example, ID badge cards can be 
combined with a unique PIN on a card reader, or a mobile phone can also be 
used as a credential. Since mobile phones already have one form of identification 
built in (typically a biometric like facial recognition or a fingerprint or a swipe 
pattern and/or a password), two-factor authentication is easily accomplished 
when using a mobile ID. 

SSO Scores a Win-Win in Healthcare 
Implementing an SSO solution provides several benefits to a healthcare 
organization. Not only can it help clinicians spend more time and deliver better 
patient care, it reduces risk for organizations by delivering compliance and 
meeting audit demands while also easing the shared or forgotten password 
burden on the IT department. These benefits translate to increased satisfaction 
across the organization — for the patients, the clinical staff, the IT workforce and 
administrators. 

SSO also offers the convenience of contactless authentication. By liberating 
clinicians and other medical staff from the constant use of keyboards and PIN 
pads for access, organizations can help reduce the spread of germs and viruses 
through shared surfaces — something we’re all looking to do in today’s sensitive 
environment.  

For more information on HID Global’s contactless RFID technology and biometric 
solutions and how your healthcare organization can benefit from implementing 
MFA and SSO authentication, visit https://hid.gl/4fF. 

https://www.hidglobal.com/authentication-technologies?utm_campaign=eat-hcmedstaff&utm_medium=website&ls=website&utm_source=content-track&utm_offer=hid-web-page&utm_detail=medical-staffing-link-to-authentication-solutions-web-page

