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Introduction

The banking environment is always 
changing, so it’s essential to keep a close 
eye on market trends and develop and 
provide solutions that ensure compliance 
challenges are effectively overcome. 

As banking processes and customer 
access increasingly rely on digital 
platforms, the PSD2 encourages service 
providers to readdress their security 
solutions and draw on the strength 
of open banking while ensuring more 
effective API management. 

In response to these market trends 
and challenges HID Global is putting 
particular focus on developing digital 
banking security solutions which will 
empower financial institutions to meet 
the challenges in relation to the PSD2 
standards while satisfying the increasing 
demand from customers for secure 
banking transactions and enablement to 
bank smarter anytime, from anywhere.

The European Parliament has defined a 
second version of the Payment Service 
Directive to bring more transparency, 
more security and more innovation. 
This was required due to the important 
growth of online fraud, the need for 
more competition and to better protect 
the consumer, the inconsistency in the 
application of PSD1 and the multiplication 
of unregulated players. 

As a result of the Payment Service 
Directive 2, new TPP (Third Party 
Providers) will be introduced that will rely 
on banks’ data to propose new customer- 
centric solutions to the market. Those are 
the AISP (Account Information Service 
Providers) and the PISP (Payment 
Initiation Service Providers). The AISP will 
get access, with the consumer’s consent, 
to all his/her account information and 
the PISP (Payment Initiation Service 
Providers) that will be able to initiate 
money transfers from account to account 
with no payment scheme in the middle. 

The banks, called the ASPSP (Account 
Servicing Payment Service Providers),  
will have to give access to accounts 
(XS2A) by opening some APIs for the 
TPP to fulfill their mission. 
 
This directive will have a deep impact 
on the banking ecosystem by pushing 
financial institutions to become more 
customer centric. Also, with the 
availability of those APIs, the ecosystem 
will have access to a vast amount of 
data to analyze the customer behavior 
and habits and consequently offer 
personalized and tailored services.

This banking ecosystem disruption can 
only happen if the consumer’s trust is 
in place and not damaged by fraud. 
In this regard the PSD2 is bringing a 
new level of security and requirements 
for stronger customer authentication 
in particular, which will help financial 
institutions to build trust with their 
customers and therefore empower the 
adoption of digital services. Multi-Factor 
Authentication along with Mobile 
Application Security and Threat and 
Fraud Detection are now mandatory 
pieces to insure consumers’ protection.

In this paper we will help you to 
understand how HID Global solutions 
for secure digital transactions can 
enable organizations to meet the 
requirements of this directive and turn 
them into growth opportunities. Our 
Trusted Transactions offering provides 
a multi-layered, versatile and integrated 
risk-based advanced authentication 
platform for financial institutions. In 
addition it offers risk-appropriate and 
cost-effective Multi-Factor Authentication 
along with adaptive security enabling 
users to bank from anywhere and any 
device. The layered approach empowers 
banks to tailor the authentication method 
and authenticator to specific user groups 
as well as to specific risk levels. HID 
Trusted Transactions offering consists 
of HID® Risk Management Solution, HID® 
Authentication Server platform and 
Authentication devices portfolio.

WHITE PAPER

Unlock A Future Of Opportunities
How to get ready for PSD2



WHITE PAPER

GENERAL  
AUTHENTICATION  
REQUIREMENTS

hidglobal.com 2

© 2018 HID Global Corporation/ASSA ABLOY AB. All 
rights reserved. HID, HID Global, the HID Blue Brick 
logo, LinTag, and the Chain Design are trademarks or 
registered trademarks of HID Global or its licensor(s)/
supplier(s) in the US and other countries and may  
not be used without permission. All other trademarks, 
service marks, and product or service names 
are trademarks or registered trademarks of their 
respective owners.

2018-05-21-HID IAM-Unlock A Future Of Opportunities 
How to get ready for PSD2-en

HID Global Solution framework 

PSD2 ARTICLE #2 Payment service providers shall have 
transaction monitoring mechanisms in place 
that enable them to detect unauthorized 
or fraudulent payment transactions for 
the purpose of the implementation of the 
security measures referred to in points (a) 
and (b) of Article 01.
 
Those mechanisms shall be based on 
the analysis of payment transactions, 
taking into account elements which are 
typical of the payment service user in 
the circumstances of a normal use of the 
personalized security credentials.

2. Payment service providers shall 
ensure that the transaction monitoring 
mechanisms take into account, at 
a minimum, each of the following 
risk-based factors:

(a) lists of compromised or stolen 
authentication elements;

(b) the amount of each payment 
transaction;

(c) known fraud scenarios in the 
provision of payment services;

(d) signs of malware infection in any 
sessions of the authentication procedure;

(e) in case the access device or the 
software is provided by the payment 
service provider, a log of the use of the 
access device or the software provided 
to the payment service user and the 
abnormal use of the access device or  
the software.

HID Global embeds in its Trusted 
Transactions solution a Risk Management 
Solution (RMS) for threat and fraud 
detection. Not only is it capable of 
monitoring the transactions in real time, 
but it also detects malware infection on 
the user’s device and builds a behavioral 
biometrics profile to detect any change  
of person.

HID RMS brings an alternative next- 
generation digital fraud and cyberthreat 
detection solution, with the capacity to 
detect traditional as well as modern threats 
that jeopardize: 

• online and mobile banking

• transaction systems 

• sensitive applications 

Our solution is a full-stack fraud 
detection system based on a modern, 
cognitive security, user-centric approach. 
The combination of evidence-based 
cyberthreat detection capabilities and 
behavioral biometrics— supported by 
machine learning— makes it a perfect fit 
for combatting the ever-changing threat 
landscape of modern banking applications. 

This solution can be deployed on premises 
or in the cloud, requiring virtually no or 
very simple integration which makes the 
deployment easy and fast. In addition, 
HID® Risk Management Solution provides 
a comprehensive dashboard helping 
organizations to improve efficiency by 
presenting a single view of the general 
trend of threat as well as the ability to 
follow specific device, user or session  
and detect attacks in a timely manner.

It uses a proprietary digital identity- 
sensing technology to tell users and 
fraudsters apart. This unique set of  
device fingerprinting and user 
identification techniques was developed 
because traditional fraud detection 
methods couldn’t keep up with modern 
threats and complex online environments. 
This technology is based on the 
assumption that every user is identifiable 
by his or her behavior patterns, biometric 
markers and typical actions— including, 
but not limited to: 

• payments

• signups

• spending patterns 

By analysis of such parameters using the 
latest advances in machine learning and 
artificial intelligence, we’re able to detect 
minor indicators on the user side, and 
spot fraud or higher credit risk even in 
real time. 

The HID Authentication Server platform 
enables full life cycle status management 
of service users’ security credentials. 
This enables service providers to 
securely keep track of active and 
non-active authentication elements that 
may have been retired on account of 
beingcompromised, lost or stolen.

For the administrators, the log HID 
Authentication Server platform maintains 
a secure, tamper-evident audit log 
of all authentication, transaction and 
authorization requests. This capacity is 
delivered as each record in the audit log 
is digitally signed and contains a unique 
sequence ID.
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1. Where payment service providers 
apply strong customer authentication in 
accordance with Article 97(1) of Directive 
(EU) 2015/2366, the authentication shall 
be based on two or more elements which 
are categorized as knowledge, possession 
and inherence and shall result in the 
generation of an authentication code.

The authentication code shall only be 
accepted once by the payment service 
provider when the payer uses the 
authentication code to access its payment 
account online, to initiate an electronic 
payment transaction or to carry out  
any action through a remote channel  
which may imply a risk of payment fraud  
or other abuses.

2. For the purpose of paragraph 1, 
payment service providers shall adopt 
security measures ensuring that each of 
the following requirements is met:

(a) no information on any of the  
elements referred to in paragraph 1 can 
be derived from the disclosure of the 
authentication code; 

(b) it is not possible to generate a 
new authentication code based on the 
knowledge of any other authentication 
code previously generated;

(c) the authentication code cannot  
be forged.

AUTHENTICATION 
CODE

3. Payment service providers shall 
ensure that the authentication by means 
of generating an authentication code 
includes each of the following measures: 
 
(a) where the authentication for remote 
access, remote electronic payments 
and any other actions through a remote 
channel, which may imply a risk of 
payment fraud or other abuses, has 
failed to generate an authentication code 
for the purposes of paragraph 1, it shall 
not be possible to identify which of the 
elements referred to in that paragraph 
was incorrect;

(b) the number of failed authentication 
attempts that can take place 
consecutively, after which the actions 
referred to in Article 97(1) of Directive 
(EU) 2015/2366 shall be temporarily or 
permanently blocked, shall not exceed 
five within a given period of time; 

(c) the communication sessions 
are protected against the capture 
of authentication data transmitted 
during the authentication and against 
manipulation by unauthorized parties  
in accordance with the requirements  
in Chapter V;

(d) the maximum time without activity 
by the payer after being authenticated 
for accessing its payment account online 
shall not exceed five minutes.

HID Global embeds in its Trusted 
Transactions solution a Multi-Factor 
Authentication portfolio that allows 
banks to deploy strong customer 
authentication to their end-users  
and employees. 

This portfolio complies with the standard 
requirements of strong customer 
authentication, among them, as listed  
in Article 04:

• The generated authentication  
code is valid only once

• No information can be derived  
from the disclosure of the 
authentication code

• It’s not possible to predict  
the next authentication code  
to be generated

• The authentication code  
cannot be forged

PSD2 ARTICLE #4
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HID Global Solution framework 

It supports multi-protocol and robust 
algorithms for One Time Password (OTP) 
technology and also digital signature 
mechanisms based on either symmetric 
(X9.9, OATH) or asymmetric algorithms 
based on Public Key Cryptography.

HID Multi-Factor Authentication portfolio 
proposes an extended range of hardware 
and software tokens:

1. Software tokens—Authentication 
data is always communicated to the 
authentication server via secured 
encrypted channels and complies with 
the requirement 3 (c) of this article. HID 
Approve is part of HID Global’s soft token 
offering, available as:

• Mobile soft token: a stand-alone 
mobile application or as an SDK 
for Android and iOS. It delivers 
the authentication code based 
on public key cryptography via 
a push notification when the 
mobile device is online and based 
on OTP technology when the 
mobile device is offline. It supports 
mobile biometry with fingerprint 
recognition and facial recognition on 
iPhone X.

• PC soft token: on Windows 10 
as a PC soft token leveraging 
Windows notification mechanism 
and also embeds an OTP generator 
mechanism.

2. Hardware-based authentication 
devices offer different form factors 
supporting OTP technology. In addition, 
due to the evolving consumer demand, 
HID Global keeps developing modern 
and innovative solutions to enable banks 
and their customers to benefit from a 
superior user experience. 

The ActivID® BlueTrust™ token enables 
customers to authenticate to their bank 
conveniently, without having to read or 
type in an OTP by delivering it directly and 
securely to the customer’s client machine 
over Bluetooth® Low Energy (BLE).

HID ActivID Tokens portfolio support 
several user authentication algorithms 
with synchronous dynamic parameters 
in conjunction with robust and 
well-deployed cryptographic algorithms 
to ensure the improbable outcome of 
the authentication code being accepted 
more than once within a synchronization 
range. Below you can find a list of the 
major algorithms supported by HID 
hardware tokens.

• ActivID proprietary based on 3DES 
algorithms that combines three 
moving factors to reinforce the 
strength of the dynamic password 
(time and/or event counter with 
or without diversification of the 
authentication keys after the 
generation of the OTP). 

• Challenge Response protocol based  
on 3DES algorithm. 

• Standard open authentication 
framework (OATH – RFC4226) with  
either Event Based (HOTP) or Time  
Based (TOTP) moving factors or 
challenge response mechanism 
(OCRA) based on HMAC algorithm.  

• Standard FIDO U2F protocol  
for web user authentication is a 
challenge response mechanism 
extended with phishing, Man-in-
the-Middle (MitM) and device 
attestation protections based on 
public key cryptography. This online 
authentication service is available 
from ActivID® BlueTrust™ Token.

PSD2 ARTICLE #4
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DEVICE FUNCTIONS
DYNAMIC
LINKING

SANITY 
CHECK

CLONING
PROTECTION

INDEPEND-
ENCE

PSD2
COMPLIANCE

One button HW token/ 
smartcard
Possession: HW token
Knowledge: Password

N/A YES, for  
authentication  
procedure and  
authentication  
code only

Keypad  HW token
Possession: HW token
Knowledge: PIN/Password

N/A YES, for all  
use cases

Transaction on  
different device

Mobile authentication  
with mobile application 
security
Possession: Mobile
Knowledge: PIN/Password 
Inherence: Fingerprint

YES, for all  
use cases

Transaction on  
same device,  
different app

Mobile authentication  
with mobile  
application security
Possession: Mobile
Knowledge: PIN/Password 
Inherence: Fingerprint

YES, for all  
use cases

Transaction on  
different device

Mobile SDK with mobile  
application security
Possession: Mobile
Knowledge: PIN/Password 
Inherence: Fingerprint

YES, for all  
use cases

Transaction on  
same device,  
same app

Mobile SDK with mobile  
application security
Possession: Mobile
Knowledge: PIN/Password 
Inherence: Fingerprint

YES, for all  
use cases

Hello Jane

Please validate your 
online logon request

Decline

Approve

Hello Jane

Please validate your 
online logon request

Decline

Approve

X

SDK

AUTHENTICATION 
CODE

HID Multi-Factor Authentication extended 
range of hardware and software tokens 

PSD2 ARTICLE #4

SDK
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HID Global Solution framework—HID Approve (Soft Token)

DYNAMIC LINKING

1. Where payment service providers 
apply strong customer authentication 
in accordance with Article 97(2) of 
Directive (EU) 2015/2366, in addition  
to the requirements of Article 04 of  
this regulation, they shall also adopt  
security measures that meet each of  
the following requirements:

(a) the payer is made aware of the 
amount of the payment transaction and 
of the payee;

(b) the authentication code generated is 
specific to the amount of the payment 
transaction and the payee agreed to by 
the payer when initiating the transaction;

(c) the authentication code accepted 
by the payment service provider 
corresponds to the original specific 
amount of the payment transaction  
and to the identity of the payee agreed 
to by the payer;

(d) any change to the amount or the 
payee results in the invalidation of the 
authentication code generated.

2. For the purpose of paragraph 1, 
payment service providers shall adopt 
security measures which ensure the 
confidentiality, authenticity and integrity 
of each of the following:

(a) the amount of the transaction and  
the payee throughout all of the phases  
of the authentication;

(b) the information displayed to the 
payer throughout all of the phases  
of the authentication including the 
generation, transmission and use of  
the authentication code.

3. For the purpose of paragraph 1(b) 
and where payment service providers 
apply strong customer authentication 
in accordance with Article 97(2) of 
Directive (EU) 2015/2366 the following 
requirements for the authentication  
code shall apply:

(a) in relation to a card-based payment 
transaction for which the payer has given 
consent to the exact amount of the funds 
to be blocked pursuant to Article 75(1) 
of that Directive, the authentication code 
shall be specific to the amount that the 
payer has given consent to be blocked 
and agreed to by the payer when 
initiating the transaction;

(b) in relation to payment transactions 
for which the payer has given consent 
to execute a batch of remote electronic 
payment transactions to one or several 
payees, the authentication code shall be 
specific to the total amount of the batch 
of payment transactions and to  
the specified payees.

HID Approve delivers a solution to  
meet the PSD2 dynamic linking 
requirements with enhanced security and 
unrivaled user experience. HID Approve 
is available as a stand-alone mobile 
application or as an SDK that can be 
embedded into a mobile banking app. 
It relies on out-of-band, secure channel 
communication with the authentication 
server platform to retrieve the contents 
of the payment details.  
 
The Secure Channel consists of both TLS 
and an additional layer of AES encryption 
using device-specific keys assigned and 
bound to the user’s device during the 
registration process. Additionally, HID 
Approve enables service providers to 
implement best practices around the TLS 
trust certificate with server certificate 
pinning. This allows the payment service 
provider to display the contents of 
the transaction details to the end-user 
privately, and securely. 

Payment details may include:

• the transaction amount

• payee information

• any other details the service 
provider may deem necessary  
for the customer to see

The transaction information displayed is 
the content that will be cryptographically 
signed by the customer and is an 
exact representation of the transaction 
information that will be processed 
(WYSIWYS—What You See Is What 
You Sign). Therefore, the payer is made 
aware of the amount and payment in 
compliance with this article.

PSD2 ARTICLE #5
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To ensure an additional measure of 
privacy on the customer’s device screen, 
the service provider may optionally 
enforce the usage of a password, a 
PIN or mobile platform biometric such 
as fingerprint and facial recognition 
to unlock the application and let the 
customer view the contents of the 
transaction details. 
  
Once the transaction details are securely 
retrieved from the back end and displayed 
to the end-user, the user may review the 
transaction details and decide to approve 
or decline it. The transaction information 
as well as the user’s decision is then 
signed using public-key cryptography. 
The private key is generated and securely 
bound to the end-user’s device at the time 
of registration, and no copies of the private 
key can ever leave the user’s device.

HID Approve also has an ‘offline’  
mode that behaves the same way as  
the ActivID® OTP Tokens.

Hardware-based devices— ActivID®  
OTP Tokens
HID ActivID Hardware Tokens are 
equipped with numerical keypads (such 
as the FlexiToken, Keychain Token, Pocket 
Token) and can be used to generate Data 
MACing (Message Authentication Codes) 
—this enables multiple values to be 
entered and ‘signed’ by the token in order 
to achieve the compliance with Dynamic 
Linking requirement. The ActivID OTP 
Tokens can be used in different ways:

• OTP generation (for authentication)

• Challenge/response  
(for authentication)

• Multi-field data MACing  
(for transaction signing)

Several numerical parameters that 
constitute important variables of a 
transaction may have to be entered by 
the user on the token as a challenge,  
such as: 

• payment amount
• or some component of the  

payee’s account number  
(e.g. last 4 or 6 digits) 

The token will return a cryptographically 
unique response that’s linked with the 
challenge parameters. The numeric 
parameters that are required for the 
user to sign can be determined and 
customized by the service provider.

As a result, when signing a transaction,  
as per the dynamic linking requirements, 
the payer is made aware of the amount  
of the payment transaction and the 
unique code (MAC) generated is 
specific to the amount of the payment 
transaction agreed to by the payer.  
Any change to the amount (i.e. due to  
a hacker) results in the invalidation of  
the authentication code generated. 

HID® ActivID® BlueTrust Token V2  
(available end of 2018) will include  
similar mechanisms with an improved 
user experience as all the input 
parameters are automatically sent from 
the payment application to the token. 
The token, then, computes the resulting 
authentication code (based on the 
amount of the transaction and the payee 
as required in this article) and sends 
it back transparently to the payment 
application for validation. Here again,  
any change in any of those parameters 
would make the validation unsuccessful.
 
When using HID Approve (in offline 
mode) or HID hardware tokens, any 
change on any of the original transaction 
parameters—perhaps by way of a 
Man-in-the-Middle attack—or any 
change or imitation to the actual user’s 
cryptographic secret (the secret shared 
between the hardware token and the 
authentication server) will result in 
a change in the authentication code 
that will be invalidated by the ActivID 
Authentication back end.

For a protection of a batch execution of 
remote electronic payment transactions 
to one or several payees, the same 
techniques as described above are used. 
The transaction amount required to be 
entered is, in this case, the total amount 
of the batch of payment transactions. 

DYNAMIC LINKING

PSD2 ARTICLE #5
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REQUIREMENTS 
OF THE ELEMENTS 
CATEGORIZED AS 
POSSESSION

1. Payment service providers shall 
adopt measures to mitigate the risk 
that the elements of strong customer 
authentication categorized as knowledge 
are uncovered by, or disclosed to, 
unauthorized parties.

2. The use by the payer of those elements 
shall be subject to mitigation measures 
in order to prevent their disclosure to 
unauthorized parties.

HID Global offers the possibility for 
service providers to have direct control 
over the security policy of the token PIN, 
enabling them to either: 

(a) Randomly and securely determine 
the PIN value for the end-user at device 
initialization, without the ability to 
change the PIN—which can prevent  
users from using meaningful PIN values 
(like birthdates;)

OR

(b) Allow users to define their own  
PIN value against a PIN policy that 
prevents the use of ‘weak’ PIN values  
(i.e. 1111, 1234 etc.)

For the HID® ActivID® BlueTrust 
Token without numerical keypad, the 
knowledge component (i.e. the PIN 
or password value) can be managed 
securely by the HID authentication 
platform as a server PIN. 

Depending on the chosen method 
implemented for the knowledge-based 
component, the authentication server 
will either securely encrypt the PIN or 
password, apply a one-way hash function 
when storing the PIN or password 
at rest. In all cases, the end-user’s 
knowledge credential is secured by the 
authentication server (server PIN) or by 
the token itself (token PIN) and cannot 
be directly revealed in clear text to any 
user of the system, including the owner 
of the credential itself.

When using the HID Approve soft token, 
service providers can customize the 
security profile to protect the application 
with a knowledge-based credential 
such as a PIN or password. This adds a 
layer of protection on the cryptographic 
credential which is used for authorizing 
authentications and/or transactions and/
or generating authentication codes.**
The HID Authentication Server Platform 
permits the authorized service provider 
full control over the security policy  
of the knowledge-based credential 
ranging from:  

• the PIN or password  
complexity rules 

• anti brute-force attack mechanisms 
such as PIN/password blocking after 
predefined number of failed tries 

• exponential time delay upon  
each failed try 

In case the service provider uses a  
token PIN, the PIN or password credential 
used to protect the user’s cryptographic 
keys is managed directly by the end-user’s 
device. It ensures that the knowledge 
component never needs to be transmitted 
online or to be shared with other systems, 
mitigating the likelihood that the element 
categorized as knowledge is revealed to 
unauthorized parties. 

In order to prevent the disclosure of the 
knowledge elements to unauthorized 
parties, HID Global’s authentication 
tokens do not display the PIN code in  
clear text when the user is typing it in.

PSD2 ARTICLE #7
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1. Payment service providers shall adopt 
measures to mitigate the risk that the 
authentication elements categorized as 
inherence and read by access devices 
and software provided to the payer are 
uncovered by unauthorized parties.  
At a minimum, the payment service 
providers shall ensure that those access 
devices and software have a very low 
probability of an unauthorized party 
being authenticated as the payer.

2. The use by the payer of those 
elements shall be subject to measures 
ensuring that those devices and the 
software guarantee resistance against 
unauthorized use of the elements 
through access to the devices and  
the software.

The following PIN protected solutions 
as explained earlier, are provided by 
HID Global in order to cover elements 
categorized as inheritance:

HID Approve mobile application support 
fingerprint and facial recognition.

HID Risk Management Solution  
supports mouse and keyboard pattern 
usage behavior (behavior biometrics). 
The HID RMS behavior engine monitors  
users’ interactions within apps and 
browsers, for example:

• Form fields, buttons and other  
page elements

• Page navigation anomalies

• Application usage habits

• Mouse, keyboard and swipe behavior 
biometry and actions context

All these aspects are continually analyzed 
and compared against the behavioral 
biometric profile of the user, determining 
if the user interacting with the system 
is the ‘known’ registered user or not. It 
determines if the user interacting with 
the system is the ‘known’ registered user. 
Any anomaly that might suggest it’s not 
the genuine user entering the information 
would result in blocking the session until 
a satisfactory authentication takes place.

HID Authentication Server Platform is  
a flexible solution that can accommodate 
new authentication methods as they 
become available. It provides an 
extensible framework into which you  
can add additional authentication 
methods. Support for additional 
biometric factors can be added via 
custom adapters (or plug-ins).

ARTICLE 
REQUIREMENTS 
OF DEVICES AND 
SOFTWARE LINKED 
TO ELEMENTS 
CATEGORISED  
AS INHERENCE
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INDEPENDENCE 
OF THE  
ELEMENTS

HID Global Solution framework 

1. Payment service providers shall ensure 
that the use of the elements of strong 
customer authentication referred to 
in Articles 06, 07 and 08 is subject to 
measures which ensure that, in terms of 
technology, algorithms and parameters, 
the breach of one of the elements does 
not compromise the reliability of the 
other elements.

2. Payment service providers shall 
adopt security measures, where any 
of the elements of strong customer 
authentication or the authentication code 
itself is used through a multi-purpose 
device, to mitigate the risk which would 
result from that multi-purpose device 
being compromised.

3. For the purposes of paragraph 2,  
the mitigating measures shall include 
each of the following:

(a)  The use of separated secure 
execution environments through 
the software installed inside the 
multi-purpose device;

(b)  Mechanisms to ensure that the 
software or device has not been altered 
by the payer or by a third party;

(c)  Where alterations have taken 
place, mechanisms to mitigate the 
consequences thereof.

HID Trusted Transactions offer is 
compliant with the generic requirements 
of strong customer authentication, 
proposing factors that are fully 
independent from one another.

1. HID Approve mobile solution embeds 
mobile application security that includes:
 
• anti-cloning

• jail-break detection

• rooted device detection

• malware detection

It also provides RASP (Runtime 
Application Self-Protection) functionalities 
to ensure the device and the application 
are not compromised at runtime.

HID Approve (as a stand-alone 
application or as an SDK) inherently runs 
in sandbox environments of the mobile 
operating system ensuring a separate 
and safe execution environment.

2. HID Risk Management Solution 
detects known and zero-day malwares, 
Trojans, web and app hacking, insecure 
configurations on mobile devices and 
browsers, account takeovers, etc.

PSD2 ARTICLE #9
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HID Global Solution framework 

TRANSACTION 
RISK ANALYSIS

2. An electronic payment transaction 
referred to in paragraph 1 shall be 
considered as posing a low level of  
risk where all the following conditions  
are met:

(a) the fraud rate for that type of 
transaction, reported by the payment 
service provider and calculated in 
accordance with Article 19, is equivalent 
to or below the reference fraud rates 
specified in the table set out in the 
Annex for ‘remote electronic card-based 
payments’ and ‘remote electronic credit 
transfers’ respectively;

(b) the amount of the transaction does 
not exceed the relevant Exemption 
Threshold Value (‘ETV’) specified in the 
table set out in the Annex;

(c) payment service providers as a result 
of performing a real-time risk analysis 
have not identified any of the following:

(i) abnormal spending or behavioral 
pattern of the payer;

(ii) unusual information about the payer’s 
device/software access;

(iii) malware infection in any session  
of the authentication procedure;

(iv) known fraud scenario in the provision 
of payment services;

(v) abnormal location of the payer;

(vi) high risk location of the payee.

HID Risk Management Solution (RMS)  
uses a layered approach to protect 
the user and its environment. Security 
checks are applied, at each stage of 
the user interaction with the protected 
application, in order to detect any 
differences and prevent any potential 
assumed identity. If the current profile 
differs from the learned model by a 
certain customizable threshold, this is 
evaluated and a higher risk is assigned to 
the transaction, giving the opportunity 
for the bank to act on that transaction 
accordingly with step-up authentication, 
by blocking the transaction, etc. 

One of the many advantages of the 
solution is the ability to collect and 
evaluate in-session data such as:
 
• speed and timing of actions

• user activity

• user interaction within  
the application  

This improves the quality of information 
about users of the digital service which 
leads to overall better risk scoring and 
more effective fraud detection.

HID RMS integrates the best detection 
capabilities for:
 
• web fraud detection

• malware detection 

• other cyberthreat  
detection systems 

It embeds three different engines fully 
integrated all together: 

• A behavioral biometrics engine  
that creates a behavioral profile  
of the users

• A threat detection engine that 
detects the generic threats and 
tracks device IDs

• An anomaly detection engine that 
monitors the details of transactions

The combination of these three engines 
allows computation of more accurate 
risk scores, decreasing considerably false 
positive detection and therefore helping 
the bank to increase its efficiency and 
optimize the user experience. 
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HID Global Solution framework 

GENERAL  
REQUIREMENTS

1. Payment service providers shall 
ensure the confidentiality and integrity 
of the personalized security credentials 
of the payment service user, including 
authentication codes, during all phases of 
the authentication. 

2. For the purpose of paragraph 1, payment 
service providers shall ensure that each of 
the following requirements is met: 

(a) personalized security credentials 
are masked when displayed and are not 
readable in their full extent when input 
by the payment service user during  
the authentication;
 
(b) personalized security credentials in 
data format, as well as cryptographic 
materials related to the encryption of the 
personalized security credentials, are not 
stored in plaintext; 

(c) secret cryptographic material is 
protected from unauthorized disclosure. 

3. Payment service providers shall  
fully document the process related  
to the management of cryptographic 
material used to encrypt or otherwise 
render unreadable the personalized 
security credentials. 

4. Payment service providers shall 
ensure that the processing and routing 
of personalized security credentials and 
of the authentication codes generated in 
accordance with Chapter II take place  
in secure environments in accordance  
with strong and widely recognized 
industry standards.

HID Trusted Transactions offering ensures 
the confidentiality and integrity of the 
authentication codes by using segregated 
and secured encrypted channels. The 
integrity of all the messages exchanged 
within the solution are checked to ensure 
they have not been altered from their 
original form.
 
On the HID Approve application users’ 
passwords and PINs are protected on 
the device by using encryption. The keys 
are generated through a password based 
key derivation system (PKCS#5), masked 
when entered by the user. In case multiple 
wrong PINs or passwords are entered, 
HID Approve can be configured to enable 
blocking and re-initialization with the 
approval of the service provider.

The HID Authentication Server Platform 
ensures the confidentiality and integrity 
on the backend of users’ authentication 
credentials by encrypting or one-way 
hashing. The authentication server signs 
also the respective database records. 
This ensures the integrity of the data and 
the detection of any direct manipulation 
of the database. All sensitive data is 
encrypted also during transmission. 

For additional protection and security, 
HID recommends deploying the solution 
with a Hardware Security Module (HSM) 
to protect the system keys used for 
encryption and signing purposes. Without 
HSM deployment, any cryptographic 
items are protected instead by software 
cryptography. The solution comes with 

a Security Best Practices Guide while 
audited by independent third-party 
security laboratories. Additionally, the 
solution supports the masking of the 
credentials when entered by the user. 
They are never stored in clear text.

HID Global’s ActivID OTP Tokens 
compute OTPs (One Time Passwords) 
based on industry standard cryptographic 
algorithms. PIN codes are masked 
when entered by the user. Token’s 
secrets (‘seeds’), counters and data are 
transferred and stored in encrypted 
universal data transfer containers 
(so-called Security Data Blocks = SDB) 
or standard encrypted XML files (called 
PSKC based on the RFC6030 standard 
for OATH configuration). To protect the 
hardware tokens against key cloning/
copying, an epoxy resin is applied on 
the microcontroller die which prevents 
physical observation of sensitive elements 
stored in RAM, such as authentication 
keys and counters. 

In addition, computations of the 
authentication keys are conducted 
randomly for each device. This eliminates 
the risk of hacking the entire batch of 
tokens while still having all the tokens in 
one place. In order to prevent token cloning 
before the very first use, it’s critical to apply 
an appropriate protection of the transport 
key or to re-initialize the tokens on-site.
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HID Global Solution framework 

CREATION AND 
TRANSMISSION 
OF CREDENTIALS

Payment service providers shall  
ensure that the creation of personalized 
security credentials is performed in a 
secure environment.

They shall mitigate the risks of 
unauthorized use of the personalized 
security credentials and of the 
authentication devices and software 
following their loss, theft or copying 
before their delivery to the payer.

The secret keys for HID ActivID  
OTP Tokens are generated in HID  
factories in a secure, physical and  
controlled environment. 

HID Global’s hardware tokens may also be 
initialized by third party trusted partners 
or on premise in a secured location using 
the Device Initialization Tool and Global 
token coupler devices. The HID token 
coupler device allows service providers 
to manage the customization and key 
generation process of the hardware token, 
enabling the service provider to maintain 
complete control of the key life cycle from 
the point of key generation.  

In any of the above two cases, token’s 
secrets (‘seeds’), counters and data are 
transferred and stored in encrypted 
universal data transfer containers (so called 
Security Data Blocks=SDB) or standard 
encrypted XML file (called PSKC based 
on the RFC6030 standard for OATH 
configuration). HID can work with the 
bank to ensure that the hardware tokens 
are provided to the user through a secure 
method. ActivID hardware tokens don’t 
require any additional software clients. 

The ActivID Tokens can be issued either 
un-bound to any user, or bound to a 
specific user but in an inactive state. 

To conform to the regulation, the user 
would go through an identity verification 
process either online or offline and have 
the token activated only after a positive 
identification, ensuring that the token is 
properly associated with the right user.
HID Global also recommends that security 
information is not sent together, but 
through separate channels. For example, 
the initial PIN should be sent separately 
from the token. The tokens can be 
activated through an internet or mobile 
banking application in a validated session 
either online, offline or through external 
systems such as the ATM network.

On the HID Approve application the keys 
are generated at activation, following 
the download of the application onto 
the mobile device by the user. HID 
Approve uses the end user’s device for 
key generation of asymmetric key pairs, 
ensuring that only a single copy of 
the end user’s private key is in existence  
and cryptographically bound to the  
end user’s device. 

To ensure a sufficient level of entropy, 
all random number seeds used in the 
creation of cryptographic key material 
gather entropy from both the client 
side (user device) and server side 
(authentication server).  
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ASSOCIATION 
WITH THE  
PAYMENT  
SERVICE USER

1. Payment service providers shall ensure 
that only the payment service user is 
associated, in a secure manner, with the 
personalized security credentials, the 
authentication devices and the software.

2. For the purpose of paragraph 1, payment 
service providers shall ensure that each of 
the following requirements is met: 

(a) the association of the payment service 
user’s identity with personalized security 
credentials, authentication devices 
and software is carried out in secure 
environments under the payment service 
provider’s responsibility comprising at 
least the payment service provider’s 
premises, the internet environment 

provided by the payment service provider 
or other similar secure websites used 
by the payment service provider and its 
automated teller machine services, and 
taking into account risks associated with 
devices and underlying components  
used during the association process that 
are not under the responsibility of the 
payment service provider; 

(b) the association by means of a remote 
channel of the payment service user’s 
identity with the personalized security 
credentials and with authentication 
devices or software is performed using 
strong customer authentication.

All security credentials (like ActivID 
Hardware Token or HID Approve mobile 
solution) are bound to a single service 
user in the HID Authentication Server 
Platform. The onboarding of the user 
and the token is a critical moment, 
and HID Global provides options to 
register the tokens in a secure and 
trusted way. For example, HID Trusted 
Transactions Solution supports single-use 
authentication codes to identify the  
user or a specific QR code that will  
allow binding of the HID Approve  
mobile application to a specific user. 
These can be issued offline or through 
out-of-band methods.

HID Approve mobile token ensures the 
secure binding of the service user’s 
security credential with anti-cloning 
protection. The keys are protected in 
hardware-backed key stores (Secure 
Enclave for iOS and TEE on Android) in 
mobile devices offering this capability. 
For older or lower-end devices on the 
market that may not offer this capability, 
the keys are derived from device  
specific attributes. 

In order for payment service providers to 
ensure that the delivery of personalized 
security credentials, authentication 
devices and software to the payment 
service user is carried out in a secure 
manner, HID Approve encrypts, with 
certificates issued by a trusted certificate 
authority, all communications between  
the client and the authentication server 
over TLS 1.2. This ensures that HID 
Approve will only interact with the trusted  
back end servers. Additionally, service 
providers can employ certificate pinning 
to ensure specific explicit trusts between 
the client app (HID Approve) and the  
back end server. 

The HID Authentication Server Platform 
ensures confidentiality and integrity of the 
credentials stored at rest. It also ensures 
the integrity of the user binding through 
cryptographic signature of each database 
record where the user/credential binding 
or the credential itself is recorded.  
These mechanisms ensure that only the 
payment service user is associated with 
the personalized security credentials, 
linked with the authentication tokens in  
a secure manner.
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It’s also possible to leverage the HID 
Risk Management Solution during the 
onboarding and registration processes 
to identify and mitigate any risks or 
anomalies. The HID RMS threat detection 
engine performs in-depth analysis of 
the devices and networks accessing 
the protected resources and identifies 
anomalous sessions based on continual 
analysis of hundreds of parameters such as: 

• geo-location

• device settings and capabilities

• date and time 

• activity context

• application integrity tampering

• known malware

• phishing attacks

• high velocity or artificial  
access patterns

This process enables an administrator 
to identify issues such as fraudulent 
account opening or any other digital 
identity related fraud. All ActivID software 
(appliance authentication server, HID 
Approve, etc.) is cryptographically signed 
by HID Global, ensuring that both the 
service provider and service user are using 
software components originating from the 
trusted source: HID Global. 

Banks may optionally deploy the  
HID Authentication Server Platform  
with a hardware security module  
(HSM) to enhance the level of  
security associated with the back  
end cryptographic operations. 

A variety of HID strong customer 
authentication solutions, based on two 
or more elements (such as knowledge, 
possession or inherence) can be used 
to associate, via a remote channel, the 
payment service user’s identity with the 
personalized security credentials and  
with authentication tokens (please refer  
to the article 4 answer).

HID Global Solution framework (continued)

ASSOCIATION 
WITH THE  
PAYMENT  
SERVICE USER
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HID Global Solution framework 

1. Payment service providers shall ensure 
that the delivery of personalized security 
credentials, authentication devices and 
software to the payment service user is 
carried out in a secure manner designed 
to address the risks related to their 
unauthorized use due to their loss,  
theft or copying.

2. For the purpose of paragraph 1, 
payment service providers shall at least 
apply each of the following measures: 

(a) effective and secure delivery 
mechanisms ensuring that the 
personalized security credentials, 
authentication devices and software  
are delivered to the legitimate  
payment service user;

(b) mechanisms that allow the payment 
service provider to verify the authenticity 
of the authentication software delivered 
to the payment service user by means  
of the internet;

(c) arrangements ensuring that, where 
the delivery of personalized security 
credentials is executed outside the 
premises of the payment service  
provider or through a remote channel: 

(i) no unauthorized party can obtain  
more than one feature of the 
personalized security credentials, the 
authentication devices or software when 
delivered through the same channel;

(ii) the delivered personalized security 
credentials, authentication devices or 
software require activation before usage;

(d) arrangements ensuring that, in 
cases where the personalized security 
credentials, the authentication devices 
or software have to be activated before 
their first use, the activation shall 
take place in a secure environment 
in accordance with the association 
procedures referred to in Article 24.

DELIVERY OF 
CREDENTIALS, 
AUTHENTICATION 
DEVICES AND 
SOFTWARE

In order to securely deliver the 
personalized security credentials and 
authentication tokens to the payment 
service user, HID Global proceeds in the 
following ways:

HID ActivID OTP Tokens: Token’s  
secrets (‘seeds’), counters and data  
are transferred and stored in encrypted 
universal data transfer containers (so- 
called Security Data Blocks = SDB) or 
standard encrypted XML files (called  
PSKC based on the RFC6030 standard  
for OATH configuration).

Alternatively, ActivID OTP Tokens may 
also be initialized directly in the bank’s 
secured location using HID Global token 
coupler devices. The HID token coupler 
device allows service providers to manage 
the customization and key generation 
process of the hardware token, enabling 
the service provider to maintain complete 
control of the key life cycle from the point 
of key generation.

HID Global can be engaged to ensure that 
the hardware tokens are provided to the 
user through a secure method. This can 
be done through registered mailings or 
verified retrieval from a trusted source, 
such as a post office or a bank. 

The ActivID Tokens can be issued either 
un-bound to the user, or bound to a 
specific user but in an inactive state. 
To conform to the regulations, the user 
would go through a verification process— 
either online or offline—to have the token 
activated for their use, ensuring that the 
token cannot be used by someone else. 

ActivID Tokens don’t require any 
additional software client. Therefore, it 
removes the need to transmit software  
to the user over the internet. Activating 
the tokens can be done through a 
validated session either online, offline  
or through external systems such as  
the ATM network.
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HID Approve soft token: The registration 
process relies on a user identity code 
that has already been registered with 
the authentication platform, and a 
cryptographically unique invitation code. 
The invitation code represents both a 
One Time Password (ensuring only single 
successful usage of the invitation code) 
and a shared secret between the service 
user and the service provider—from which 
the Secure Channel is then constructed 
on top of TLS. The HID Approve mobile 
application is cryptographically signed  
by HID Global, ensuring that both the  
service provider and service user are 
using software components originating 
from a trusted source. 

To ensure that no unauthorized party 
can obtain all the necessary credentials 
to authenticate, HID Approve mobile 
application relies on both the service user’s 
identity code and the invitation code.  

The service providers can therefore 
provide the two elements required to 
begin the registration of HID Approve  
with the authentication server 
independently, and over separate 
channels. It can be delivered via different 
methods such as an online website with a 
QR code to be scanned, a mail letter with 
printed QR code via SMS providing  
a one-time passcode.

In order to make sure that the delivered 
personalized security credentials and 
authentication tokens are activated before 
usage, the HID Authentication Platform 
provides an out-of-the-box user portal to 
enable service users to activate and bind 
their software or hardware-based security 
credential. The authentication platform  
also provides authorization-based APIs 
to enable banks to embed this capability 
directly into their own applications,  
portals and workflows.

HID Global Solution framework 

DELIVERY OF 
CREDENTIALS, 
AUTHENTICATION 
DEVICES AND 
SOFTWARE
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HID Global Solution framework 

RENEWAL OF 
PERSONALIZED 
SECURITY  
CREDENTIALS

Payment service providers shall  
ensure that the renewal or re-activation 
of personalized security credentials 
adhere to the procedures for the 
creation, association and delivery of  
the credentials and of the authentication 
devices in accordance with Articles  
23, 24 and 25.

HID Global tackles this article enforcing, 
onto situations such as the renewal or 
reactivation of a token, the same set of 
rules that a user had to obey when he/
she initially registered the token. This also 
means that a customer requesting the 
activation of a new token will have to go 
through the same activation procedure  
as before. This process will ensure that 
the token is delivered to the proper 
person. The HID hardware token will 
therefore be created, associated and 
delivered as described in the answer for 
Articles 20, 21 and 22.

In case HID Approve mobile credentials  
are no longer available (due to mobile 
device lost, damaged, wrong successive 
PINs, etc.) the new authentication 
credential can be recreated, associated  
and delivered as described in the answer 
for Articles 23, 24 and 25.
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DESTRUCTION, 
DEACTIVATION 
AND REVOCATION

Payment service providers shall ensure 
that they have effective processes in 
place to apply each of the following 
security measures:

(a) the secure destruction, deactivation 
or revocation of the personalized security 
credentials, authentication devices  
and software;

(b) where the payment service provider 
distributes reusable authentication 
devices and software, the secure re-use 
of a device or software is established, 
documented and implemented before 
making it available to another payment 
services user;

(c) the deactivation or revocation of 
information related to personalized 
security credentials stored in the 
payment service provider’s systems  
and databases and, where relevant,  
in public repositories.

HID Approve soft token: The ‘re-use’ of  
the cryptographic keys is not possible:  
new keys are generated during each  
device activation. 

HID ActivID OTP Tokens: The HID 
Authentication Server Platform can 
securely unregister a token without the 
need to access the token. Once this is 
done, the token is completely unusable.  
If a hardware token is returned to the 
bank, then it can be re-issued to another 
user. However, to do this, the token should 
be re-initialized through the ActivID 
Device Initialization Tool and a coupler 
token. It will then use completely new and 
different seed data, essentially creating a 
new security model for the token. 

HID Global limits the amount of 
personal information stored in the 
HID Authentication Server Platform, 
especially personal identifiable 
information (PII), and instead leverages 
that information from the core banking 
systems, therefore limiting duplication. 
When a user is removed from the 
system, the authentication record is 
completely removed while the audit 
information related to the user can 
be retained for a period of time (in 
accordance with legislation regarding 
data retention requirements) in the 
event of an investigation. Audit records 
do not hold personal identifiable 
information (but references) therefore 
linking the record back to the real user 
via a customer ID reference.

In order for banks to ensure an effective 
process is in place to deactivate or  
revoke information related to personalized 
security credentials that are stored in  
the payment service provider’s systems  
and databases, HID Authentication  
Server Platform provides a self-service 
user portal and a help-desk portal. 
They enable both service users and 
administrators of service providers to 
revoke security credentials and to unbind 
from the service user. 

Additionally, the HID Authentication 
Server Platform provides an authorization- 
based API to enable integration of the 
revocation and unbinding capability 
directly into the applications, portals  
and workflows of the bank.

On top of that, HID Approve mobile 
app and ActivID OTP Tokens with a 
keyboard are protected by a PIN code. 
Entering consecutive wrong PIN codes 
(the number is configurable) will end up 
locking the token and making it unusable. 
The user will then have to go through the 
registration process again.

PSD2 ARTICLE #27
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REQUIREMENTS 
FOR  
IDENTIFICATION

2. Payment service providers shall  
ensure that the risks of misdirection  
of communication to unauthorized 
parties in mobile applications  
and other payment services users’  
interfaces offering electronic payment 
services are effectively mitigated.

HID Global Solution framework 

HID Approve solution uses encrypted  
and segregated channels ensuring 
the privacy and security of the 
communication. Furthermore, it ensures 
the mutual authentication of both the 
server and the device. This blocks attacks 
such as MitM (Man-in-the-Middle). The  
HID Approve secure channel relies on 
device-specific encryption keys that are 
unique, and generated at the time of each 
device activation. 

In addition to this, HID RMS has the 
capability to monitor and check data 
displayed by a browser or a hidden 
application code. This is achieved through 
a JavaScript component or a mobile SDK, 
which takes snapshots of a web page or 
mobile application. The snapshot is then 
translated into a data message and sent  
to the analytical server for comparison 
with the original page (sent to the user 
from a web server). This particular  
process enables the system to detect  
and block attacks such as MiTB (Man  
in The Browser).

PSD2 ARTICLE #28

Watch the video 
HID Approve
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INNOVATIVE STRATEGIES 
• OPEN BANKING API
• DIGITAL IDENTITIES
• BANK AS ID PROVIDER

INTELLIGENCE BASED AUTHENTICATION
• APPLICATION PROTECTION
• ADVANCED MFA AUTHENTICATION
• THREAT AND FRAUD DETECTION

ADAPTIVE SECURITY
• COMPLY WITH PSD2 AND CMA
• SECURE OMNI-CHANNEL BANKING
• INTUITIVE UX

BUILD TRUST

HID CORE SECURITY

BANK AS A PLATFORM

TURNING PSD2 
INTO GROWTH
OPPORTUNITIES
WITH HID GLOBAL

CONCLUSION
financial institutions to embrace open 
banking by ensuring customer data 
shared through third party and API 
remains fully secure. Empowering digital 
identities leads to greater customer 
acquisition and retention, as users feel 
confident about taking advantage of the 
full range of innovative services available. 
Despite new TPPs being introduced, the 
bank will remain the centralized provider 
of digital IDs.

HID Global’s authentication and security 
solutions fully comply with all CMA and 
PSD2 regulations and help organizations 
to protect their omni-channel banking, 
via a five-layer authentication process, 
ensuring secure transactions signing along 
with an intuitive user experience.

HID Global’s threat and fraud detection 
solution uses a real-time risk-profiling 
technology that protects financial 
institutions against cybercriminals.  
It empowers financial institutions not only 
to transparently protect their end-users 

but also to ensure that their corporate 
data is protected against threats—also 
known as zero-day threats—that target 
online and mobile banking, transaction 
systems and sensitive applications. A 
combination of evidence-based threat 
detection capabilities, anomaly detection 
and behavioral biometrics supported  
by machine learning provides a 
unique way to stay in synch with the 
ever-changing threat landscape of 
modern banking applications. 

HID® Risk Management Solution enables 
organisations to evaluate and quantify 
risk level with digital identity-sensing 
technology, a unique set of device 
fingerprinting and user identification 
techniques. The solution helps to detect  
a broad range of risks with a high level  
of accuracy financial institutions are 
facing currently.

HID® Global delivers risk-based 
authentication turnkey solution to banks, 
empowering their customers to bank 
smarter, with optimized user experience 
along with frictionless security.
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