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Overview

The adoption of cloud computing is on the rise in all areas of business, even in highly regulated industries such as 
banking. Intelligent use of the cloud can transform a bank’s business by reshaping operating models and enabling 
banks to satisfy customer demand for real-time services and greater autonomy. Cloud banking lets financial 
institutions be more agile, brings significant cost savings and facilitates the adoption of Open Banking for building 
stronger customer relationships. 

However, the move to the cloud itself can be difficult and there are serious concerns related to security and data 
privacy. Banks will need to rely on trusted partners that can ensure a seamless, cost-effective move to the cloud, yet 
provide the strong security that banks and their customers require. 

This paper discusses the potential benefits, issues and opportunities related to banks moving to the cloud, with a 
special emphasis on the role that advanced, risk-based authentication can play. The HID® Authentication Service 
provides a secure and scalable authentication platform for trusted identities, making it easy to establish, create, 
manage and utilize identities through a secure cloud delivery model. 

Why the Cloud Matters to Banks 

Most banks and financial services companies are exploring or using the cloud on some level, yet many are reluctant 
to accept a full-scale transformation. Cloud adoption is driven by the need for banks to compete in a crowded 
market and meet customer demand more quickly than their competitors. Banks also want increased agility to meet 
volatile business cycles, creating new solutions in weeks rather than months or years. Along with agility comes lower 
costs—as capital expenditures are reduced, and headcount is kept in check—and better operational control. Banks 
can also lower risk with the cloud, testing concepts and trying something more quickly rather than go through a full 
scale project. 

However, serious concerns make banks reluctant to plunge headlong into cloud banking. First, moving to the cloud 
can be complicated and time-consuming. Second, it can be difficult and costly to ensure cloud security. Third, and 
perhaps most importantly, cloud can present some unique challenges for banks when it comes to assuring the 
identities of users: automating enrollment, providing the appropriate level of authentication and safeguarding their 
transactions. Any full-scale move to the cloud will require the assistance of trusted partners for both the cloud 
migration itself and for the necessary integration with proven security solutions—especially those related to identity 
management, authentication and authorization. 

Important Considerations 

Core banking providers have been rapidly moving their offerings to the cloud in light of the benefits to be gained. 
New banks, with no legacy IT infrastructure to contend with, are quick to embrace the cloud because, for them, 
the barriers to entry are low. In developing countries, banks that are focused on their core business, regulatory 
compliance and Open Banking are seeing the benefits of outsourcing key IT functions, including security, to cloud 
environments. 

Banks are willing to partner with trusted providers who can ensure their services are fully secured while delivering a 
frictionless user experience. Real-time fraud detection, coupled with advanced risk-based authentication, will allow 
banks to build customer trust and therefore further increase adoption of tailor-made digital services. 

HID Brings Advanced Risk-Based Authentication to Cloud for Financial Institutions

Authentication in online and mobile banking is intended to prevent identity theft, protect sensitive customer 
information, and reduce the incidence of account takeover and financial loss. The HID Authentication Service 
supports a wide variety of authentication methods, including push-based authentication in a mobile app (using 
public key cryptography), hardware tokens, and SMS delivery of one-time passcodes. The HID Authentication Service 
is designed to easily incorporate secure authentication methods and transaction authorization into cloud-based 
banking solutions. 
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When additional layers of protection are needed—in particular, when threats are detected, unusual behaviors are 
observed, or transactions exceed a certain threshold—the companion HID® Risk Management Solution enables banks to 
deploy Advanced Risk Based Authentication and support threat and fraud detection. 

Benefits of HID Authentication Service

Advanced risk-based authentication makes it easier to meet customer demands for convenience and portability. 

 � Quick and easy deployment: Shrinks the lead time and greatly reduces the effort often associated with 
on-premises deployments. 

 � Scalable, pay-as-you-grow pricing model: Keeps costs down while providing flexibility for future growth.

 � Streamlined compliance: Centralizes audit trails for customer transactions across all channels and products ensure 
compliance. 

 � Quick time to market: Adds additional security layers to address new threats.

 � Pre-integrated solution: Provides strategic values by joining with Temenos T24 core banking solution.  
(see Use Case below).

Fraud and Threat Detection Capabilities are Key to Combating Cybercrime 

Enhancing the authentication process by fraud and threat detection services adds important capabilities to further 
protect financial transactions and banking applications against cybercrime. The HID® Risk Management Solution  
(HID® RMS) provides real-time risk profiling, using a combination of three powerful engines (threat and device 
fingerprinting, behavioral biometrics, and anomaly engines) to create a composite risk score in real time which 
increases the detection of threats and potential fraud. This protects against known and unknown threats that target 
digital banking channels, transaction systems and sensitive applications. It also monitors the details of transactions 
in real time, using machine learning and behavioral biometrics to identify suspicious sessions and transactions at low 
false positive rates. 

When used in conjunction with the HID Authentication Service, HID RMS allows banks to define the most suitable 
authentication approach based on transaction risk level and user environment. Authentication can be step-up, 
continuous, risk-based or seamless, depending on the circumstances and the degree of risk tolerance of the bank. 

AT-A-GLANCE: Why HID Authentication Services Matter:

 � Trusted, secure digital channels create customer trust and speed the adoption 
of new innovative services. 

 � Advanced risk-based authentication addresses user demand for convenience, 
while reducing the cost of fulfilment and management.

 � Compliance is streamlined via a centralized audit trail for customer 
transactions across channels and products. 

 � Fast deployment of additional security layers addresses new threats.

THE HID AUTHENTICATION SERVICE COUPLED WITH HID RISK MANAGEMENT 
SOLUTION SUPPORTS A LARGE RANGE OF AUTHENTICATORS:

 � Physical Authenticators like hardware tokens, USB keys, Bluetooth tokens and 
smart cards

 � Frictionless Authenticators like fraud and threat detection, behavioral analytics 
and biometrics

 � Digital Authenticators like mobile software tokens with push notification, digital 
certificates, out of band OTP via SMS, or email and memorized secrets.
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HID Moves Banks Further: PSD2 Compliance, Open Banking Leadership 

Strong Customer Authentication (SCA) and Dynamic Linking (Transaction Data Signature) are key requirements within 
the framework of PSD2, the European Union’s Revised Payment Service Directive. The HID Authentication Service 
enables banks to meet regulatory requirements by providing financial-grade API security, which conforms to the Open 
Banking Security Profile requirements—letting forward-thinking organizations step up to Open Banking. With HID, 
banks can be in the vanguard of this new financial service ecosystem, allowing for the development of new services for 
customers and thereby strengthening customer relationships. 

USE CASE: HID Global and Temenos in Action

The HID Authentication Service is pre-integrated with Temenos, offering strategic value to banks deploying 
Temenos T24 and Temenos Front Office Suite (Channels module), giving them the flexibility to meet current and 
future needs for a range of user, device and service-channel options. It removes the deployment effort often 
associated with on-premise deployments, allowing banks to confidently bring innovative products and services 
to market across multiple service channels. Securing lower-cost service channels, in turn, drives economically 
profitable growth for adopting institutions.

The HID Authentication Service provides banks with cloud deployment option for their Temenos banking solution, 
whether the Temenos solution is deployed in the bank’s own infrastructure, hosted by Temenos (Temenos Software 
Services) or hosted by a Temenos Application Service Provider (ASP).

The Authentication Service includes the following features and capabilities for banks using Temenos T24 and 
Temenos Front Office Suite (Channels module):

 � Pre-configuration for easy deployment 

 � Automatic creation of the authentication user profile when new account holders are added via the Temenos 
Core Banking platform

 � Management of the device and credential lifecycle directly from the Temenos administration console

 � Ability to view user authentication events from the Temenos administration console

 � Strong authentication and transaction signing for online banking customers

 � Compatibility with HID Risk Management Solution, to support threat and fraud detection and adaptive 
authentication.

With HID Global Authentication Service integrated into Temenos solutions, online or mobile banking customers 
enjoy a frictionless experience when accessing core banking services. And, with the optional HID Risk Management 
Solution, banks can add more layers of security for threat and fraud prevention.  
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*Optional Service

HID SECURE INTERNET BANKING with Layered Authentication Services
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Conclusion

Banks that move to the cloud enjoy numerous benefits, not the least of which are stronger customer relationships, 
reduced costs and enhanced agility. By partnering with HID Global, banks can quickly overcome authentication hurdles 
and incorporate advanced risk-based authentication into their solutions. This speeds their time to market, reduces 
the total cost of ownership and streamlines administration all while providing the strong security that is required from 
account creation all the way through to trusted transaction protection. Best of all, the HID Authentication Service 
lets banks move beyond the bare minimum requirements of PSD2 and opens the full potential of Open Banking to 
strengthen their role in this new ecosystem. 

For further information about HID Authentication Services, click here

© 2019 HID Global Corporation/ASSA ABLOY AB. All rights reserved. HID, HID Global, the HID Blue Brick logo, the Chain Design are trademarks or registered trademarks of HID 
Global or its licensor(s)/supplier(s) in the US and other countries and may not be used without permission. All other trademarks, service marks, and product or service names are 
trademarks or registered trademarks of their respective owners.

2019-02-06-hid-iam-secure-cloud-auth-wp-en       PLT-04198

An ASSA ABLOY Group brand

https://www.hidglobal.com/sites/default/files/resource_files/iam-authentication-service-ds-en_0.pdf

