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Introduction 

Biometrics is defined as an automated method of verifying or recognizing the identity of a living 
person based on physiological or behavioral characteristics [1]. While much research has been 
done both to determine which traits can differentiate humans and to optimize that differentiation, the 
problem of determining if the presented trait originates from a living person has received relatively 
less attention. Between acquiring biometric data and delivering a result, there are various points 
where the overall security of a biometric access system can be compromised. 

The information flow of a biometric access system is simple (see Fig. 1). First the biometric is 
presented to the sensor by the person requesting access. A camera may capture a face or iris, a 
sensor may capture a fingerprint, a microphone may capture a voice; in each case, the raw 
biometric information is acquired and sent to the biometric feature extractor. The extractor is 
generally software that extracts the features important for determining identity from the raw 
information. For a fingerprint, this might be the minutiae points and for a face this could be the 
distance between the eyes. This extracted feature information is called a template. The template is 
then sent to the matcher. The matcher compares the newly-presented biometric information to 
previously submitted template information to make a decision. Presented along with a pin number 
or access card, the template may be matched against that of a single enrolled user for verification. 
Alternatively, it may be compared to all enrolled users for identification. 

 
Fig. 1. An example of how biometric data travels to obtain a result. 

One type of biometric sensor attack happens at the beginning of this process: fake biometric data 
may be presented to the sensor. Known as a spoof attack, this can take the form of an artificial 
finger, a mask over a face, or a contact lens on an eye. A replay attack intercepts the output flow of 
a sensor and puts previously stored genuine biometric information (either in raw or extracted form) 
into the proper place in the processing chain. An enrollment database used in the 
verification/identification process can also be altered to effectively enroll an unauthorized person or 
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replace a person’s information with someone else’s. A Trojan horse attack replaces the original 
extractor with a fake extractor (the “Trojan horse”) which outputs pre-determined biometric 
information. Similarly, the original matcher could be replaced with a fake matcher that always gives 
a specified result—match, no match, or a score. Buhan and Hartel have published a detailed review 
of vulnerability points [2]. 

While security vulnerabilities can be found at many points in the capture and processing of a 
biometric, the most susceptible point is the one that all people have access to: the presentation of 
the biometric trait at the sensor interface itself. Producing cloned biometric data is relatively simple, 
making the sensor an easy target for intruders. 

An attack on a biometric system can occur for many reasons. First, a person may wish to disguise 
their own identity. A terrorist trying to enter a foreign country, for example, may try to modify their 
biometric information or conceal it by placing an alternate form of the biometric, such as an artificial 
fingerprint, mask, or contact lens, over their genuine biometric trait. As long as the modified or false 
biometric is not in the database being searched, the attack could be successful. Secondly, an attack 
on a biometric system can occur because a person wants to gain privileges that another person 
has. In this case, the individual might counterfeit an authorized user’s biometric to try to access that 
person’s bank account or gain physical access to a restricted area. Finally, an attack might occur 
because there is a benefit to sharing a biometric. For example, a person may create a new identity 
using an artificial biometric, enroll in a system, then share that identity with multiple people by 
sharing the artificial biometric. In this final case, it does not matter who the artificial biometric 
actually belongs to, only that it can be used in the enrollment process and later shared. 

A spoof is a counterfeit biometric that is used in an attempt to circumvent a biometric sensor. In the 
case of fingerprints, this can be as simple as a latent print on a sensor, reactivated by breathing on 
it, or as sinister as using a dismembered finger. Differentiating a genuine biometric trait presented 
from a live person versus some other source is called spoof detection. The act of sensing vitality 
(“liveness”) signs such as pulse is one method of spoof detection. In some areas of research, the 
term liveness detection is synonymous with spoof detection. In other areas of research, liveness 
detection is the more limited problem of distinguishing a live human trait from a non-live human trait 
and in still others liveness detection is, very narrowly, defined as the sensing of vitality signs. For 
the purposes of this chapter, spoof detection will be broadly defined as correctly identifying when 
the biometric presented is from a live human versus any other material using any method.  

Spoof detection can occur before biometric data is collected or during data processing. In a 
decoupled system, no biometric data is collected until the spoof detection method is satisfied that a 
live human is present. In an integrated system, spoof detection occurs along the processing chain 
after the biometric information is captured.  

Spoof detection methods can be categorized using three different approaches: a) use only the data 
collected for biometric purposes; b) further process information already collected to generate 
discriminating information or collect additional biometric images over time; or c) use additional 
hardware and associated software to detect signals that have higher discriminating power than 
biometric data alone. In general, using only data collected for biometric purposes is hard to 
leverage for spoof detection; academic research and commercial solutions have focused on further 
processing or collection of biometric data or on using additional hardware. 

In spoof detection systems, the resistance to spoof attacks can be measured in the same manner 
as the biometric authentication performance. By generalizing the concept of Receiver Operator 
Curves (ROC), and assuming that there exists a threshold for which a spoof decision is made, the 
probability of labeling fake biometric data as genuine (“false accept”) or labeling genuine data as 
fake (“false reject”) can be plotted with respect to each other at discrete threshold points. ROC plots 
offer a means to choose the operating threshold of the system with full knowledge of the probability 
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of accepting fake biometric data as genuine and vice-versa. The ROC is also a good instrument for 
comparing heterogeneous approaches to spoof detection. 

There are, however, irregularities to fake biometric data that are not revealed by ROC plots. To 
concentrate attention on securing systems against the most successful fake biometric attacks, it is 
important to derive knowledge of both the repeatability of a single example of a spoof and the ability 
to reproduce examples of a spoof. ROC curves aggregate all attacks under a single class. For 
example, if a gelatin spoof is able to successfully fool a fingerprint system but no other material is, 
the number of other materials sampled with respect to gelatin will skew the ROC curve. Also, if a 
specific sample of a gelatin spoof can fool the fingerprint sensor but the technique can not be 
replicated, that information is very important to the overall security of the system but is not 
adequately captured in a ROC curve alone.  

Measuring the security of biometric systems against spoof attacks has received a lot of attention 
through publications in recent years; an industry- and technology-wide performance evaluation, 
however, has yet to be undertaken. In 2007, the International Biometric Group (IBG) will conduct a 
trial to evaluate the anti-spoofing capabilities of biometric sensors currently available on the market. 
The IBG trial will focus on the integrated software/sensor solutions with respect to their spoof 
detection capabilities [3]. 

Historical Survey 

Fingerprint 

Sensor	  Attacks	  
The first attempt to compromise the security of fingerprint-based identification systems dates to the 
1920s when Alert Wehde, then an inmate at a Kansas penitentiary, used his experience in 
photography and engraving to forge latent prints. A latent fingerprint was dusted to reveal and 
increase contrast, and a photograph was taken. The negative was used to etch the print onto a 
copper plate. Lightly greased, the plate could be used to leave counterfeit latent prints on objects [4, 
5].  

In more recent times, Putte and Keuning [6] and Mutsumoto et al. [7] independently showed how 
soft material artificial fingers could be falsely accepted as real fingers on widely available biometric 
fingerprint sensors. Their pioneering work prompted the development of a research area focused on 
probing sensor vulnerabilities and finding countermeasures to attacks. 

When the goal of the spoof is to gain access that another person has, the first step is to retrieve the 
fingerprint of that person—i.e., a person that is already enrolled. There are two approaches to 
acquiring an enrolled subject’s fingerprint: cooperative retrieval and non-cooperative retrieval. 

In cooperative retrieval, the subject allows the collection of one or more fingerprints. The fingerprint 
is usually collected by pressing the finger in a small amount of suitable material such as wax or 
dental mold material; the impression creates a mold from which artificial fingers can be cast. A 
variety of materials have been used for casting such as silicone, moldable plastic, plaster, clay, and 
dental molding material [8-10]. 

In a real-world scenario, it is highly unlikely that a person would agree to produce a mold from a 
finger. For non-cooperative retrieval, the method devised by Albert Wehde [5, 11] is still in use: 
today, printed circuit board etching is a successful molding technique for producing “gummy” and 
other soft material artificial fingers [4].  

Sensors	  for	  Fingerprinting	  
There are three families of fingerprint acquisition technologies: optical, solid-state, and ultrasound 
[12]. Each technology has strengths and weaknesses with regard to preventing spoof attacks.  
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Many optical fingerprint sensors are based on frustrated total internal reflection (TIR). In TIR 
sensors, the fingerprint image is generated by the differential reflectivity of friction ridges—which 
are in contact with a glass platen—and the valleys of the fingerprint (air). The finger surface is 
illuminated through one side of a prism and reflected through the opposite side. Ridges and valleys 
are imaged in contrast. Sensors based on this technology are susceptible to attack with artificial 
fingers made of material that has light reflectivity similar to that of skin. If the valleys of the artificial 
finger are similar in depth to those of a real finger, the resulting image will be indistinguishable from 
a real fingerprint. In some cases, an ink jet can print a fingerprint with enough relief to spoof an 
optical fingerprint reader [13]. 

Some TIR optical sensors are also highly vulnerable to being spoofed by latent prints. The palmar 
surface of fingertips is often covered with sebaceous excretions which find their way to the 
fingertips by normal everyday behavior like rubbing the face, combing, etc. These excretions, along 
with sweat and skin debris, can produce latent prints that are left on objects. (This is the basis of 
fingerprinting in forensic science.) When a real finger touches a glass platen of an optical sensor, a 
latent print may remain on the platen. The latent print can compromise an optical scanner when a 
light is directed onto the platen. The light incident on the latent print is optically scattered, causing a 
fingerprint image to be detected by the sensor [14].  

Recently, an optical sensor based on multispectral imaging (MSI) has been introduced as a 
commercial product [15]. Sensors in this class image features of the tissue that lie below the 
surface of the skin as well as the usual surface features. Some of the subsurface features provide a 
second representation of the surface pattern, which enables the MSI sensor to collect a fingerprint 
even when the surface features are worn or the measurement is made under adverse sampling 
conditions. Importantly for spoof detection, the subsurface tissue features also represent a rich 
source of information about the material being imaged and provide a strong basis for discrimination 
between genuine fingers and other materials. The details of this means of spoof detection will be 
described in Section 3. 

Solid-state sensors incorporate an array of some kind that measures some physical characteristics 
of skin. The most common is the capacitive sensor, consisting of an array of capacitor plates. When 
a fingertip rests on the sensing surface, the ridges and valleys constitute the opposite plate of a 
virtual capacitor. Air lodged between the sensing surface and the valleys induces differential 
capacitance of valleys and ridges, creating the image that is acquired through the array. Thermal 
sensors, in this family, sense the difference in temperature between the surface of ridges, which are 
in direct contact to the sensor surface, and valleys, whose radiated heat reaches the sensor via air. 
Electric field sensors reveal the characteristic amplitude modulation of the skin derma on a sinusoid 
signal. The signal is generated by a drive ring inside the sensor and is received, when modulated, 
by an array of micro-antennas embedded in the sensor. Piezoelectric sensors generate images by 
differential mechanical stress of ridges and valleys when a finger is presented. Solid-state sensors 
are susceptible to soft artificial fingers (commonly, gelatin based spoofs [6]) whose material mimics 
the single physical characteristic of the skin they are measuring.  

Ultrasound sensors employ acoustic signals transmitted towards the fingertip surface. Acoustic 
waves travel at different speeds though ridges and air lodged under the skin. The reflected acoustic 
signal (echo) is captured by a receiver, which generates the fingerprint image. Ultrasound 
fingerprint scanners can be compromised by soft artificial materials whose material has the same 
echoing characteristics of fingers, such as gelatin. 

Vulnerability	  of	  Fingerprint	  Sensors	  to	  Spoof	  Attacks	  
Sensor resilience to attacks undertaken with spoofing materials has been tested by several groups. 
Table 1 summarizes the published, aggregate results. Sensor devices tested were produced by 
BioLink Technologies, Biometric Access Corp, Biometrika, Compaq Computer Corporation, 
Crossmatch, Dermalog, Digital Persona, Ethentica Inc/Security First Corp, FingerMatrix, Fujitsu 
Microelectronics America, IdentAlink, Identix, Mitsubishi Electronic Corporation, NEC Corporation, 
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Omron Corporation, Precise Biometrics, Siemens, Sony Corporation, Tacoma, Targus, TST, Ultra-
Scan, Upek, and Veridicom. Data for aggregation were collected from heterogeneous sources [6, 7, 
14, 16-27]. Some of the data presented was collected at the Lumidigm laboratories. 

 
Table 1. Published sensor vulnerability results from several studies. Tests performed 
at Lumidigm laboratories are marked with (*). 

Measures	  to	  Minimize	  Sensor	  Vulnerability	  
Among the three different approaches for spoof detection in biometrics discussed in Section 1—
using only biometric data, collecting additional data or extra processing of collected data, and 
additional hardware—only further processing or additional collection of biometric data and 
additional hardware are represented in current fingerprint research and development. Due to the 
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limited amount of information in fingerprint images and the ability to make high-resolution fingerprint 
spoofs, use of existing biometric fingerprint images has not proven useful for spoof detection. 

Researchers at West Virginia University have used the collection of additional fingerprint images 
and processing to determine if the source is a live finger or a spoof [8-10, 13]. Attention has been 
focused on the perspiration from the skin surface. The presence of sweat on a finger surface 
enables both capacitive and optical scanners to discriminate against spoofs.  The combination of 
skin and aqueous solution changes: when dry skin contacts a sensing surface, moisture is excreted 
over a short period of time. The West Virginia approach employs frequency domain analysis of 
acquired images. Images are sliced into a number of one-dimensional quasi-sinusoidal time-bound 
waveforms. Each time-bound waveform corresponds to a row of the original image. The periodic 
signal derives from the interposition of ridges and valleys; the signal is prominent when the acquired 
image row is orthogonal to the local ridge orientation. Frequency domain analysis can be performed 
by Fourier or wavelet analysis [28, 37]. In either approach, the goal is to quantify waveform changes 
due to temporal changes in the quantity of sweat present of the finger surface. As the quantity of 
perspiration changes rapidly over time, both static and dynamic waveform changes are sought. The 
approach has proven to be viable in the testing performed at the Biomedical Signal Analysis 
Laboratory at West Virginia University. 

Several spoof detection approaches based on additional hardware are currently being researched. 
Although few approaches have become commercial products, they all give positive results against 
some types of spoofs. (A commercially available spoof detection method is discussed in detail in 
Section 3 below.) One approach uses skin absorbance and reflection profiles [38]. Skin cells and 
red blood cells flowing through capillaries contain active dipoles. Although soft materials, like 
gelatin, might have reflectivity similar to skin, it is difficult to replicate the spectral absorption profile 
of living human skin. Skin temperature has also been used as a discriminating, though limited, 
property that can be used to detect a spoof [6]. Although most soft material artificial fingers can be 
worn on a real finger, the material interface between finger and sensor is enough to dissipate part of 
the surface heat and work as partial thermal insulator, resulting in lower-than-physiological 
temperature detected at the sensor [6]. The heartbeat is transmitted through the vascular system up 
to the capillary bed of vascular periphery; therefore pulse can be detected in fingertips and can be 
used as a sign of vitality. As with any other discriminating approach that uses physiological signs, 
pulse detection as spoof detection is limited by inter-personal variance in rest heart beat. Moreover, 
physiological and pathological condition can significantly vary the heartbeat rate of an individual or 
from person to person [39]. Related to pulse detection is the use of pulse oximetry. Hemoglobin has 
a differential absorbance, at particular wavelengths, as a function of its oxygen saturation. The 
absorption profile also has a pulsating component due to heartbeat [39]. Several other physiological 
characteristic have been proposed for spoof discrimination: skin electric resistance [6], dielectric 
permittivity [6, 7], and ultrasonic detection of dermal structures [6, 12]. Further studies are required 
to confirm that the above approaches have potential for introduction into the biometric market. 

Iris 
Iris recognition is based on discriminating the fine structure of the textured area of the eye that 
surrounds the pupil. Most commercial iris sensors collect a digital image of the eye using a silicon 
imager and near-infrared or visible illumination. One of the most common commercial 
implementations of an iris feature extractor and matcher generates binary templates based on the 
phase of a Gabor decomposition of a series of concentric annular rings within the iris [40, 41]. The 
degree of correspondence of two such binary templates forms the basis of the determination of 
biometric match. 

A straightforward method that has been used to spoof an iris sensor is based on a high-quality 
photograph of the eye [14]. In one study [34], three different commercial iris sensors were examined 
for their ability to discriminate against such photographic spoofs. Images of an iris were generated 
from the data collected from one of the three sensors as well as from an image generated by a 
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digital microscope. Both of these images were printed on mat paper using a standard laser jet 
printer. After the pupil regions of the images were cut out, each image was presented to each of the 
tested sensors in both enrollment and verification modes. Although the rate of spoof acceptance 
differed considerably by device and condition (enroll or verify, image from microscope or from an 
iris sensor), acceptance levels were significantly large and approached 100% under certain 
conditions. 

Another method used to successfully spoof some iris sensors is to use a contact lens on which an 
iris pattern is printed [42]. Even more sophisticated, multilayered and three-dimensional artificial 
irises may also be produced to spoof a sensor [43]. 

Iris spoof detection may be accomplished in a variety of ways. Mathematical interrogation of the fine 
texture of the iris image using Fourier analysis may be employed to detect and discriminate against 
the dot matrix pattern of many common printing processes [44]. Fig. 2 shows images of a real and 
fake iris and their associated Fourier spectrum. The unique optical effects of the iris and/or other 
parts of the eye may be analyzed [45]. Involuntary motions of the pupil at rest (“hippus”) or in 
reaction to changing ambient light conditions may be checked to determine if a live eye is in the 
sensor’s field of view [46]. In addition, challenge-response transactions may be implemented 
wherein the person under test is asked to blink or move their eyes in a certain direction to ensure 
that the random instructions are carried out properly [47]. 

 
Fig. 2. Images of a real and fake iris and their associated Fourier spectrums [44]. 

Face 
Commercial facial recognition systems most often are based on digital images collected using 
visible or near-infrared light. These systems can be broadly divided into two categories: 2-
dimensional (2D) and 3-dimensional (3D) facial recognition. 2D systems are those that collect and 
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process a single two-dimensional image of the face. 3D facial recognition systems use various 
techniques such as patterned illumination light or paraxial viewing to develop a 3D representation of 
the face. 

The form and degree of susceptibility to spoof attempts of facial recognition systems from different 
manufacturers varies widely. The 2D facial recognition systems with the simplest forms of spoof 
detection have been shown to be able to be spoofed using a simple photograph of the enrolled 
person’s face, which may be displayed as a photographic hardcopy or on a laptop monitor [14]. 
Some poorly-designed facial recognition systems have even been shown to be susceptible to 
accepting very crude line drawings of a human face [16]. 

An effective means to guard against spoofs based on a static image of a face relies on the 
detection of motion of the facial image such as the blinking of eyes and the small, involuntary 
movements of parts of the face and head. However, this method of spoof detection is still subject to 
being fooled fairly easily by using a laptop to display a short video of the authentic user to the facial 
recognition system [14]. 

A very specific weakness is the potential for identical twins to be authorized interchangeably by a 
facial recognition system. One commercial vendor claims to be able to eliminate this ambiguity by 
performing an analysis of the random features associated with the surface texture of the skin [48]. 
Thermal images of the face are also reported to be able to provide sufficient information to 
distinguish between identical twins [49]. In a similar way, Fourier analysis has been shown to 
differentiate between live faces and certain types of spoofs based on the fine structure of the face 
[50]. 

Facial recognition systems based on 3D sensing have an additional protection against spoof 
attempts since the requisite spoof would have to be three dimensional and thereby somewhat more 
difficult to fabricate than a 2D spoof. However, such spoofs have been fabricated and successfully 
used to defeat commercial systems [51]. 

A variety of challenge-response methods have been described in the literature for facial spoof 
detection. One commercial system had a challenge-response method implemented that directed 
the user to blink, smile or frown while video images of the face were being collected [52]. The 
system analyzed the resulting video sequence to ensure that the proper response was provided at 
the proper time, ensuring the authenticity of the subject. Another form of challenge response 
incorporated in a commercial system relies on the user properly repeating a set of randomly 
generated phrases [13]. 

Finally, a number of different methods have been proposed to measure various optical qualities of 
skin to ensure that the object in front of the biometric sensor is a live human face [53]. These 
properties include optical absorption, reflection, scattering, and refraction under different 
illumination wavelengths. 

Fingerprint Case Study  

An optical fingerprint sensor based on multispectral imaging (MSI) has recently been introduced by 
Lumidigm as a commercial product called the J110. This sensor is configured to image both the 
surface and subsurface characteristics of the finger under a variety of optical conditions. The 
combination of surface and subsurface imaging ensures that usable biometric data can be taken 
across a wide range of environmental and physiological conditions. Bright ambient lighting, 
wetness, poor contact between the finger and sensor, dry skin, and various topical contaminants 
present little impediment to collecting usable MSI data. Moreover, the ability of the MSI sensor to 
measure the optical characteristics of the skin below the surface allows strong discrimination 
between living human skin and spoofs. An overview of skin histology, the MSI principles of 
operation, and procedures and results from a spoof study performed with the J110 follow. 



 9 

 

Finger Skin Histology 
Human skin is a complex organ that forms the interface between the person and the outside 
environment. The skin contains receptors for the nervous system, blood vessels to nourish the 
cells, sweat glands to aid thermal regulation, sebaceous glands for oil secretion, hair follicles, and 
many other elements. As well, the skin itself is not a single, homogeneous layer, but is made of 
different layers with different material properties. These layers can be broadly separated into the 
epidermis, which is the most superficial layer; the dermis, which is the blood-bearing layer; and the 
subcutaneous skin layer, which contains fat and other relatively inert components. 

The skin on the palmar side of the finger tips contains dermatoglyphic patterns comprising the 
ridges and valleys commonly measured for fingerprint-based biometrics. Importantly, these patterns 
do not exist solely on the surface of the skin—many of the anatomical structures below the surface 
of the skin mimic the surface patterns. For example, the interface between the epidermal and 
dermal layers of skin is an undulating layer made of multiple protrusions of the dermis into the 
epidermis known as dermal papillae. These papillae follow the shape of the surface dermatoglyphic 
patterns [54] and thus represent an internal fingerprint in the same form as the external pattern. 
Small blood vessels known as capillaries protrude into the dermal papillae [55] as shown in Fig. 3. 
These blood vessels form another representation of the external fingerprint pattern.  

 
Fig. 3. Histology of the skin on the palmar surface of the fingertip. The sketch on the 
left shows the pattern of the capillary tufts and dermal papillae that lie below the 
fingerprint ridges. The scanning electron microscope (SEM) photo on the right side 
shows the rows of capillary tufts imaged from a portion of an excised thumb after the 
surrounding skin has been removed [56]. 

There are various methods that can be used to image the internal structure of the skin of the finger. 
One method is the use of optics. Recently published research demonstrated the use of optical 
coherence tomography to investigate features of the finger skin below the ridges and valleys [57]. 
This research showed that there is a distinct area of high reflectivity (at 850 nm) in the skin 
approximately 500 µm below each finger ridge and, furthermore, that this subsurface pattern 
continued to exist even when the surface pattern was deformed by application of pressure or 
obscured by a wrinkle in the skin. 

Multispectral imaging is another optical method that can be used to capture surface and subsurface 
features of the skin. The following section describes one optical configuration used in a commercial 
MSI sensor. 

Multispectral Imaging Principles of Operation 
In order to capture information-rich data about the surface and subsurface features of the skin of 
the finger, the MSI sensor collects multiple images of the finger under a variety of optical conditions. 
The raw images are captured using different wavelengths of illumination light, different polarization 
conditions, and different illumination orientations. In this manner, each of the raw images contains 
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somewhat different and complementary information about the finger. The different wavelengths 
penetrate the skin to different depths and are absorbed differently by various chemical components 
of the skin. The different polarization conditions change the degree of contribution of surface and 
subsurface features to the raw image. Finally, different illumination orientations change the location 
and degree to which surface features are accentuated. 

Fig. 4 shows a simplified schematic of the major optical components of an MSI fingerprint sensor. 
Illumination for each of the multiple raw images is generated by one of the light emitting diodes 
(LEDs). The figure illustrates the case of polarized, direct illumination being used to collect a raw 
image. The light from the lower right LED passes through a linear polarizer before illuminating the 
finger as it rests on the sensor platen. Light interacts with the finger and a portion of the light is 
directed toward the imager through the imaging polarizer. The imaging polarizer is oriented with its 
optical axis to be orthogonal to the axis of the illumination polarizer, such that light with the same 
polarization as the illumination light is substantially attenuated by the polarizer. This severely 
reduces the influence of light reflected from the surface of the skin and emphasizes light that has 
undergone multiple optical scattering events after penetrating the skin. 

 
Fig. 4. Optical configuration of an MSI sensor. The dotted lines illustrate the direct 
illumination of a finger by a polarized LED. 

A second direct illumination LED shown in Fig. 4 does not have a polarizer placed in the illumination 
path. When this LED is illuminated, the light is randomly polarized. In this case the surface-reflected 
light and the deeply penetrating light are both able to pass through the imaging polarizer in equal 
proportions. As such, the image produced from this non-polarized LED contains a much stronger 
influence from surface features of the finger. 

Importantly, all of these direct illumination sources (both polarized and non-polarized) as well as the 
imaging system are arranged to avoid any critical-angle phenomena at the platen-air interfaces. In 
this way, each illuminator is certain to illuminate the finger and the imager is certain to image the 
finger regardless of whether the skin is dry, dirty or even in contact with the sensor. This aspect of 
the MSI imager is distinctly different from most other conventional fingerprint imaging technologies 
and is a key aspect of the robustness of the MSI methodology. 

In addition to the direct illumination illustrated in Fig. 4, the MSI sensor also integrates a form of TIR 
imaging, illustrated in Fig. 5. In this illumination mode, one or more LEDs illuminate the side of the 
platen. A portion of the illumination light propagates through the platen by making multiple TIR 
reflections at the platen-air interfaces. At points where the TIR is broken by contact with the skin, 
light enters the skin and is diffusely reflected. A portion of this diffusely reflected light is directed 
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toward the imaging system and passes through the imaging polarizer (since this light is randomly 
polarized), forming an image for this illumination state. Unlike all of the direct illumination states, the 
quality of the TIR image is critically dependent on having skin of sufficient moisture content and 
cleanliness making good optical contact with the platen, just as is the case with conventional TIR 
sensors. However, unlike conventional TIR sensors, the MSI sensor is able to form a useable 
representation of the fingerprint from the direct illumination images even when the TIR image is 
degraded or missing. 

 
Fig. 5. MSI sensor schematic showing TIR illumination. 

In practice, MSI sensors typically contain multiple direct-illumination LEDs of different wavelengths. 
For example, the Lumidigm J110 MSI sensor is an industrial-grade sensor that has four direct-
illumination wavelength bands (430, 530, and 630 nm as well as a white light) in both polarized and 
unpolarized configurations. When a finger is placed on the sensor platen, 8 direct-illumination 
images are captured along with a single TIR image. The raw images are captured on a 640 x 480 
image array with a pixel resolution of 525 ppi. All 9 images are captured in approximately 500 
mSec. 

In addition to the optical system, the Lumidigm J110 comprises control electronics for the imager 
and illumination components, an embedded processor, memory, power conversion electronics, and 
interface circuitry. The embedded processor performs the capture and communicates to the rest of 
the biometric system through the interface circuitry. In addition to controlling the image acquisition 
process and communications, the embedded processor is capable of processing the 9 raw images 
to extract and synthesize a single 8-bit fingerprint image from the raw data. The embedded 
processor also analyzes the raw MSI data to ensure that the sample being imaged is a genuine 
human finger rather than an artificial or spoof material. Fingerprint image synthesis and spoof 
detection will be described in greater detail in the following sections. In some applications, the J110 
is configured to perform on-board feature extraction and matching. 

MSI Spoof Testing 
To rigorously test the spoof detection abilities of the Lumidigm J110 multispectral imaging system, a 
large study was conducted using a representative population of human volunteers and a large 
assortment of spoof samples. Three Lumidigm J110 sensors were deployed in the study in which 
118 people were recruited to participate. The study duration was three weeks long, during which 
time the volunteers made multiple visits. Volunteers were divided roughly evenly between males 
and females. The ages ranged between 18 and over 80 years old. Volunteers were not 
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prescreened for any particular characteristic and the demographic distribution of the volunteers 
participating in the study generally reflected the local (Albuquerque, New Mexico) population. 

All fingers (i.e., index, middle, ring, and little finger) of the right hand of each volunteer were 
measured multiple times throughout the study. The first three presentations of a particular finger on 
the first J110 sensor were used as enrollment data against which data taken on all other sensors 
and during subsequent visits were compared. Volunteers came “as they were” to each study 
session and were not asked to wash their hands or pre-treat the finger skin in any way. 

Spoof samples comprised all spoof types described in the open literature as well as some additional 
sample types. A total of 49 types of spoofs were collected. Latex, silicone, Play-Doh, clay, rubber, 
glue, resin, gelatin, and tape were used in various colors, concentrations, and thicknesses. Multiple 
prosthetic fingers were also used. Each of the transparent and semitransparent spoof samples were 
tested in conjunction with each of the volunteers’ index fingers. The spoof sample was placed on 
top of the volunteer’s finger prior to touching the sensor and collecting the MSI data. A total of 
17,454 images were taken on the volunteers’ real fingers and 27,486 spoof images were collected. 
For each class of spoof, between 40 and 1940 samples were collected. Transparent spoofs worn by 
the volunteers’ fingers resulted in an order of magnitude more samples than opaque spoofs. 

Each image was processed using wavelets to create features based on the spectral and textural 
information available. A variant of Fisher’s linear discriminant was used to create eight features for 
classification. For testing, the difference between the squared Euclidian distance to the spoof and 
person class means was used to calculate the error trade-off of correctly classifying a subject and 
misclassifying a spoof. The results are shown in Fig. 6, which is an ROC curve similar to those used 
to describe biometric matching performance over a range of operating points. In this case, the TAR 
is the rate at which a measurement taken on a genuine person is properly classified as a genuine 
sample. As such, this is a metric for the convenience of the spoof detection method as seen by an 
authorized user. 

 
Fig. 6. Error trade-off for multispectral spoof detection. 

The FAR describes the rate at which a spoof is falsely classified as genuine. This rate provides a 
metric for the degree of security against spoofs provided by the system at a particular operating 
point. The security and convenience of this spoof detection system trade off in the same way as in 
the case of biometric matching: a greater TAR can be achieved at the expense of a reduction in 
spoof detection and vice versa. One possible operating point is where the decision criteria are set to 
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provide a TAR of 99.5% and the resulting overall spoof FAR is approximately 0.9%. Further 
analysis showed that at this operating point many spoof samples were never accepted as genuine 
and no single class of spoof had an FAR greater than 15%. This demonstrates that a very strong 
form of spoof detection can be implemented with an MSI sensor with minimal adverse impact to the 
genuine user. 

Conclusion 

From the pioneering fake biometric production attempts by Albert Wehde to the modern use of 
painted contact lenses and polymeric fake fingers, the art of attacking a biometric system has 
become more complex. In parallel, devising countermeasures to secure biometric systems has 
witnessed giant leaps in both academia and industry. 

Much has been learned from research work that has hypothesized how attacks can be performed. It 
is arguable that there is a significant imbalance in data derived from research work versus data 
from real world scenarios. Those who are entrusted with securing biometric systems lie awake at 
night wondering what the next attack methodology will be. What has been overlooked? Are systems 
adequately protected against yet unknown fake biometrics? How resilient are anti-spoofing 
approaches to attacks that significantly differ from the known methodologies? 

For the known fake biometric attacks, we can positively conclude that success has been achieved 
with various techniques. As shown in Section 3, multispectral imaging technology is a powerful 
instrument in the detection of known fingerprint spoofs and shows promising results in securing 
against yet unknown fake devices. 

As biometric access control permeates our everyday lives, spoofing attempts and anti-spoofing 
research will co-evolve. Further research is welcome in the area of anti-spoofing performance 
measurement, as is the development of vendor-independent measurement of performance. 
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