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Zero Trust – What Wall?
The long-held notion of the corporate firewall as a wall around your 
enterprise is just not enough. If someone really wanted, they could 
spoof their way through the firewall or merely walk around it. 

Either way, if you continue to follow the “trust all traffic on the inside 
of the wall,” then your attacker can easily pillage your customer data. 
Leaving you at risk for public disclosures, negative headlines, GDPR 
penalties and falling stock prices. 

What Is Zero Trust?
The concept of Zero Trust is similar to efforts to strongly type traffic 
and provide applications with the ability to perform some level of 
authentication (authN) and authorization (authZ). Both Software 
Defined Networking (SDN) and Software Defined Networking in a 
Wide Area Network (SD-WAN) entered the security market to help 
separate the data plane (the packets of data traversing a network) 
from the control plane (the process of routing those data packets). As 
the acceptance and proliferation of cloud-based services and hybrid 
on-premise cloud hosted networks grew, so did the complexity of 
managing these dynamic environments with the centralized “brain” 
that defines an SDN.

The term Zero Trust is credited to Forrester Research based on 
publishing a security model in 2010 where all users and devices are 
treated as untrustworthy. You may also have heard of BeyondCorp, 
the Google initiative spawned by a sophisticated Advanced Persistent 
Threat (APT) attack named Operation Aurora in 2009. It too sought 
to eliminate the inherent weaknesses present in a walled environment 
by instead moving all applications to the public internet and utilizing 
authN and authZ of every user and device requesting resources.

Where Do Digital Certificates Fit with Zero Trust?
An existing building block that enables a Zero Trust implementation 
is the widespread deployment of Transport Layer Security (TLS). 
TLS replaced the widely-known and still-used acronym SSL—Secure 
Socket Layer) in today’s devices and software stacks. TLS relies on 
digital certificates to provide identification of servers and facilitate 
the confidential exchange of cryptographic keys between a server 
and a client. This is the same process that protects your credit card 
number when shopping online, ensuring that all traffic between 
your web browser and the retailer is encrypted. Digital certificates 
provide a cryptographically-secure and verifiable way to enable 
authentication and encryption for all transactions in your network, 
regardless of where the users, devices or computers are located.

https://www.forrester.com/search?searchOption=0&tmtxt=zero+trust
https://cloud.google.com/beyondcorp/
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What about authorization? Digital certificates and TLS do not, by 
themselves, solve the authorization piece of the Zero Trust puzzle. 
What they do provide is a foundation for being able to trust the 
identity presented to a resource, which is the prerequisite for authZ. 
Other border-dissolving efforts that relied on something other than 
a digital certificate, like the presented IP address of a resource, were 
prone to spoofing and made application-specific authorization difficult. 
Enabling different rules for each application hosted on a shared server 
and presenting the same IP address just increases the complexity and 
overhead.

As authorization is handled by a different set of products that consume 
digital certificates, we’ll concentrate on ways to distribute certificates 
from HID-hosted Private CA service at scale. 

Utilizing HID Global’s PKI Services for Zero Trust Implementations
We’ll focus this section on three approaches to broadly distribute 
certificates to users, devices and computers. Each example will provide 
a cryptographically-verifiable source of identity that can be leveraged 
for authorization in your networked environment.

1) Active Directory Networks—Microsoft Autoenrollment and Certificate 
Proxies
In a Microsoft Active Directory-managed network, the automated 
distribution of certificates to computers, devices and users is already 
enabled through the Autoenrollment protocol. Designed originally to 
enable the enrollment and distribution of digital certificates from a 
locally-hosted Certification Authority to AD-managed objects in an 
enterprise network, it may also be implemented using a certificate 
proxy. The certificate proxy enables authorized users and systems to 
seamlessly enroll, download, install and renew certificates from the HID 
service. 

The certificate proxy acts as a PKI Enrollment object in Active 
Directory. An added benefit of this solution is that the HID-hosted 
CA appears as an Enterprise CA to Microsoft clients and third-party 
applications. This enables you to integrate any Active Directory 
Certificate Services (ADCS)-aware application or service without 
additional API’s or integration work. Common examples are Mobile 
Device Management platforms (Intune, Airwatch, XenMobile, etc.) and 
mixed environment management tools like JAMF Pro. 
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2) Cloud Native Networks—Secure Production Identity Framework 
for Everyone
The Secure Production Identity Framework for Everyone (SPIFFE) is a 
set of open-source standards that address the identification of services 
and the distribution of cryptographically-verifiable identity documents 
to services in cloud-centric environments. Once provisioned, services 
can be authenticated and authorized by SPIFFE-aware platforms such 
as the SPIRE project from the Cloud Native Computing Foundation 
and HashiCorp Consul. A full list of consuming platforms is available at 
https://spiffe.io/. SPIFFE supports both X.509 digital certificates and 
JSON Web Tokens for the secure storage of identity information. We’ll 
be discussing just the X.509 certificate option.

There are two primary ways to issue X.509-compatible SPIFFE 
Verifiable Identity Documents (SVID) to resources in the 
implementations referenced above- either locally or from an externally 
hosted PKI. HID Global includes support for both methods. In the SPIRE 
example, they identify a KeyManager (local CA) and an Upstream CA. 

SPIFFE uses the concept of Trust Bundles for validating the trust 
domain of the SVID. In common PKI terms, this bundle includes the 
local certificate trust chain- the Root CA and Issuing CA of the X.509 
SVID certificate. SPIFFE also supports a federated model by allowing 
the Root and Issuing CA certificates of foreign trust domains to be 
included in the Trust Bundle.

This diagram is from the SPIRE Overview located at 
https://spiffe.io/spire/overview/

https://spiffe.io/spiffe/
https://spiffe.io/spire/
https://www.consul.io/
https://spiffe.io/
https://tools.ietf.org/html/rfc5280
https://spiffe.io/spire/overview/
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HID Global’s cloud-based PKI services provide support for each 
method.

 � KeyManager (Local CA): For organizations that want to deploy 
certificates from a locally-hosted CA managed by the SPIFFE-
compatible platform, we can deliver a private-chained Issuing CA 
for use on premise.  
This provides a consistent chain-of-trust for your organization 
while providing the flexibility of a SPIFFE platform-hosted Issuing 
CA.

 � Upstream CA: HID provides a RESTful API for integrating our 
hosted certificate services into SPIFFE platform CA plugins, 
like the Upstream CA plugin for SPIRE. This allows the same 
consistent chain-of-trust for your organization as the locally-
hosted option but removes the need for protecting and 
managing sensitive Issuing CA key material. HID provides 
redundant, scalable Hardware Security Module (HSM) 
protection for all Root and Issuing CA private keys. 

hidglobal.com
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HID Global will customize the PKI hierarchy to specifically meet your 
corporate use cases. In this example, an offline Root CA is used to sign 
four Issuing CA’s:

 � Issuing CA 1 — Dedicated to issuing certificates to mobile devices 
via a Mobile Device Management (MDM) platform

 � Issuing CA 2 — Used primarily for issuing SSL (TLS) certificates 
to internal web and application servers

 � Issuing CA 3 — The “SPIFFE” CA, used to issue SVID certificates 
to distributed applications

 � Issuing CA 4 — Dedicated to issuing computer and user 
certificates via Microsoft Autoenrollment  

Curious about Zero Trust for Chromebooks? 
Read our white paper, Google Chromebooks: Using PKI to Implement 
Zero Trust Security. 

3) Certificate Management Platforms for Mixed Environments
HID Global’s hosted certificate services are also available from partners 
like Venafi. Venafi provides a platform for machine identity protection, 
supporting on-demand trust by creating and controlling access at 
the machine identity level. It also provides the visibility into trust 
across complex environments with a single interface. This allows the 
enforcement of Zero Trust in your cloud and on-premises environments 
and the ability to verify that your machine identities are protecting 
what they should.

To learn more about how PKIaaS helps enterprises support Zero Trust 
security, request a demo from one of our experts. 
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