Ensuring Mobile
Authentication Security
HOW TO TACKLE TOP CHALLENGES AND CREATE
STRONG CONSUMER AUTHENTICATION SOLUTIONS
Mobile authentication solutions are among the most secure ways to implement multifactor
authentication (MFA), adding a proven layer of protection to consumers’ online accounts and
services. They are also convenient for users, because they take advantage of a device that
most people have close at hand.
Yet mobile authentication and transaction signing methods are changing rapidly. The market
offers a dizzying array of solutions. One of the most widely used methods is a secure code
—commonly known as one-time-password (OTP) — that’s sent by SMS to customers’ mobile
phones. Other solutions leverage biometric technologies that perform facial or fingerprint
recognition.
Unfortunately, many of these solutions have major security flaws. In fact, recent research
shows that most mobile authentication apps can be breached by malware. SMS based
solutions are especially vulnerable. SIM-swappers, for instance, use victims’ phone numbers
to their own devices and intercept private messages. Even licit text messaging services can be
used to reroute people’s texts and gain access to their accounts.

-W H I T E P A P E R

What can companies do to protect themselves and their customers? In this white paper,
we’ll review what’s at stake and unpack the factors that make mobile authentication security
so difficult. Then, we’ll outline controls and protocols for building solutions that are secure,
seamless and scalable.

What’s at Stake
The stakes for mobile authentication security have never been higher. Attack volume soared to
new heights as the world’s reliance on all things digital is increasing; in 2021, there was a new
cyberattack every 39 seconds. The cost of cybercrime is also reaching ever more eye-popping
amounts. It costs organizations $1 trillion in 2020, and is expected to top $10 trillion annually by
2025.
Compromised user credentials are still the primary means that attackers use to break into an
organization. In fact, estimates suggest that stolen credentials were used in 61 percent of all
attacks. During one prominent attack from 2020, attackers built a network of 16,000 virtual mobile
devices, then intercepted SMS OTPs to drain millions of dollars from mobile banking apps in a
few days.
In spring 2021, meanwhile, hackers stole cryptocurrency from about 6,000 Coinbase accounts
after exploiting a multi-factor authentication flaw that allowed them to retrieve user account
information by entering an OTP that was sent via SMS.
The damages are dismaying — but no less so than the thought that they might have been
prevented with stronger authentication security.

The Basics of Mobile
Authentication Security
Mobile authentication enables users to take advantage of certain mobile device functionalities
to verify their identities — and gain access to an application or perform a transaction. The idea
of turning the ubiquitous smart phone into a simple-to-use, always-on-hand authenticator has
obvious appeal. Unfortunately, securing the mobile authentication process is no simple task.
Baseline security standards have been established by the Open Web Application Security Project
(OWASP), a nonprofit foundation that works to improve the security of software. But unlike web
applications, mobile apps give developers many more possibilities in terms of where they store
data and how they leverage a device’s built-in security features to authenticate their users. That
means small design choices can have big implications on the overall security of the solution.
T H E C A S E F O R P U S H AU T H E NT I C AT I O N
SMS verification has become ubiquitous in most people’s lives. It was the leading authentication
method amongst the financial institutions that HID Global surveyed in 2021, and the Ponemon
Institute estimates it’s used by about one-third of mobile users — despite suffering from major
security risks.
Push notification-based authentication, by contrast, gives organizations a more powerful
combination of security, flexibility and usability. Push uses cryptographic techniques to link a
specific device to its owner’s identity, making it impossible for attackers to impersonate someone
without physical access to the device. It’s more secure than SMS authentication because it
doesn’t require service providers to send sensitive information to customer devices over an
insecure network. Keys can be further protected when they’re securely bound to the device via its
secure element — something we’ll cover in later sections of this paper.
What’s more, the push user experience is simpler than SMS systems. When push notifications
appear on users’ phones, they must simply validate the request by making a binary choice to
“Approve” or “Decline” it — rather than referencing and retyping an OTP received via SMS.

Example of a customized HID Approve
swipe-to-authenticate solution

S E C U R I N G T H E E NT I R E AU T H E NT I C AT I O N J O U R N E Y
Users typically see a very small portion of the authentication process, because the bigger part is
happening in the background. The full mobile authentication lifecycle encompasses:
• Registering (and recognizing) the user’s device
• Provisioning secure credentials to the user
• Protecting user credentials
• Securing communications between the user, the app and backend servers
• Protecting sensitive data requests that are made while your organization’s app is running
• Maintaining security throughout the customer lifecycle
• Preventing brute force attacks
There are challenges at each step. In the next section, we’ll dive deeper into these challenges
and review specific solutions for addressing them.

Top Mobile Authentication
Security Challenges
There are many different factors that make mobile authentication security difficult, from selecting
the most effective techniques to integrating them into your organization’s broader security
systems. In the following pages, we’ll review the seven biggest challenges — and outline how
best-in-class solutions address them to protect data and prevent attacks.
1. AU T H E NT I C AT I N G U S E R D E V I C E S
The challenge: One of the best ways to authenticate someone’s digital identity is to recognize
when they are using their device. Otherwise, attackers can impersonate them by transferring their
data into a real or virtual clone that’s difficult to distinguish from the real thing.
How to address it: Anti-cloning technology ensures that anyone who is trying to gain access
through a cloned device will be stopped.
The most secure anti-cloning techniques rely on the secure element that’s shipped with nearly
all modern smartphones. In the case of iOS, that’s the Secure Enclave; for Android devices, it’s
the Trusted Execution Environment, or TEE. Laptops have a similar module known as the Trusted
Platform Module (TPM). Whatever its name, tapping into the device’s secure element enables
authentication solutions to leverage built-in hardware security protections to the fullest.
But that’s not all. The strongest authentication solutions
contain multiple layers of cryptographic protection to
stop would-be cloners, securing individual keys with
a unique device key that’s generated during the initial
provisioning process. Even if this device key is breached,
the attacker won’t be able to access any of the other keys
— or impersonate the device.

2. PROVISIONING USER DEVICES
The challenge: The provisioning process enables your organization to manage users’ identities
and issue a credential to their mobile devices. It is imperative to keep this process secure and
safe from attack.
How to address it: Some mobile authentication solutions use public-key cryptography — which
relies on a mathematically linked private/public key pair — to activate user devices. The private
keys in this public/private pair, generated by the customer’s device are considered secret,
and never leave the device, which decreases the likelihood of a credential compromise. This
works well for mobile authenticators that can make direct exchanges with the authentication
server during authentication requests without manual intervention from a user (e.g., Push
authentication).
But for mobile authenticators that offer a manual alternative (like an One-Time Password) an
exchange of secret key material between the mobile authenticator and the authentication server
is inevitable. There are two facets to ensure the security around the exchange of the secret key
material between the client and server:
1) The initial authentication of the user to establish a secure channel for the exchange of
the secrets
2) The secure channel itself
The most secure solutions ensure that the initial authentication is unique to each user, used
only once and expired immediately after a successful registration. Beyond that, they enable
organizations to customize specific security settings and rules, from the length and alphanumeric
composition of the initial authentication code to the number of retries that are allowed if the
initial authentication fails.
Further considerations relate to the policies
that govern provisioning processes. The best
authentication solutions enable you to determine
whether or not to issue credentials to old operating
systems, jailbroken phones or devices without
a secure element. They give you the choice of
what type of encryption to use and make it easy to
configure these settings, rather than having to rely
on what’s already been set by the vendor.

3. SAFEGUARDING USER CREDENTIALS
The challenge: Credentials are vulnerable to a number of
different attacks and phishing schemes. Strong policies are
therefore needed to protect them.
How to address it: Password policies differ across
organizations. The best mobile authentication solutions can
accommodate these differences, whether they trigger a push
notification immediately upon successful password entry
or require users first to take additional steps to authenticate
their identity — like entering their device PIN/password or a
biometric marker.
Indeed, the task of safeguarding user credentials often requires careful thought about context
and convenience; 15-character passwords may be more secure than a four-digit PIN, but they
are also harder for people to remember, let alone enter into a mobile phone. Biometrics offer
an outstanding blend of security and convenience, and most mobile devices now have inbuilt
biometric capabilities. The best solutions enable organizations to choose whether and how to
leverage them — along with any other techniques.
4. E N S U R I N G S E C U R E C O M M U N I C AT I O N S
The challenge: Sensitive data that passes through insecure channels can be intercepted.
Communication between users, mobile authentication solutions and backend servers must
therefore be encrypted.
How to address it: Before any messages are exchanged, your mobile authentication solution
must ensure that it is communicating with the correct server. Certificate pinning accomplishes
this by restricting which certificates are considered valid for that server. This establishes explicit
trust between your authentication solution and your servers and reduces your reliance on thirdparty organizations.
For transport level security, relying on the TLS protocol is a
must. TLS 1.2 secures the transport layer so that every message
exchanged between the authentication solution and the server
— and any notification sent to the mobile device — is protected.
For message level security, meanwhile, information inside that
secure tunnel should also be encrypted.
The best authentication solutions go a step further. In particular,
they do not require you to send any sensitive user data in your
push notifications, relying instead on a private, secure channel
between the app and the server to retrieve the context of the
request. This enhances security by limiting the potential for
exposure and compromise.

5. B LO C K I N G R E A L-T I M E AT TAC K S
The challenge: With zero-day vulnerabilities on the rise, it’s
imperative for all applications to include mechanisms that can
detect and halt attacks in real-time.
How to address it: Runtime Application Self Protection, or RASP,
is a set of controls and techniques to detect, block and mitigate
attacks that are made while the application is running. This
prevents reverse engineering and unauthorized code modification
— without human intervention.
Best-in-class solutions use a multi-layered defense to reduce the
probability that any single bypassed control could lead to a dangerous breach. These defenses
include:
• Code obfuscation makes decompiled source code harder for a human to understand without
altering program execution.
• Tamper detection technologies like ASLR, stack smashing and property list checks (also known
as .plist checks) ensure that nothing has compromised the app or its environment — or altered
any functionality.
• Jailbreak and emulator detection enables organizations to create and enforce policies around
which kinds of devices are and aren’t trustworthy.
6. S T R E A M L I N I N G AU T H E NT I C AT I O N L I F E C YC L E M A N AG E M E NT
The challenge: The cryptographic keys and certificates that are issued to devices have finite
lifecycles to decrease the risk of their compromise. The shorter the lifecycle, the more secure the
key. Of course, shorter key lifecycles also require organizations to have tight management and
renewal plans — and a solution that doesn’t force users to constantly reregister for the service.
How to address it: Best-in-class authentication solutions
make it easy to configure the length of a key lifetime. They also
have a mechanism that enables the server to renew a device’s
keys before they expire without explicit user intervention. This
enables organizations to adhere to security best practices
without disrupting service to their customers.

7.P R E V E NT I N G B R U T E F O R C E AT TAC K S
The challenge: Brute force attacks use trial-and-error to deduce login info and encryption keys.
It’s simple — and surprisingly effective. In fact, cybersecurity researchers at Internet security
company ESET detected 55 billion new attempts at brute-force attacks between May and August
2021, more than double the 27 billion attacks detected between January and April of the
same year.
How to address it: Mobile authentication solutions rely on a variety of different techniques
to counteract this type of attack. The most robust solutions enable you to customize settings
according to your specific needs and policies. The most effective techniques include:
• Delay locks set off an escalating series of delays when users
enter the wrong PIN or password, before they can try again.
• Counter locks render passwords invalid after a certain number
of unsuccessful attempts.
• Silent locks give users no feedback when they enter the wrong
PIN or password; they simply lock people out of the system.

Ensuring Continued
Protection
The challenge: Security vendors make big claims, but how can you make sure their solutions do
what they claim to do — and can keep up with the fast-changing security landscape?
How to address it: Third party audits and certification compliance reviews — internal and
external — are the most effective way to ensure that authentication solutions are stable and
secure. Internal reviews should verify the solution against a set of security controls based on the
industry standard: the OWASP Application Security Verification Standard (ASVS).
External penetration audits, meanwhile — like the Certification de Sécurité de Premier Niveau
(CSPN), awarded by the French National Agency for the Security of Information Systems (ANSSI)
— should certify the solution’s robustness based on a conformity analysis and rigorous
intrusion tests.

Creating Secure,
Scalable Mobile
Authentication Solutions
MFA has been justly hailed for its ability to stop attacks. Increasingly, however, MFA solutions
have themselves become a target for hackers. And given how damaging and expensive even a
single breach can be, it’s clear the time has come for organizations to take mobile authentication
security seriously.
Safeguarding the mobile authentication process — and securing a journey that spans the
registration of user devices to credential management and security audits — is no easy feat. With
careful consideration and techniques that take full advantage of device-level security features,
you can build solutions that protect you against an ever-expanding landscape of threats.

HID Approve offers robust security protocols and
cryptography standards throughout

N E E D H E L P S E C U R I N G YO U R M O B I L E AU T H E NT I C AT I O N S YS T E M S?
• Visit the web page on Authentication and HID Approve
• Download the new eBook on HID Approve: Simple Push Authentication and
Transaction Signing
• Book an Authentication demo directly in the calendar with one of our experts
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