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Global Banking, Reimagined
It’s no understatement to say that Open Banking is transforming the way that financial 

institutions operate — and the way consumers move and use money. By empowering (and, 

in some cases, compelling) banks to share account information in a secure, standardized 

format with other authorized organizations, Open Banking is increasing transparency, 

facilitating collaboration and opening up new product opportunities. 

Yet adoption rates and standards vary around the world. This eBook reviews how consumer 

trends and financial regulations are evolving — and unpacks the opportunities they have 

unlocked in different regions.
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What’s Behind Open Banking?
Around the world, consumers are demanding more customized, convenient products from an 

industry that’s traditionally been perceived as staid and slow-moving: financial services. Fast-

moving newcomers have leveraged APIs — codes and protocols that facilitate the fast, secure 

exchange of information — to develop applications that use financial data to help people:

 • Get a clearer and more comprehensive view of their finances

 • Make fast, direct digital payments

 • Receive personalized recommendations about deals and investments

Fintech companies have been at the forefront of the Open Banking movement, using agility and 

speed to pioneer new user-centric services. According to industry analysts like Gartner, these 

newcomers are set to upend the business models of traditional financial institutions. However, 

traditional institutions have also begun to seize the opportunities created by Open Banking.
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Open Banking Trends and Regulations
Regulations have evolved in tandem with Open Banking developments to reduce risk and 

protect against fraud. Organizations like the UK’s Competition and Markets Authority (CMA) 

offer advisory, monitoring and reporting functions to encourage effective market operation. 

Other organizations focus on developing technical standards to make products easier to 

build and more secure to use.

However, the industry stands at an inflexion point. As offerings expand and consumers 

demand more customization, choice and control, the companies that win will be those that 

go beyond regulations to align with customer needs. Those that view Open Banking solely 

as a technology play will be vulnerable to disruption.
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Mapping Open Banking
The Open Banking movement spans the globe, with examples of adoption in all geographical areas.

In the coming pages, we will dive into more detail about how Open Banking initiatives are unfolding 

around the world — and the behaviors and trends that are driving them.

North America
Canada has strong interest in Open Banking 
with eorts focused on delivering greater 
choices to consumers. Meanwhile in the US 
we are seeing industry led initiatives.

Latin America
Quick yet uneven advancement of Open 
Banking with Mexico being the �rst country 
to develop regulations. Seeing innovation 
being driven primarily by �ntech startups 
throughout the regions.

Europe and UK
PSD2 initiated movement and now being 
transposed into local countries with the UK 
and the Nordic countries leading the way.

Africa
Seeing Fintech and mobile banking 
organizations leading the way. Few have 
formalized Open Banking guidelines but 
developments are promising especially in 
Rwanda, Kenya, Nigeria and South Africa.

Asia Pacific
A leader when it comes to Open Banking 
thanks to regions extensive digital ecosystem 
and consumer’s willingness to share data. 

Middle East
Several larger banks in the region 
are launching digital banks to test 
the market and seeing many 
institutions planning to implement 
Open Banking. The UAE and Turkey 
are leading the way.

OPEN BANKING 
Around the World
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Open Banking In… Europe and the UK
Open Banking in Europe has largely been driven by the Revised Payment Services 

Directive (PSD2), which was adopted by the European Parliament in 2015. It was 

transposed into local UK law in 2018; other countries, especially in the Nordic region, 

soon followed.

However, Open Banking has unfolded unevenly across the region. The UK is still one 

of the largest providers of worldwide financial services, and its nine largest banks had 

APIs in place in 2018. Banks on the Continent, by contrast, didn’t launch them until 

September 2019. In Germany, reports suggest that most APIs either don’t work, time 

out or make integration near impossible. Adoption rates throughout the Nordic region, 

by contrast, are high — especially in Norway, where the Nordic API Gateway platform 

enjoys a penetration rate of 95% among retail and business accounts. Meanwhile, British 

fintech company Revolut has made Open Banking applications available to residents of 

all countries in the European Economic Area (EEA). 

Yet many European financial institutions are struggling to implement Strong Customer 

Authentication (SCA) regulations designed to increase the security of electronic 

payments. Implementation deadlines in the UK have been pushed back as organizations 

work to incorporate multi-factor authentication (MFA) systems that do not increase 

customer friction.
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Open Banking In… Asia-Pacific
Asia-Pacific is a leader when it comes to Open Banking, thanks to the region’s extensive digital 

ecosystems and its consumers’ willingness to share data. Both financial institutions and tech 

firms have developed data-sharing infrastructure, and adoption rates are high.

Singapore is the most advanced market in the region, with a robust regulatory framework and 

proactive legislation designed to give consumers more control over their finances. In fact, 

the Monetary Authority of Singapore (MAS) has helped shape information-sharing standards 

throughout the broader region. It was the first regulatory body in Asia-Pacific to release an API 

Playbook, and it has issued regulations on authentication and security issues that other countries 

have turned to when developing their own legislation.

Hong Kong and Australia also enjoy progressive Open Banking markets. In Australia, Open 

Banking is being introduced in phases, starting in July 2020 with data from credit and debit cards 

and accounts. Mortgage and personal loan data soon followed; full implementation is expected by 

late 2022. 

Open Banking’s development in China has been driven by tech companies like Alipay and 

WeChat, which exploited their huge market penetration to develop closed payment ecosystems. 

The model may prove beneficial to other consumers throughout the region, especially the large 

unbanked and underbanked population in countries like Indonesia.
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Open Banking In… North America
Interest in Open Banking is strong in Canada, where conversation centers around 

“consumer-directed finance” and an effort to deliver greater choice, control and 

personalization in financial services. An initiative driven by the Open Banking Initiative 

in Canada (OBIC) seeks to regulate the protection of financial data, products and 

processes; a proof of concept is set to be launched in 2021 and meant to be a reference 

for a formal law. Some industry watchers, however, believe the country’s delays in 

developing standards represent a missed opportunity, putting millions of consumers who 

have already signed up for Open Banking services at risk.

In the United States, meanwhile, industry-led initiatives — rather than regulatory 

directives — are driving Open Banking. Several institutions have kicked off Open Banking 

projects. The Financial Data Exchange (FDX), a nonprofit institution, has developed a 

standard API to facilitate secure data sharing in both Canada and the US. This API has 

been adopted by at least some members of the American Bankers Association (ABA), an 

organization that represents over 95% of the industry. Additionally, the ABA has also been 

working with the Consumer Financial Protection Bureau to address questions about data 

sharing and aggregation. Yet, the absence of a federal regulatory framework has slowed 

progress, leaving the decision to allow data sharing up to each institution and creating 

uncertainty for many consumers.
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Open Banking In… Latin America
Open Banking is advancing quickly yet unevenly throughout Latin America. In 2018, Mexico 

became the region’s first country to develop regulations around financial data sharing. Modeled 

after European legislation, these guidelines apply to all financial and fintech institutions. Yet the 

timeline for their implementation is unclear, and it may take years before the legislative vision of 

Open Banking becomes a reality. In the meantime, the country’s largest banks have already begun 

working with independent API platforms like Belvo to offer Open Banking services to 

their customers.

Brazil adopted Open Banking legislation in 2019, aligned with the country’s General Data 

Protection Regulations. Implementation has already begun at some of the country’s largest banks, 

though the pandemic delayed official timelines. Chile, meanwhile, announced a preliminary 

Open Banking framework in late 2020. Regulations are anticipated within the next few years, and 

countries like Peru and Argentina are expected to follow suit.

Throughout the region, innovations have been driven by fintech startups like digital challenger 

banks and mobile payment service providers. These startups arose to serve Latin America’s 

substantial unbanked population, and their entry into the market was smoothed by the same 

legislation that drove Open Banking forward. Investors have taken notice; their funding more than 

doubled between 2018 and 2019 and continues to rise.
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Open Banking In… Africa
Fintech and mobile banking organizations already improved financial services in 

Africa by developing affordable mobile payment solutions. Open Banking holds even 

broader promise for African consumers — more than 70% of whom don’t have access 

to traditional financial services — and several startups have been funded to build Open 

Banking infrastructure. 

Though few countries have formalized Open Banking guidelines, there are promising 

developments. In December 2020, Kenya’s Central Bank announced its pledge to support 

the creation of Open Infrastructure, promising to define clear frameworks and standards 

in the coming years. Rwanda modelled its approach on PSD2, with recent legislation 

governing the development of new types of payments providers and financial consumer 

protection. There, Open Banking has been driven not by banks or payment providers but 

by telecommunications companies.

Nigeria, Africa’s largest economy and home to an active fintech community, is also 

making strides. The Central Bank of Nigeria (CBN) issued a framework for financial data 

sharing in early 2021. Further work is being done by Open Banking Nigeria, a private 

initiative whose mission is to build a common standard for Open Banking APIs in Nigeria. 

South Africa lacks specific Open Banking legislation. Open Banking is, however, under 

discussion by local regulators, who are interested in breaking the monopoly held by the 

country’s banks and giving customers the ability to share financial data with third parties. 

Spot Money, a company that evolved from Virgin Money Spot, recently launched the 

country’s first Open Banking platform, offering users financial products from multiple 

participating institutions.
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Open Banking In… The Middle East
Open Banking is gaining momentum in the Middle East, and while many organizations were slow 

to recognize the opportunity, several of the region’s largest banks recently launched separate 

digital banks to test the market.

In fact, financial software provider Finastra found that nearly nine out of ten institutions in the 

UAE plan to enable Open Banking in the next 12 months. The Central Bank of UAE and state 

regulators have voiced their support, and the federation’s government has announced its interest 

in supporting digital banking investments. The governments of both Bahrain and Saudi Arabia 

have made similar announcements.

In Turkey, new regulations modelled after PSD2 were published in 2020, extending previously 

published guidelines to require Strong Customer Authentication (SCA) in digital banking 

transactions. Several Turkish banks provide open banking services through APIs, and Turkish 

consumers are increasingly receptive to the idea of sharing financial data with banks and third-

party providers.
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A Global Challenge: Standardizing Protocols
APIs are the technical foundation of the Open Banking ecosystem. Unfortunately, there are 

currently hundreds of Open Banking API platforms in the market, slowing the ecosystem’s growth 

and making it more difficult to protect transactions against increasingly sophisticated attacks. 

Attempts to standardize these protocols are underway, but have thus far been limited to a regional 

basis. Some examples of note:

 • Across Europe, similar consortium efforts are underway, including the French Systèmes 

Technologiques d’Echange et de Traitement (STET) and the Berlin Group, a pan-European 

consortium of more than 45 players in the payment industry. The Swiss Open Financial API 

(SOFA) is dedicated to creating a common API and standard for the Swiss financial 

services industry

 • In the US, the Financial Services Information Sharing and Analysis Center (FS-ISAC), National 

Automated Clearing House Association (NACHA) and the US Treasury Department are moving 

toward standardization; the Canadian government has also started developing API playbooks.

 • South Korea was the first country in the Asia-Pacific region to launch a common API 

infrastructure across financial institutions. Similar efforts are underway in Australia, Hong Kong, 

Singapore, Japan and India.
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Ensuring Worldwide Security
Ensuring security is another major challenge of Open Banking. Transactions can only take 

place with customer consent, and banks must be able to verify that people are who they 

claim to be. 

In this ecosystem, the responsibility for authentication and identity management 

rests solely with the account-holding banks. Banks have long understood the need to 

authenticate users and sign transactions; they are parlaying this knowledge into building 

more secure API environments. Gartner predicts that, by 2022, API abuses will be the most 

frequent attack vector against enterprise web applications. Fortunately, technologies are 

available that leverage Artificial Intelligence and Machine Learning to:

 • Protect account entry points with frictionless multifactor authentication 

 • Detect fraudulent transations and protect against cyber attacks

Combining high levels of security with an intuitive user experience will create new growth 

opportunities for financial institutions.
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A Changing Landscape
The Open Banking ecosystem is vibrant and dynamic, encompassing large technology 

companies, small startups, and traditional financial institutions. New entrants to the market can 

often move with greater speed and agility, but they must take care not to jeopardize customer 

data. Traditional banks, on the other hand, can leverage fintechs’ innovation to expand their 

footprint and increase customer loyalty — and indeed, according to Capgemini, 89% of banks 

have already put this kind of collaboration on their roadmap.

Underpinning all these developments, of course, is trust: customers will use new services only if 

they are certain that their data is secure. Security controls like authentication, transaction security 

and fraud detection aren’t new. Yet Open Banking systems are only as strong as their weakest link. 

As organizations forge ahead, they cannot lose sight of the imperative that embedding security 

into their earliest product plans is the only way to ensure that consumers are confident enough to 

take advantage of the innovation.

Need Help Securing Your End-To-End Banking Journey?

 • Visit our consumer authentication information hub

 • Or book time with one of our experts to discuss your business needs
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