
-W H I T E  P A P E R

With the advent of new privacy and network security regulations across 
jurisdictions, including the EU’s NIS Directive and GDPR, coupled with 
changing attitudes towards corporate responsibility, protecting data isn’t just 
another item on a checklist — it’s mission critical. High-profile breaches and 
the resultant punishment from regulatory bodies (not to mention backlash 
from angry consumers, clients, or employees) stand as cautionary tales for 
organizations everywhere.

In this climate of heightened corporate expectations, there’s no room for 
dated or poorly managed network security solutions that put valuable data at 
risk. Protecting your organization means understanding the nature of today’s 
threats, learning what options are available in the marketplace, and ultimately 
selecting a solution that can automate and scale to suit your unique 
digital footprint.

The Role of PKI in Protecting
Enterprise Networks

http://www.hidglobal.com


L E S S O N S  L E A R N E D  F R O M  R E C E N T  D A T A  D I S A S T E R S

When sensitive data is compromised through inadequate security or human carelessness, 
organizations may face a laundry-list of consequences—from financial damages, to lost business, 
to tarnished public reputation, to the identity theft of clients or employees. Examining a few 
recent breaches will illustrate how data disasters happen and show how high the stakes are 
when data stewardship falls short:

2017 
The 2017 Equifax data breach created shockwaves in the U.S. and U.K when it was discovered 
that 143 million people had their sensitive information compromised, including full social security 
numbers. This breach spawned numerous class-action lawsuits, led to a Senate hearing in the 
U.S., and enraged consumers. The cause? A combination of unpatched software and a public key 
certificate that had expired 10 months before the breach.

From May through July, attackers essentially had free reign through the Equifax databases, as 
the lack of a current public key certificate meant there was no oversight of encrypted traffic. 
Exploiting the vulnerabilities of the unpatched server let them in, and a lack of up-to-date PKI 
helped them stay unnoticed.

2018 
In 2018, the Department of Defense’s Defense Travel System (DTS) exposed the data of over 
20,000 marines, civilian employees, and sailors through an unencrypted email sent to the wrong 
distribution list. Like the Equifax breach, this “data spillage” was distressing because of how 
sensitive the compromised data actually was. A spokesperson for the Marine Forces Reserve 
confirmed the attachment contained partial social security numbers, bank routing numbers and 
transfer numbers, partial credit card information, addresses (both mailing and physical), and 
emergency contact information. The government quickly learned of the mistake and initiated 
email recall to minimize how many accounts would receive the message.

Some may say that the lion’s share of the responsibility lies with the employee who selected the 
wrong list and fatefully clicked “send,” but there should also have been security protocols in place 
to prevent someone sending sensitive data in an unencrypted message—which is an invitation to 
man-in-the-middle attacks from bad actors.
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2019 
In January 2019, 2.4 million users of the password management service Blur were informed that 
an unsecured server had exposed their sensitive data. The owner of Blur, Abine, discovered 
that email addresses, some first and last names, some password hints from an older product, IP 
addresses, and encrypted passwords were compromised in the breach. Malicious entities can 
use this kind of information to steal identities and compromise other accounts.

Since Blur is in the business of securing passwords, this was undoubtedly an unwelcome 
message for the millions of people whose data was breached. Allowing misconfigured or 
unsecured servers to access their network’s resources may have proven a costly mistake.

Just because an organization hasn’t experienced a breach doesn’t mean their enterprise 
networks are optimally protected, however. Every organization should be aware of the “wild-
card” effect of careless or incompetent employees, especially as BYOD policies and IoT devices 
contribute to network sprawl and make administration more complicated. Human error, however, 
is only as disastrous as an organization’s security infrastructure allows it to be. With automation, 
smart policies, and the right solutions partner, negligent employees and bad actors alike are will 
have less of an impact.

S E C U R I N G  Y O U R  O R G A N I Z A T I O N  W I T H  P K I

Public Key Infrastructure (PKI) provides organizations with a certificate-based network security 
strategy that prevents breach through the power of algorithmically generated keys. Each instance 
of communication between parties in this secure framework requires that the mathematically 
related keys work together to encrypt and decrypt information. This simultaneously provides an 
authentication capability by ensuring that each party (whether user or device) is who they say 
they are, guarantees that information being sent is kept confidential and can’t be accessed by 
unauthorized parties (as they wouldn’t have the proper key), and safeguards the integrity of the 
data itself through strong hashing algorithms that render the data unusable by third parties.

Thanks to this three-fold functionality, PKI that delivers certificates through your own 
dedicated, branded Certificate Authority (CA) is a viable option for a range of use cases, 
addressing the added complexity of most networks today:

• Network Devices – Ensuring your network’s integrity can be as simple as implementing digital 
certificates for routers and network switches, creating a chain of authentication between devices 
and preventing impersonation attacks.

• Smartphones, Tablets, and Other Mobile Devices – Implementing certificates on mobile prevents 
unauthorized access to your network and resources by rogue devices or careless users while 
providing a seamless way of authenticating trusted devices.

• Servers – Installing SSL/TLS certificates on your web servers and load balancers at the source 
reinforces network integrity, closing the door to a common target for cyberattacks.

• Windows/Mac Computers – Providing each computer that connects to your network with a key 
ensures that trusted users are your only users.

• Microsoft IIS, Linux and Apache Web and Application Servers – Installing trusted SSL/TLS 
certificates (such as Extended Validation certificates) for external-facing web services provides 
additional security for customers and other website visitors. Internal servers also benefit from this 
added layer of protection.
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Depending on which solution you select, some of these areas may be challenging because of a 
lack of scalability, poor or nonexistent automation functionality, or because PKI is being applied 
too narrowly to fit your organization’s unique needs.

• Business Application Integration – Automating security within your organization’s workflows can 
be as simple as integrating certificate services into your business applications.

• Network Access, Streamlining and securing Wi-Fi and VPN access with certificate policies that 
don’t require a password makes your network more secure while simultaneously improving ease 
of use.

• Encrypted Email – Private S/MIME can provide non-repudiation and encryption functionality for 
communication within your enterprise.

• The IoT Ecosystem – Assigning certificates to all connected devices ensures that only authorized 
devices have access to your network, minimizing the risk of a breach. Use PKI to usher in the 
Internet of Trusted Things for your organization.

S E L E C T I N G  A  P K I  S O L U T I O N S  P R O V I D E R

Even with some sort of PKI solution in place, many organizations still struggle in these 
three areas:

Securing the full range of 
devices on the network in 
the age of IoT and BYOD

Protecting sensitive 
data, both stored 
and transmitted

Administering 
certificates across 
multiple channels



Ultimately, your selection process can be simplified by asking a few simple questions:

Does the provider offer a “one-stop shop” model with all types of certificates for 
enterprise needs? 
One size doesn’t fit all when it comes to PKI. If your vendor can’t provide a full range of certificate 
services to suit your industry’s requirements, you may end up patching together multiple 
solutions—which can mean holes in your security and administration headaches. The provider 
should offer a range of administrative features to suit your network’s size and complexity as well, 
including robust automation capabilities to streamline certificate usage across channels and on a 
range of devices.

Is their pricing transparent and predictable? 
Without a transparent subscription fee, you could be blindsided by the cost of certificates. If your 
provider charges on a certificate-by-certificate basis with no clear thresholds or limits, budgeting 
for your security solution may turn out to be a tougher task than securing your network. Make 
sure you find a partner with predictable subscription pricing designed for organizations just 
like yours.

Do they make realistic claims about their solution? 
PKI operates on mathematical principles that are consistent across solutions. When selecting a 
provider, don’t be misled by branded terminology or naming conventions that make the essential 
functions of PKI seem like proprietary features. The peripheral advantages of a PKI solution 
(usability, ease of administration, scalability, support) should be the differentiators that help you 
make your choice.

Do they have a strong brand reputation and use security best practices? 
When selecting a PKI provider to help you secure your network, make sure to find out whether 
your partner is a trusted entity in the space with a track record of successfully securing 
organizations like yours. Misconfigured or mismanaged security solutions put your organization 
at risk for breach, so it’s important to thoroughly vet the practices and pedigree of any provider 
you choose.

T H E  H I D  G L O B A L  A D V A N T A G E

Without an efficient approach to managing digital certificates, you aren’t just risking a breach or 
service outages—you’re impacting the productivity of your IT staff, whose time could be spent on 
other mission-critical systems and software. That’s why implementing centralized, automated PKI 
solutions should be a priority for today’s organizations.
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HID Global’s range of enterprise solutions includes Enterprise SSL, which can issue publicly 
trusted enterprise SSL/TLS certificates for external websites and servers. In today’s threat 
environment, securing external points of contact with your network is more important than ever, 
for enterprises of any size.

HID PKI-as-a-Service (PKIaaS) offers Managed Private PKI options, with Private Root PKI services 
and Dedicated Issuing Certificate Authority services available, depending on your enterprise’s 
specific needs:

Private Root PKI is ideal for large enterprises and offers a completely customized service that 
provides organizations the flexibility to secure a large, complex network, inclusive of an IoT 
ecosystem. The Private Root PKI service model includes a dedicated customer management 
process and security model that ensures your root key material is kept safe.

Dedicated Issuing Certificate Authority (ICA) is a pre-configured service designed to be 
ideal for most medium-size, medium-complexity networks and provides an ‘out-of-box’ way for 
organizations to leverage the gold standard in network security.

Outsourcing the complexity of administering PKI to a partner like HID Global means a significant 
reduction in operating costs, as well as reduced operational, compliance, and security risks. PKI 
has been utilized for decades in a variety of use cases, and its longevity can be attributed to its 
versatility and strength. With HID PKIaaS, you can capitalize on the advantages of PKI for network 
security for one simple, predictable subscription fee.

H O W  H I D  P K I A A S  C A N  H E L P

With HID PKIaaS, your organization has options when it comes to leveraging the power of PKI 
to protect against breach and loss. You can secure every device that accesses your network to 
create your own Internet of Trusted Things — even within a complex ecosystem. Certificate-
based security easily integrates with core business applications, with management functions 
accessible in the cloud. Plus, robust automation features across use cases take the burden of 
enrolling devices and updating certificates away from your IT resources. With the shift to short-
lived certificates, not automating is not an option.

For one low subscription fee, it’s possible to obtain centralized, managed PKI for your 
organization—without any billing surprises or lengthy on-prem deployments. And because PKI is 
foundational technology that’s seen decades of use in every major OS and online, you don’t have 
to worry about compatibility issues.

Learn more about HID PKIaaS on our solutions page.

• Challenge: A large financial institution needed to centralize issuance of digital certificates to secure 
firewalls, routers, corporate and bring-your-own devices (BYOD) on their company network. They 
had been using multiple contractors, but these contractors lacked up-to-date end point technical 
expertise, leaving them with the task of managing many suppliers, expiration dates, and different 
levels of certificates with limited staff. This situation led to security gaps and expired certificates, 
which left their network vulnerable to breach.

• Solution: Instead of continuing to rely on a patchwork approach with multiple contractors, the 
institution chose HID Global. HID Global was able to provide ‘Out-of-the-box’ integration with 
existing network infrastructure components and automated provisioning using standard protocols, 
reducing the overall cost for the customer by 75%. End-to-end PKI coverage within the organization 
meant no more security gaps or expired certificates.
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